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\ Warning Before Install )

) Power off the Network Camera

as soon as it is found
smoking or smelt unusual.

r Contact your distributor when such
/. \ cases happen.
b

Do not place the Network
Camera around the heat
sources, such as television
or oven.

ifel

) Keep the Network Camera
away from the direct

sunlight.
N L/
OS
/1IN

(VKeep the Network Camera

away from the water. If the
Network Camera is wet,
power off immediately.

A =
- N cases happen.

Caontact your distributor when such
& L

() Refer to your user's manual

for the operating temperature.

() Do not place the Network
Camera in high humid
environments.



(Do not place the Network
Camera on unsteady
surfaces.

(L

Do not disassemble the
Network Camera.

(Do not manually pan and
tilt the Network Camera
when the power is on.

e
o
' Y

Do not touch the Network
Camera when it's lightening.

(Do not drop the Network
Camera.

O Do not insert any object into
the Network Camera, such as
needles.




Package Contents

() Network Camera () Power adapter
with Pan/Tilt

(J)Camera stand (O AIV cable

() Software CD ) Antennas
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Installation

Hardware Installation

Please verify that your product package contains all

the accessories listed in the foregoing Package

Contents. Depending on the user’s application, an

Ethernet cable may be needed. The Ethernet cable

should meet the specs of UTP Category 5 and not
AV out exceed 100 meters in length.

enave. S Connect the power adapter jack to the Network

Ethernet 10/100 RJ45 socket

Power cord socket Camera before plugging in to the power socket. This
will reduce the risk of accidental electric shock.

Upon powering up, the device runs through a self-test procedure and the front
LEDs will blink between green and red a few times. If self-test passes, the
LEDs will shut off and the Network Camera will be on stand-by and ready for
software installation. If self-test fails the red LED will blink several times. Refer
to Appendix A for troubleshooting.

The LevelOne WCS-2010 Network Camera will first detect Ethernet. If it does
not connect to Ethernet, the Network Camera will try WLAN. During the
searching and connecting process to the wireless access point or station, the
red LED of the Network Camera will flash every second. Until the Network
Camera connects to the other wireless device, the red LED will become lighted.
Operating in either network mode, the green LED will flash every second as
heartbeat to indicate alive.

To install in Ethernet
Make sure the Ethernet is firmly connected to a switch hub. After attaching the
Ethernet cable plug in the power adapter. If the LED turns out to be steady
green after self-test, go to next paragraph “Software installation”. If the
Ethernet is not available, Network Camera will switch to wireless LAN mode.
To install in wireless LAN
If the Ethernet is not available while power on, the Network Camera will search



for any access point with the SSID “default”. Once any access point is found,
the LED will turn green to wait for installation. If the network environment
cannot meet the default settings, install Network Camera in Ethernet to
proceed with wireless LAN configuration.

The Network Camera provides a general I/O terminal block with one digital
input and one relay switch for device control. Pin 1 and Pin 2 can be connected
to an external sensor device and the state of voltage can be monitored from
the initial state 'LOW'. The relay switches Pin 3 and Pin 4 can be used to turn on
or off an external device.

1 Consult with the dealer of the peripherals for correct installation.

1 DI+ INPUT (Max. 50mA, 12VDC)

2 DI- INPUT (Initial state of DI is Low)

4 3 2 1
] - 3 SW_COMMON OUTPUT (open from SW_OPEN at initial state)
10000 |

i

(close with SW_OPEN when DO is set to ON)

S 4 SW_NOPEN OUTPUT (Max. 1A, 24VDC or 0.5A, 125VAC)



Software Installation

In this manual, "User" refers to whoever has access to the Network Camera,
and "Administrator" refers to the person who can configure the Network
Camera and grant user access to the camera.

At the end of the hardware installation, the Administrator must place the
product software CD into the CD-ROM drive of the PC running in MS Windows.
An auto-run program will pop up (If the program is not on auto-run, go to the
root directory of the software CD and click on “autorun.exe”).

Leue. one

Click on the IP installer and run LevelOne’s Installation program.

r: Install the Network Camera on Ethernet before install it on WLAN. Refer to the
network setting chapter to setup wireless network parameters.



Upon IP installer’s start up, a searching box will

pop up. This program searches for LevelOne’s
product on the same LAN:

Searching devices, please wait!

After searching the LAN, the main window of IP installer will pop up.

The IP addresses shown
in the "Current IP
Address" field reflect

those on the local network.

They may be from the
DHCP server. If there is
no DHCP server, the
camera will try to find a
free IP address (this takes
from 15 second to 3
minutes, depending on
the LAN status). The
method of finding IP
address is seeking from
192.168.0.99, to
192.168.0.254. If any of
the address inside this
range is free, the Network
Camera will be assigned

#: 1P Installer

Please restart pour device and select one by IP Installer
clicking the serial number :
Werzion 3.0
Senes Number Current [P Address | Assigned
020 -00-00-1 6 192.168.0.150 Tes
EID-DE-D1 -DEI-EIEI-1 2 192.168.0.186 ey
00-02-07-00-00-17 192168.0191 ez
00-02-01-00-00-10 192168.0.184 Yes
00-02-07-00-00-11 192168.0.97 Mo
Link to zelected device Search
Selected device ; This zerver has already been aszigned IP
Enter the IF addresz you want ta azzign and click the Set [P Address
button
192 . 188 . 0 . 190
-
Check thiz option will skipinstallation
procedure whenever the device starts up I ’—|
: : Exit

to this IP, and its subnet mask would be 255.255.255.0. If none of the

addresses is free, the Network Camera will try the range from 192.168.0.2 to
192.168.0.98. After an IP address is assigned to the camera, the “Activity”
status LED blinks.



The LevelOne’s new
UPNP function will
always assign an IP
address for the Network
Camera. The
Administrator can click
on button “Link to
selected device” to
connect the I.E. to the
camera.

If the camera is not on
the IP installer list, click
on the “Search” button
to search for the
camera on the LAN.

# IP Installer

Pleaze restart pour device and zelect one by IP Inztaller
clicking the senal number :
Werzion 3.0

_Series Mumber Curent |P Address | Assigned
00-02-D01-00-00-16 192.168.0.190 es
00-02-01-00-0012 192.168.0.186 es
00-02-07-00-0017 192.168.0.191 ‘res
00-02-01-00-00-10 192.168.0.184 Tes
00-02-01-00-00-11 192 168.0.97 Mo

Link to selected device Search

Selected device Thiz zerver has already been aszsigned IP

Enter the IP addrezs pou want to azszign and click the Set 1P Adddiezs
buttan

| 192 . 168 . 0O . 190

-

Check this option will zkipinstallation
procedure whenever the device starkz up

| =]

For the series number in the “Serial
Number” field, please check the label on
the bottom of the camera. Itis the same
as the MAC address.




Initial Access to the Network Camera

Check Network Settings

The Network Camera can be connected either before or immediately after
software installation onto the Local Area Network. The Administrator should
complete the network settings on the configuration page, including the correct
subnet mask and IP address of gateway and DNS. Ask your network
administrator or Internet service provider for the detail information. By default
the Network Camera requires the Administrator to run installation every time it
reboots. If the network settings are to remain unchanged, disable the Install
option. Refer to “"Network settings” on the System Configuration page for
details. If any setting is entered incorrectly and cannot proceed to setting up
the Network Camera, restore the factory settings following the steps in the
“Troubleshooting” chapter of the Appendix.

Add Password to Prevent Unauthorized Access

The default Administrator’s password is blank and the Network Camera initially will
not ask for any password. The Administrator should immediately implement a new
password as a matter of prudent security practice. Once the Administrator’s password
is saved, the Network Camera will ask for the user’s name and password before each
access. The Administrator can set up a maximum of twenty (20) user accounts. Each
user can access the Network Camera except to perform system configuration. Some
critical functions are exclusive for the Administrator, such as system configuration,
user administration, and software upgrades. The user name for the Administrator is
permanently assigned as “root”. Once the password is changed, the browser will
display an authentication window to ask for the new password. Once the password
is set, there is no provision to recover the Administrator’'s password. The
only option is to restore to the original factory default settings.



How to Use

Authentication

After opening the Web browser and typing in the URL of the Network Camera,
a dialogue window pops up to request a username and password. Upon
successful authentication, the following figure is displayed.

The foreground is the login window and the background shows the message if
authentication fails. The user may check the option box to save the password
for future convenience. This option is not available to the Administrator for
obvious reason.

[-[=]x]

e

\_7'1 \d Iﬂ Ig] ;\] /_) Search \;E{Favorites GMedia @

Address ‘ v| Go Links **

Connect to 192.168.10.193

LevelOne WCS-2010 PYT IP Camera

User name: | [ 4] v |

Password: | |

[CIremember my passward

g Web site Found. Waiting Far rephy... [T}




Installing Plug-in

For the initial access to the Network Camera in Windows, the web browser may
prompt for permission to install a new plug-in for the Network Camera.
Permission request depends on the Internet security settings of the user’s PC
or notebook. If the highest security level is set, the computer may prohibit any
installation and execution attempt. This plug-in has been registered for
certificate and is used to display the video in the browser. Users may click on
Lt to proceed. If the web browser does not allow the user to continue to
install, check the Internet security option and lower the security levels or
contact your IT or networking supervisor for help.

Y Leve10ne WCED010 YT F Camers - Micoosoft Interest Sxplorer = ]
BWEE BEE ERL IEEL TR [ 2 |
G--F - QR Bes mkwRE Sve 3 RA- S50 -
ARHD) |£) w192 1580153 | @i Eme
level"
EES Leve|One WCS-2010 P/T IP Camera
B
HR B
one

g Do pow want bainztal and iun "MPE G4 SHM [Audio]
Cortial! sgned on 1/282004 500 PM and distibuted by

Digital Diata Communications sk Co., Lid

s Publisher autherticity vedified by VeriSign Class 3 Coda
Gn | — Select ane -~ : S 200 5
= Caution DDCA Co,Lid ssseits thal this content is safe.
panspeed  [n =] You should ank instal/view thes cartert il vau Irust
DDCA Co, Ltd to make that aszerion.
Tillspeed  |o 7]

:Pan-Ismp ' patros

I Always bust cortent from DDCA Co_Lid

Dlgnfl c_ru_lpm Mare Info

| oM | OFF

Snapshot

Client Settings

Configuration =] I Zocm

] T eesms



Primary User’s Capabilities

Main Screen with Camera View

The main page layout has three parts:

Configuration functions: The camera can be configured using these user
interfaces.

Camera View: What the camera sees.

Pan/Tilt control buttons: These buttons provide a command interface to
control the aim of the camera.

Click on the configuration link to the left of the image window to enter the

configuration page.
; Aw ® |
T oo - @ a Qe mresE Oee 3-S50 =
kD @ hittpif192.168.0.133¢

=l onE [Ew >

LevelOne WCS-2010 P/T IP Camera

Client Settings |

=

| DI




The Configuration:

“Digital Output”

Clicking on the “On” or “"Off” button turns the digital output to either on or off status.
“Snapshot” The button provides users a fast way to capture a single image of the
video from the Network Camera.

“Client Settings”

Clicking on this button links you to the client setting pages, please check the following
session for more details.

“Configuration” Only the Administrator can access camera configurations.

The camera view:

The information bar at the top of the camera view shows the connection type to the
Network Camera and the current date/time.

The camera view provides not only the live video, but also a way to aim the Network
Camera to different target. Using mouse to click on the target inside the video will
command the Network Camera to aim at the target.

Zoom

This feature allows users to open a digital zoom control window to specify the zoom
factor for specified area in the camera view. Users can also move the white frame to

select the area of the video that she/he wants to view.

‘A LevelOne WCS-2010 PAT IP Camera - Microsoft Internet Explores !_!E@

\_‘) g _) \ﬂ ig ;\] /73 Search ‘::/1\’(’ Favorites QMed\a €‘;{ {7;' -,_‘I; n'

fiddress (4] http: (192, 168.10,193] v B ks

LevelOne WCS-2010 P/T IP Camera

. Pan stop 7rm ﬂ Hide

[~ Disahle digital zoom

[T‘ OFF Zoom Factars; 155%

&

| Snapshot
[ Client Settings \ j

<

| Configuration
—

Séj Cone ' Internst
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“Disable digital zoom” The checkbox selection allows users to disable/enable the
digital zoom function.

“Zoom Factors” The range of zoom factor is from 100% to 400%, users can select

any integer factor inside this area.

“Hide” Click on this button can close the digital zoom control window.

The pan/tilt control buttons:

The direction buttons are for Left, Right, Up, Down, and Home functions. The Home

button centers the camera.

“"Go to” Once the Administrator has determined the preset positions; the User can

aim the camera using this control.

“Pan speed”

This button sets the moving range of the “Left” and “Right” commands.

“Tilt speed”

This button sets the moving range of the "Up” and “"Down” commands.

“Auto pan”

This button commands the camera to pan from the current position to the

left-most and then to the right-most position. After panning, the camera

returns to the original position.

“Auto patrol”

This button commands the camera to patrol between the preset positions on

the Patrol List, which can be modified on the "Camera control page”. After one

patrol cycle, the camera returns to the original position.

“Stop” This stops the “"Auto Pan” command or “Auto Patrol” command.

11



Client Settings

At the initial access to the “"Connection type” page in Windows, the web
browser will ask for a new plug-in installation, the plug-in being the Network
Camera. This plug-in has been registered for certification and can be used to
change the parameters at the client’s site. The user may click on L] o
install the plug-in. If the web browser does not allow the user to complete the
installation, check the Internet security to lower the security level or contact
your IT or networking supervisor.

[ [o]x]
Y o :
Q Back ? ) Iﬂ IEL‘ 0 | o~ Search Bl Favarites @ Media 6‘1 s 5
Adddress @] Hetp: /192,168, 10,193(dlient htrl v Beo ks *
HOME
Security Warning

Do you want to install and run "MPEGA SHH Client

Seftings" signed on 6/28/2004 E:49 P and distributed

b

Digital Data Communications Asia Co., Ltd

Publisher authenticity verified by YeriSign Class 3 Code

Signing 2007 Ca

Caution: Digital D'ata Communications Azia Co., Ltd

azserts that this content is safe. You should anly

install/view this content if pou trust Digital Data

Communications Asia Co., Ltd. to make that assertion.

[ Ahways trust contert from Digital Data Communications

AsiaCo., Lbd,
[ e ] [ Mo ] l More Info
:§] Opening page http:ji192.165,10, 193 client. html... L1 & Internet

There are two settings for the Client site. One is "Media Option” for the User to
determine if audio should be muted. The other is “Protocol Option” which
allows choices on connection protocol between client and server. There are
three protocol choices to optimize your usage - UDP, TCP and HTTP.

The UDP protocol allows for more real-time audio and video streams. However,
some packets may be lost due to network burst traffic and images may be
obscured.

The TCP protocol allows for less packet loss and produce a more accurate video
display. The downside with this protocol is that the real-time effect is worse

12



than that with the UDP protocol.

The HTTP protocol must be selected if the network is protected by a firewall
and it only allows HTTP Port (80) to be opened. In this mode, audio will not be
sent and only video is operational. If no special need is required, UDP protocol
is recommended. Generally speaking, the client’s choice will be in the order of
UDP — TCP — HTTP. After the Network Camera is connected successfully,
“Protocol Option” will indicate the selected protocol. The selected protocol will
be recorded in the user's PC and will be used for the next connection. If the
network environment is changed, or the user wants to let the web browser to
detect again, manually select the UDP protocol, save, and return HOME to
re-connect.

HOME

~Media Opton
[ Disable audio

- Protacal Option
The auto-detection arder of transmission protocal is UDP == TCP = HTTR
Flease select one protocaol as the default protocal,

 LDP & TCP " HTTP [Video only)

Save |

<url> http://<Network Camera>/protocol.html/
<Network Camera> is the domain name or the original IP address of the
Network Camera.

13



Administrator’s Capabilities

Fine-tuning for Best Performance

There are a few choices the Administrator is allowed to maximize the
capabilities of the Network Camera. Best performance generally equates to
the fastest image refresh rate with the best video quality, and at the lowest
network bandwidth as possible. The three factors, "Maximum frame rate”, “Fix
bit rate”, and “Fix quality” on the Video Configuration page, are correlative to
allow for achieving the best performance possible.

3 http://192.168.10.193/setup/config. himl - Microsoft Internet Explorer |:“E|g|
File Edit  View Favories  Tools  Help lﬂ'

Q Back ~ ? | \ﬂ |§| ;‘! /.-‘5 Search ;1\" Favorites @Media 6;‘1 = 0 ’J E

Address ;éj‘http:ﬁlgz.ls&.10.193J‘setup,l’conf|g.html v Go | Links >
ﬂ
HOME Audio
3 System [ Mute
[#] Security [ improve audio guality in low bandwidth environment
[# MNetwork
[# Mail & FTP Audio source
[#] DDMS 8 UPNP @ Internal microphone
3 Audinfvideno (O External micraphone

[#| Camera control
Yideo

[# Motion detection ;
Text on Video

® Application

) . Colar
® View log file =
) Size |
[+ “iew parameters -
Maximurm frame rate
), Factory:detaulh widen quality contral @
L [384Kbps ¥
Version ; 01004 ke fe— i ==
G Fix quality | Good 2|
CIFlip CImirrar
[ Image settings | [save]
:@‘] ® Internet

For Best Real-time Video Images

To achieve good real-time visual effect, the network bandwidth should be large
enough to allow a transmission rate of greater than 20 image frames per
second. If the broadband network is over 1 Mbps, set the “Fix bit rate” to
1000Kbps or 1200Kbps, or set “Fix quality” at the highest quality. The
maximum frame rate is 25 fps in a 50Hz system and 30 fps in a 60Hz system.

14



If your network bandwidth is more than 384Kbps, you can fix the bit rate
according to your bandwidth and set the maximum frame rate to 25 fps or 30
fps. If you are shooting fast-moving images, you may want to slow the
maximum frame rate down to 20 fps in order to lower the rate of data
transmission. This allows for better video quality and the human eyes cannot
readily detect the differences between those of 20, 25, or 30 frames per
second. If your network bandwidth is below 384 Kbps, set the “Fix bit rate”
according to your bandwidth and try to get the best performance by
fine-tuning with the "Maximum frame rate”. In a slow network, greater frame
rate results in blur images. Another work-around is to choose “Half” in the
“Size” option for better images, or “Halfx2"” for a larger image view. Video
quality performance will vary somewhat due to the number of users viewing on
the network; even when the parameters have initially been finely tuned.
Performance will also suffer due to poor connectivity because of the network’s
burst constraint.

Only Quality Images Will Do

To have the best video quality, you should set “Fix quality” at “"Detailed” or
“Excellent” and adjust the "Maximum frame rate” to match your network’s
bandwidth. If your network is slow and you receive “broken” pictures, go to the
TCP protocol in "Connection type” and choose a more appropriate mode of
transmission. The images may suffer a time delay due to a slower connection.
The delay will also increase with added number of users.

Somewhere Between Real-time and Clear Images

If you have a broadband network, set “Fix quality” at “Normal” or better, rather
than setting “Fix bit rate”. You can also fix the bandwidth according to your
actual network speed and adjust the frame rate. Start from 30 fps down for
best results but not below 15 fps. If the image qualities are not improved,
select a lower bandwidth setting.

Viewing Double size image

The Network Camera not only provide standard CIF/SIF format video, but also
provide 4CIF/4SIF format video. For selecting “"Double” video size, the video
from the Network Camera can provide more details, but less frame-rate (up to
10 frames/sec). Besides, “Normal x 2" selection will do 200% digital zoom for
both the width and height of the video.

15



Opening Accounts for New Users

Protect Network Camera by passwords

A http://192.168.10.193/setup/config. html - Microsoft Internet Explorer

File Edit ‘iew Favaorites Tools Help '
N = a . a o
@ Back ~ J lﬂ @ il p ! Search :\" Favorites @Media €‘T 54 L=
Address [ ] httpif152.168.10. 193)setupjconfig html '\;'} Go  Links ?
ﬁ.
one
HOME
I N\
[+ System Root password
[3] Security * Blank root passward will disable user authentication
%) Metwark Root password i_-ouuuu. |
[+ Mail & FTP Confirm password !_ouuuu. || 5ave
[» DDMS & UPnP \. J
[» Audiofvideo
(ndd user \

Carmera control :
User name[
[» Motion detection :
. User passward |
[+ application =
£ y [ permission for 10 contral
# wiew log file

v [ Permission for PT control Add
[+ “iew parameters \ )
[+ Factary default
Delete user
et Lo User name | - no user - ¥|
\. J
ql )

[Clallow ‘demo’ account ta view

[ allow more guests with snapshot maode

kSnapshotmterval:_[_ltl | Second(s)

OO0 O

| © Internet
Network Camera is shipped without any password by default. That means
everyone can access Network Camera including the configuration as long as
the IP address is known. It is necessary to assign a password if the Network
Camera is intended to be accessed by others. Type a new word twice in @ to
enable protection. This password is used to identify the administrator. Then
add an account with user name and password for your friends in @. Network
Camera can provide twenty accounts for your valuable customers or friends.
Each account identifies the access right rather than the real visitor. That allows
multiple visitors share the same account of different level. An option to
access DI/DO is provided for each account. Some users may need to prohibit
from controlling your attached devices. Another option allows different control
to pan/tilt functions of the Network Camera. You may delete some users from
.

More flexible options for viewers @

The first option allows anyone uses “"demo” as the user name to view without
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password. The Administrator can also decide if more viewers are allowed to
watch the video if the viewers exceed the limit. The overloaded viewers will
have snapshot mode instead.

Building a Multimedia Web Attraction Site

Demo on Multiple Sites — Mid-Scale Service

The Network Camera can allow ten visitors to view on-line simultaneously.
After Installation, focus the Network Camera on any object you wish to share,
and tell the visitors to type in the web browser address. Caution: You may
want to maintain your visitor’s list in the security configuration page to block
out unexpected visitors.

Product Demo for e-Business — Large-Scale Service

If the number of visitors has exceeded the limit, the Network Camera can allow
the "overload" viewers to see the snapshots in JPEG mode, on the homepage.
These are still images and will be refreshed periodically and automatically. It
needs a script function supported by the web browser.

Version : 01003
Delete user

User name | -- no user — ¥ Delete

[Jallow 'demo’ account to view
[Jallow more guests with snapshot made

Snapshot interval: 10 | Second(s) Save

1. Click on “Configuration” on the homepage,

2. Click on “Security” in the left column,

3. Go to the bottom of the page and check off on “"Allow more viewers with
snhapshot mode”,

4. Set the snapshot interval to refresh the still image automatically. The longer
the snapshot interval, the better the snapshot mode works for multiple
viewers.

If you want to expand to allow in more viewers, the host server should be able
to handle large network traffic, which must handle the picture refreshing from

the Network Camera.

If the web server space has FTP service, set the Network Camera up as an FTP

17



client to upload the pictures. The access to the Network Camera will be
independent of the number of viewers and the picture quality will remain
constant.

1. Click on “Configuration” on the homepage,

2. Click on “Network” in the left column,

3. Fill in the FTP related settings including server, user name and password, as
well as the upload path if it is specified by the web space, and click on "Save”
button.

EY LevelOne WCS-2010 P/T IP Camera

one
HOME Weekly schedule
[ System Osun CMon Ctue Cwed Cthu CFri Csat
3 Security snapshots begin at [00:00:00 [hhimmss]
[3] Metwork snapshats stop at |00:00:00 _j[hh:mm:ss]
[3] Mail & FTP [] all the time except for the above schedule
3] DDNS & UPnP [CJEvent operation
[» Audicfvideo General
[# Camera control Delay .3 ifsecond(s) before detecting the next event
@ Motion detection Take snapshot at |1 | second(s) after event
3 Application Trigger condition
@ view log file input is high [inputis low [JInputis rising [ Input is falling
8] View parameters Detect motion in
B Factory default Cundefined [Jundefined []undefined
Mote: Motion detection must be setup first
version : 0100d Trigger action

[ Trigger output alarm while input candition matched
[ Trigger output alarm while motion detected
[[] upload snapshots while input condition matched
[[] Upload snapshots while motion detected

[] Reset output

[]sequential operation
Snapshot every |0 second(s)
) send snapshots by email
® send snapshots by FTP
FTP put snapshots with date and time suffix

Save

4. Click on “Application” in the left column,

5. Select the day or days of the week in "Weekly schedule” you want to upload
the pictures,

6. Select “Sequential operation” and set the interval,

7. Unselect "FTP put snapshots with date and time suffix" as the upload
method and click on "Save",

8. The image file uploaded to the web space is named “video.jpg”. Check if the
file is successfully uploaded to the correct folder,

9. Prepare a homepage with the embedded image reference to the image file

18



uploaded via FTP in advance.

If the web space has no FTP service

An auto-refresh homepage can be used to periodically poll the newest image
from the Network Camera. It is most efficient if using a free web space provider
as the FTP service may be limiting.

1. Prepare an auto-refresh homepage as the following example. The URL of
image is http://"IP address of the Network Camera”/cgi-bin/video.jpg. Modify
the IP address according to your Network Camera. Define the refresh interval
according to your network bandwidth for best result. If the refresh rate is too
fast and there is a large number of visitors, this may overload the Network
Camera and slows the response.

19



Example of an auto-refresh web page:

20



Building a Security Application

The Administrator can combine options on the application page to perform
many useful security applications. There are two trigger sources coming from
attached devices, such as for motion detection. There are also two kinds of
actions responding to such events, including uploading snapshots over the
Internet and driving other attached devices. To upload the snapshots, the User
can choose either email or FTP according to user’s needs. Both e-mail and FTP
use the network settings on the network page. Refer to the definition section
for detail configuration.

EY LevelOne WCS-2010 PIT 1P Camera

onea
HOME eekly schedule
[#] System Osun OOMan O7Tue Owed CThu CFrd [Osat
[#| Security shapshots begin at _DD_:_DD:_D_D__.E[hh:mm:ss]
[3] Metwork snapshots stop at |00:00:00 [hh:mm:ss]
[#/ Mail & FTP [ all the time except for the above schedule
| DDMNS & UPnP E oo i
# Audiofvideo /General \
[# Camera control Delay [3 :second(s) before detecting the next event
[#] Motion detection Take snapshot at |1 second(s) after event
[# Application Trigger condition
3 Wiew log file Oinputis high [inputis law O Inputis rising [ Input is falling
[# View parameters Detect motion in :
[#] Factory default Oundefined [Jundefined [undefined
MNote: Motion detection must be setup first
WYersian : 01004 Trigger action
[ Trigger output alarm while input condition matched
[J Trigger output alarm while motion detected
[J upload snapshats while input condition matched
[J upload snapshots while motion detected
[ ] Reset output
[Jsequential operation
Shapshot every o second(s)
—@ Done . = - B Internst

1. Click on “Configuration” on homepage,

2. Click on “Application” in the left column,

3. Check the weekdays as you need and give the period of "Snapshots begin"
time and "Snapshots end" time to monitor the triggering conditions every day,
4. Check the “Event operation”. The triggering condition can be set to detected
motion or status of the attached device,

5. Set the delay before detecting next event to avoid continuous false alarms
following the original event,

6. Set the delay to take snapshots after event to capture the direction of the
moving objects,
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|:| all tﬁe t'i'me except f..lsll' tﬁe S’EIIIJUB sc.l\;eHu‘I-é

FHOIIE [l Event operation
[# System General
[#] Security Delay Dsecond(s) before detecting the next event
B3 Network Take snapshot at |_1_| second(s) after event
[ Mail & FTP Trigger condition
[# DDNS & UPnR Oinput is high Cinputis low Cinput is rising O Input is falling
[# audigfvideo Detect motion in
[# Camera control OJundefined [JUndefined []undefined
3 Motion detection Mote: Motion detection must be setup first
® Application Trigger action
@ view log file [ Trigger output alarm whils input condition matched
[ View parameters [ Trigger output alarm while mation detected
3 Factory default [ upload snapshats while input condition matched
[ upload snapshaots while motion detected

wersion ¢ 01004 [ Reset output

[ sequential operation

Spapshar evere [0 epromdrey
> send snapshots by email
@ send snapshots by FTP
FTP put snapshots with date and time suffix

@bl Done & Internet

Send Snapshots When Motion is Detected

If no external sensor is available, the Administrator can use the built-in motion
detection to monitor any movement and sends snapshots via email for security

check.

HOME

[» System

S Window Name:

[» Metwark ]Dor‘tl

el Sensitivity:

[# DDMS & UPRP i
[» Audiofvideo %

[#] Camera contral Percentage: :
[#| Motion detection J— 0%
[» Application

[» Wiew log file

[ Wiew parameters New ] e
[#] Factory default

ersion @ 0100d

& pone

& Inerner

7. Click on “Motion detection” in the left column,
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8. Check “Enable motion detection”,

9. Click on "New” to have a new window to monitor video,

10. Type in a name to identify the new window,

11. Use the mouse to click, hold, and drag the window corner to resize or the
title bar to move,

12. Fine-tune using the “Sensitivity” and “Percentage” fields to best suit the
camera’s environment. Higher "Sensitivity” detects the slighter motion. Higher
“Percentage” discriminates smaller objects,

13. Clicking on “Save” enables the activity display. Green means the motion in
the window is under the watermark set by the Administrator and red means it
is over the watermark,

14. Click on “Application” in the left column,

15. Check on the window name set in Step 10,

16. Check “"Upload snapshots while motion detected”, if e-mailing the
snapshots is preferred,

17. Check "Send snhapshots by email”,

18. Click on “Save” to validate.
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Software Revision Upgrade

Customers can obtain the up-to-date software from the web site of
LevelOne,www.levell.com. An easy-to-use Upgrade Wizard is provided to
upgrade the Network Camera with just a few clicks. The upgrade function is
opened to the Administrator only. To upgrade the system, follow the

procedures below.
1. Download the software file named “FLASH.BIN” from the appropriate

product folder.
2. Run the Upgrade Wizard and proceed following the prompts. Refer to the

instructions of the Upgrade Wizard for details.
3. The whole process will finish in a few minutes and it will automatically restart

the system.

& If power fails during the writing process of Flash memory, the program in

the memory of the Network Camera may be destroyed permanently. If the
Network Camera cannot restart properly, ask your dealer for technical service.
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Multi-Language by Software Upgrade

The software in WCS-2010 Network Camera is four language, English,

German, Korean and Chinese. The default software is English.

® Please skip the steps if you don’t need to upgrade multi-language.

® Please follow up the steps as below if you have to upgrade your
language manually.

WCS-2010 Network Camera Upgrade Software Procedure
1. Launch the Installer.exe from your CDROM.

IP Installer x|
Flease restart your device and select one by clicking the zerial IF Ingtaller
number .
Yersion 1.0
Seriez Mumber | Current |P Address | Aesigned |
00-02-01-00-20-B0 192.168.0.209 Yes

Litk tozelected device

Selected device : Mone

Enter the IF address you want ta azzign and click the Set IP Address
buttan

|n_n_n_u

[™ | Wze this [P whenewver system) boot:

Check. thiz option will skip inztallation

procedure whenever the device starts up :
Set [P Address E xit
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2. Select the Camera you want to setup and click “"Link to selected device”
button.

IF Installer x|
Flease restart vour device and select one by clicking the serial IP Irmstaller
rumber 2,1 .
° Yersion 1.0
rent P Address | Assigred |
1B8.0.209 ez
2.2
Link to selected device Search
Selected device : Thiz zerver has already been aszigned [P

Enter the IP address vou want ta assigh and click the Set 1P Address
buttan

|1E|2.1EB. ]

[T Usethiz [P whenever system boot:

Check thiz option will skip installation
procedure whenever the device starts up

SetIP Address | Est |

3. Please Enter “root” as username and MAC number as password.

Connect to,192.168.0.99

=
b

1
)

o

A

LevelCne WiC5-2010 PYT IP Camera

User narie: | £ root w |
Password; | TITTIIIIIIL |
[ ] remember my passwaord

[ Ok l [ Cancel
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4. After log-on to the camera, please click "Configuration” button.
level
L]

LevelOne WCS-2010 P/T IP Camera

HE B
Em N
onNne

Go to I-- Select one -- 'l

Pan speed |III 'I
Tilt speed IIII 'I

i | Zoom

Pan |-S!op | Patrof

Digital Output

ON OFF

Snapshot

I Configuration I

5. Select "Network” linkage in left frame. Once entering to the network page,
please execute the following step:
5.1 Disable the” Reset the IP address at next boot” option.
5.2 Change the IP address you want.

5.3 Click “Save” button to save the modified information.

El LevelOne WCS-2010 P/T IP Camera

[=Ral -]

HOME 5.1

System

Security
MNetwark
Mail & FTP

DDME & UPRP
Audiofvideo
Camera contral
Motion detection
Application

Wiew log file
Wiew parameters

Factory default

Reset the IP address at next boot

IP address 5.2
Subnet mask

Default router

Primmary DNS

Secondary DNS
HTTP

HTTF paort
Streaming

Control channel port

videno channel port

Sudio channel port

|192.168.0.209

R .
[1o2.168.05
[tesos11
[192.168.07

[eo

|5EIDl
|5EIDS
|5EIE|2

5.3

Save |
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6. Launch the Upgrade Wizard from your CDROM

oiLE Asa .

7. Type the Camera’ s IP address & root’s password which you have to upgrade
its firmware. Then, click "Next” button.

Dperade Wizard

YWith power applied to the device, enter the device [P address and root pazsword | click onMNest'belaw.
Depending on the communication environment, the procedure can take up o1 minuke,

|F address J 192 . 168 . 1 . 102

root pasgwornd:

Cancel werzion : 1.1

]xxxxxxxxxxxx

7.1 If the root’s password or Video Server’s FTP port is changed, the dialog
will pop-up to ask.

|f you have changed the server FTP port or root
pazzward Flease input the carect settings.

Server FTP Part IE'I

Server oot passward |’1

8. Specify the firmware location or click "Browse” button to select the
firmware location. Then, click "Next” button.

Dperade Wizand

The updated device iz MWCS-2010 5/M; 00020 0000F1

Fleaze enter the full path or browse the firmware file name for update.

File name 1| Browse. .




9. After clicking the "Next” button, the program will check if the firmware is
compatible with the Video Server and pop-up the message dialog to ask. If
the firmware version is correct, click “Yes” button.

The updated device iz w™" ~~ "7~ 7" 77T T

The firrware version you directed is
Fleaze enter the full path FT 3 w4l L0O-01 005

Upgrade it ?
File name C:hD

Back | Mext j werzion 1.1

10. Then, the firmware will start to upload the firmware to Video server. The
process bar will indicate current status.

Dpgrade Wizard

YWiriting Flazh-Fom now. ..., pleaze wait.
1
[ ]
& M eseer turn off the power during the upgrade firmware process.
I werzion : 1.1

DO NOT POWER OFF THE CAMERA WHEN UPGRADING.

11.After successfully upgrading, the finish dialog will show and ask you if you
need to upgrade another machine.

Update firrmeyare O.F.

verzion : 1.0

Another |
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12.Launch the IE browser to connect to the Video Server. After inputting the
User Name and password, the main page should display. Click the
“Configuration” linkage

0 lorer = 5'|5|
BED SEE W FHREL IED HEE |
CEA-» -0 3 Qus Exmez Ose 3 B-SEH-E
D) [&) hyan92 1680133 | onE W
LevelOne WCS-2010 P/T IP Camera
L R R =R | L T a ) |
& T
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Definitions in Configuration

Only the Administrator can access system configuration. Each category in the
left column will be explained in the following pages. The bold texts are the
specific phrases on the Option pages. The Administrator may type the URL
below the figure to directly enter the frame page of configuration. If the
Administrator also wants to set certain options through the URL, read the
reference appendix for details.

ﬁ- LevelOne WCS-2010 P/T IP Camera

(=B k-

HOME

Host name : LevelOne WCS-2010 P,/T IP Camera

[#] System i
[#] Security o
[ Turn off the LED indicatar
& Metwark
o} Mg B 5 & Keep current date and time
Bl UON S Lk E ) sync with computer time
3 Audiofvideo pC date: |- 07713 [yvyvfmmidd]
B3] Camera control PC time: 25 | [hhimmiss]

[#] Motion detection © Manual

[#] Application ) -2004.},.0?!,135 Py

B View log file Time: [17:02:12 ] [hhimmiss]

@] Wiew parameters "
= R ) Automatic
la) Fackafy dafatit NTP server: |skip to invoke default server
: Time zane: | GMT ~|
ersion : 0100d ;
Update interval: | One month |

g} Done

<url> http://<Network Camera>/setup/config.html
<Network Camera> is the domain name or original IP address of the Network
Camera.
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System Parameters

"Host name" The text displays the title at the top of the main page.

“Turn off the LED indicator” Check this option to shut off the LED beside the
lens. It can prevent the camera’s operation being noticed.

"Keep current date and time" Click on this to reserve the current date and
time of the Network Camera. An internal real-time clock maintains the date
and time even when the power of the system is turned off.

"Sync with computer time" Synchronizes the date and time of the Network
Camera with the local computer. The read-only date and time of the PC is
displayed as updated.

“Manual” Adjust the date and time according to what is entered by the
Administrator. Notice the format in the related fields while doing the entry.
“"Automatic” Synchronize with the NTP server over the Internet whenever the
Network Camera starts up. It will fail if the assigned time-server cannot be
reached.

“NTP server” Assign the IP address or domain name of the time-server.
Leaving the text box blank connects the Network Camera to the default
time-servers.

"Time zone" Adjust the time with that of the time-servers for local settings.
“Update interval” Select hourly, daily, weekly, or monthly update with the
time on the NTP server.

Remember to click on 52| to immediately validate the changes. Otherwise,
the correct time will not be synchronized.
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User Group Administration

“"Root password” Change the Administrator’s password by typing in the new
password identically in both text boxes. The typed entries will be displayed as
asterisks for security purposes. After pressing s=e| the web browser will ask
the Administrator for the new password for access.

“Add user” Type the new user's name and password and press Addl to insert
the new entry. The new user will be displayed in the user name list. There is a
maximum of twenty user accounts. Each user can have the privilege to
"Permit for I/0 control" and "Permit for PT control". "Delete user” Pull
down the user list to find the user’s name and press ] to complete.
"Permit for I/0 control" Allows user to control the DO and get status of the
DI.

"Permit for PT control" Allows user to aim the Network Camera to different
targets.

“Allow ‘demo’ account to view” Check this to permit anyone who types in
“demo” as user name. No password is needed for demo account. Note that a
demo account is restricted to view only.

“Allow more viewers with snapshot mode” There can only be a maximum
of 10 users to simultaneously view the video. This option allows for the 11
viewer on, the overloaded viewers, to see only still images. These still images
are automatically refreshed by the interval defined below. This feature must be
supported by the java script capability of the web browsers.

“Snapshot interval” defines the refresh rate of the still image in the
homepage seen by the overloaded viewers.
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Network Settings

Any changes made on this page will restart the system in order to validate the
changes. Make sure every field is entered correctly before clicking on (5],

"Reset IP address at next boot", the default status is checked to avoid
erroneous entries during installation. This can be tedious having to perform
software installation whenever the Network Camera starts. Therefore, once
the network settings, especially the IP address, have been entered correctly,
uncheck this option. If this option is disabled, the Network Camera will skip
installation at the next boot. The Network Camera can automatically restart
and operate normally after a power outage. Users can run IP installer to check
the IP address assighed to the Network Camera if the IP address is forgotten or
using the UPnP function provided by the Network Camera (MS Windows XP
provides UPnP function at Network Neighbors).

General

“IP address” This is necessary for network identification.

“Subnet mask” This is used to determine if the destination is in the same
subnet. The default value is "255.255.255.0".

“Default router” This is the gateway used to forward frames to destinations in
a different subnet. Invalid router setting will fail the transmission to
destinations in different subnet.

“Primary DNS” The primary domain name server that translates hostnames
into IP addresses.

“Secondary DNS"” Secondary domain name server that backups the Primary
DNS.

HTTP

“Http port” This can be other than the default Port 80. Once the port is
changed, the User must be notified the change for the connection to be
successful. For instance, when the Administrator changes the HTTP port of the
Network Camera whose IP address is 192.168.0.100 from 80 to 8080, the User
must type in the web browser “http://192.168.0.100:8080” instead of
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“http://192.168.0.100".
Streaming

“Control channel port” This can be something other than the default port
5001 in order to work with the port opened by the firewall.

“Audio channel port” This can be something other than the default port 5002
in order to work with the port opened by the firewall.

“Video channel port” This can be something other than the default port 5003
in order to work with the port opened by the firewall.

“Improve audio quality in low bandwidth environment” If the Network
Camera seems to work in a low bandwidth network environment, the User can
use this option to see if audio quality can be improved by sacrificing some real-time
synchronization.

WLAN Configuration

“SSID"” (Service Set Identifier), it is a name that identifies a wireless network.
Access Points and wireless clients attempting to connect to a specific WLAN
(Wireless Local Area Network) must use the same SSID. The default setting is
default. Note: The maximum length of SSID is 32 single-byte characters and
SSID can't be any of ", <, > and space character.

“Wireless mode"” Clicking on the pull-down menu to select from the following
options:

“Infrastructure” Make the Network Camera connect to the WLAN via an
Access Point. (The default setting)

“Ad-Hoc"” Make the Network Camera connect directly to a host equipped with
a wireless adapter in a peer-to-peer environment.

“Channel” While in infrastructure mode, the channel is selected automatically
to match the channel setting for the selected Access Point. In Ad-Hoc mode,
the channel must be manually set to the same channel for each wireless
adapter. The default channel setting depends on the installed region.

“TX rate” This field is for selecting the maximum transmission rate on the
network. The default setting is “auto”, that is the Network Camera will try to
connect to the other wireless device with highest transmitting rate.
“Preamble”, either "Long preamble” or "Short preamble” defines the
length of the CRC block (Cyclic Redundancy Check is a common technique for
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detecting data transmission errors) for communication between the Access

Point and the roaming wireless device. Long Preamble is the default setting.

Note: High network traffic areas should use the shorter preamble type.

“Data encryption” Checking the box to enable the data encryption. By

default it is disabled.

“Auth. Mode” Choosing one of the following modes, (Open is the default

setting)

® “Auto” - The selection will apply both Shared and Open mode
authentication method. this is the most strict mode of all.

® "“Shared” - allows communication only with other devices with identical
WEP settings.

® “Open” - communicates the key across the network.

“Key length” The administrator can select the key length among 64 or 128

bits. 64bits is the default setting.

“Key format” Hexadecimal or ASCII. "HEX" is the default setting.

® "HEX" digits consist of the humbers 0~9 and the letters A-F.

® “ASCII"” is a code for representing English letters as numbers from 0-127
except ", <, > and space characters that are reserved.

“"Network Key” Entering a key in either hexadecimal or ASCII format. When

selecting different key length, acceptable input length is listed as following:

64 bits key length: 10 Hex digits or 5 characters.

128 bites key length: 26 Hex digits or 13 characters.

Note: When 22("), 3C(<) or 3E(>) are input in network key, the key format

can’t be changed to ASCII format.

Mail & FTP

SMTP

“SMTP (mail) server 1” The domain name or IP address of the external email
server.

“"Recipient email address 1” The email address of the recipients for
snapshots or log file. Multiple recipients must be separated by semicolons, ';".
“SMTP account name 1” Some SMTP server requires an account name for
logging in. Refer to your SMTP administrator for detailed information.

“SMTP password 1” The password for the SMTP server account.
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“SMTP (mail) server 2” The domain name or IP address of another email
server once the previous server is unreachable.

“"Recipient email address 2” The email addresses of the recipients for the
backup server.

“SMTP account name 2" The account login name for the second SMTP server.
“SMTP password 2" The password for the second SMTP account name.
“"Return email address” The return email address used in the event the mails
fail to be sent out.

FTP

“Local FTP server port” This can be other than the default Port 21. The user
can change this value from 1 to 65535. After the change, the external FTP
client program must change the server port of connection accordingly.

“1st FTP server” The domain name or the IP address of the external FTP
server. The following user settings must be correctly configured for remote
access.

“1st FTP user name” Granted user name on the external FTP server.

“1st FTP password” Granted password on the external FTP server.

“1st FTP remote folder” Granted folder on the external FTP server. The string
must conform to that of the external FTP server. Some FTP servers cannot
accept preceding slash symbol before the path without virtual path mapping.
Refer to the instructions for the external FTP server for details. The folder
privilege must be open for upload.

“Primary FTP passive mode” The Network Camera is located inside the
network protected by a firewall, data connection for FTP may be prohibited. By
selecting passive mode, the FTP can bypass the rule and allow snapshot upload
to proceed. If the passive mode is selected, the Network Camera can
automatically attempt for active mode, if the external FTP server does not
support passive mode.

“2nd FTP server” The domain name or IP address of the backup external FTP
server.

“2nd FTP user name” Granted user name on the backup FTP server.

“2nd FTP password” Granted password on the backup FTP server.

“2nd FTP remote folder” Granted folder on the backup FTP server.
“Secondary FTP passive mode” Passive mode setting for the backup FTP
server.
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Audio/Video Codec Parameters

Audio Parameters

“Mute” Check the option will make the Network Camera reboot to force all the
connection using HTTP mode to view the video, therefore no audio can be
heard at any client side.

“Improve audio quality in low bandwidth environment” Check the
option will make the Network Camera reboot to make communication of audio
channel more efficient.

“Audio Source” The selection can be “Internal microphone” or “External
microphone”. When “"External microphone” is selected, the red light of the
Network Camera will blink once a second.

Video Parameters

“"Text on video” The text will be displayed in the black bar above the video
window with a timestamp. The timestamp is captured from the date and time
of the Network Camera that is maintained by a built-in real-time clock.
“Color” Select either for color or monochrome video display.

"Size" There are five options for three video sizes. “Half" is the quarter size of
“Normal”. “"Half x 2” has the same video size as “"Normal” but of a lesser
quality, while consuming less network bandwidth. *Normal x 2" will do digital
zoom with factor of 200% for both width and height of the video, and
“Double” will have the Network Camera sending
704x480(NTSC)/704x576(PAL) size video to every connections with the
maximum frame-rate of 10.

"Maximum frame rate" This limits the maximal refresh frame rate, which can
be combined with the "Video quality control" to optimize bandwidth
utilization and video quality. If the User wants to fix the bandwidth utilization
regardless of the video quality, choose "Fix bit rate" and select the desired
bandwidth. The video quality may be poor due to the sending of maximal frame
rate within the limited bandwidth when images are moving rapidly.
Consequently, to ensure detailed video quality (quantization rate) regardless
of the network, it will utilize more bandwidth to send the maximal frames when
images change drastically.
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"Flip" Vertically rotate the video.

"Mirror" Horizontally rotate the video. Check options both if the Network
Camera is installed upside down.

“"White balance” Adjust the value for best color temperature.

. ImegeSeting | Click on this button to pop up another window to tune
"Brightness", “"Contrast”, "Hue"” and "Saturation" for video compensation. Each
field has eleven levels ranging from -5 to +5. The User may press Loeview | to
fine-tune the image. When the image is O.K., press 53| to set the image
settings. Zesoe |  Click on this to recall the original settings without
incorporating the changes.

Ef Leveione WCS-2010 P/T iIP Camera

one

s Audio

» System CMute
[#] Security [improve audio quality in low bandwidth environment
[ Metwaork
[# Mail & FTP Audio source
[» DDMS & UPnP @ Internal microphane
[# AudioMideo () External microphone
[ Camera cantral
VYideo

# Motion detection . i
Text on video |

# Application CE—
. ' Color | COLOR %
@ Wiew log file : TE et
Size | Mormal v |
[# Wiew parameters ; e
Maximum frame rate |30

® Factory default : :
Sl s Video quality contral

O Fix bi [384Kbps ]
Wersion : 0100d Sl e L — =
® Fix quality |Good v
[CIFlip [CIMirrar
[ Image Settings | [save |
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Motion Detection

“"Enable motion detection” Check this option to turn on motion detection.
"New| Click on this button to add a new window. At most three windows can exist
simultaneously. Use the mouse to click, hold, and drag the window frame to
resize or the title bar to move. Clicking on the ‘x’ at the upper right-hand corner
of the window to delete the window. Remember to save in order to validate the
changes.

= Click on this button to save the related window settings. A graphic bar will
rise or fall depending on the image variations. A green bar means the image
variation is under monitoring level and a red bar means the image variation is
over monitoring level. When the bar goes red, the detected window will also be
outlined in red. Going back to the homepage, the monitored window is hidden
but the red frame shows when motion is detected.

"Window Name" The text will show at the top of the window.

“Sensitivity” This sets the endurable difference between two sequential
images.

“Percentage” This sets the space ratio of moving objects in the monitoring
window. Higher sensitivity and small percentage will allow easier motion
detection.

The following figure shows the screen when S| js clicked.

J  LevelOne WCS-2010 P/T IP Camera

DN e

L Enable motion detection
[ System
[#] Security

[#] Metwaork

Window Name:

|p0rt1

B3] Mail & FTP Sensitivity:

[#] DDNS & UPnP

J_— 60%
[# Audiofideo

[#| Camera control > . e RErEEnEagE)
3 Save window completed 15 ~  59%

[#| Motion detection JE ]
[ &pplication =
e

| |
B

L - Ll

. Motion Detection I_\

# wiew log file

[#] Wiew parameters Mew ‘ Save ‘

[#| Factory default

Wersion ; 0100d

£ Dane
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Application Setup

Weekly Schedule

“Sun” ~ “Sat” Select the days of the week to perform the following operations.
“Snapshots begin at” Set the time to start operations. "Snapshots stop at”
Set the time to stop operations.

Setting identical begin time and stop time means 24-hour operation.

Event Operation

“"Delay second(s) before detecting next event” Set the time delay before
restarting to check on the triggering condition when the current condition is
triggered.

“Take snapshots at second(s) after event” After the camera has taken a
snapshot when a condition is triggered, another snapshot will be taken after
this configured interval, in seconds.

“Trigger condition” There are four conditions relative to the digital input and
the three windows for motion detection. More than one condition can be
selected at once. Select the appropriate digital input condition that suits the
characteristics of the external device. “high”, “low” selects level-triggering via
external voltage input. “rising”, “falling” is for edge-triggering. There are three
windows for motion detection each can be assigned a name. If motion
detection has not been set up, “undefined” will be shown instead of the
window title. If this happens, clicking on “"Motion detection” and a note will
show to direct the User to the configuration page for motion detection.

“Trigger action” There are four options for two types of action. More than one
condition can be selected at once. While choosing to trigger an output alarm,
the digital output will short both pins and complete the external device’s circuit.
The normal state is open. Either email or FTP can be used to command
uploading snapshots. The snapshot names will be “vpre.jpg”, “vtrg.jpg”, and
“vpos.jpg”, respectively. They stand for the snapshots, before event, right
upon event, and after event. The date and time suffix may also be added as an
option. Confirm the external mail or FTP server settings in the network

configuration.
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“"Reset output” Select and save this option to reset the external device at the
digital output to return to the original state.

Sequential Operation

“Snapshot every second(s)” The Network Camera will send snapshots at the
specified intervals to the external server using the method selected below.
Remember: This operation is still subject to the conditions set in the weekly
schedule.

“Send snapshots by email” This selects the uploading method following the
intervals set above. The snapshot named “video.jpg” will be attached in the
email with the subject title “Periodic snapshots”.

“Send snapshots by FTP” The snapshots will be uploaded to the external FTP
server with the file name defined in the next option. This can also be used to
refresh the captured images stored in the external web server to build creative
homepages.

“FTP put snapshots with date and time suffix” This option sets up the
snapshot capture date and time, which can be used to easily differentiate the
snapshot file names in either the sequential or event operation. For instance,
“video@20030102030405.jpg” means the JPEG image was captured in the
year 2003, January the 2"9, at 3 o’clock, 4 minute, and 5 second. If this suffix
is omitted, the file named “video.jpg” on the external FTP server will be
refreshed at the specified interval.

43



Camera Control

E1 LevelOne WCS-2010 PIT IP Camera

HOME

[# System \
[# Security Lp I
[+ Metwork Left I Homel Rightl
; |

[#] Mail & FTP Downl Camera
[#/ DDMS & UPnP
Bl Audiopvid Pan speed |0 vl COI’ltrOI
Y Audiofvideo

Tilt speed IU 'l
3

A Auto panfpatrol o=

[#/ Motion detection I_—,

speed
%

Application

W ¥ B

Wiew log file

[#]

View parameters

¥ Enahle IR contral

#

Factory default

Current position : | Add

_ |_—"| Preset function
Jersion : 01004 Preset position :I——— Mone — 'I Delete |

area

Dwelling time (sec): |D

Patrol selection:

| Preset locations | Selected locations
K| | Select = | | Remove |i|ﬂ| /
Save |

On the Camera Control page, there are two main function control areas:
Camera Control Area
The pan and tilt functions can be controlled with these buttons. The “Left”
button aims the camera to the left; the “Right”, "Up”, and “"Down” buttons aim
the camera accordingly. The "Home” button aims the camera to the center.
“Pan speed” This controls the range of the horizontal movement of the
camera. The greater the value, the greater angular movement when
performing the “Left” or “Right” functions.
“Tilt speed” This controls the range of the vertical movement of the camera.
The greater the value, the greater angular movement when performing the
“Up” or "Down” functions would be.

“Auto pan/patrol speed” This defines the speed of panning and patrol, the
greater the value, the faster the speed.
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Preset Function Area

"Enable IR control” Checking this box allows the Administrator to enable the
IR controller to move the aim of the camera. To allow controls only through
URL commands or web pages, leave this box unchecked.

"Current position”, If the User wants to save the current view as a preset
location, enter a name for each of the current video view at “current position
and click on the “"Add” button. The camera allows for 20 preset locations.
"Preset position” This keeps a list for preset positions. Clicking on the
“Delete” button will remove the current selected position from the preset list.
"Dwelling time” The value set here specifies:

1. The stop time of each preset location during auto patrol of the Network
Camera.

2. The stay time at the most left and the most right positions when the Network
Camera is doing auto panning.

"Patrol selection”, After the User has saved a list of preset positions, the
“Preset locations” box will also keep a list of the preset positions. And once the
“Select>" button is clicked, the “Selected location” box will keep a list of the
patrol stops. The “"Remove” button removes the preset position from the
patrol stops. The “"UP”, "DOWN” buttons adjust the order of the patrol stops.
Several preset positions can be added to the patrol stops. The camera can
accept up to 40 patrol stops.

“Save” button

The button is valid for “Pan speed”, "Tilt speed”, “"Auto pan/patrol speed”,
“Enable IR control”, "Dwelling time” and “Patrol selections”. In other words,
after changing these settings, and the “Save” button is not clicked, the new
setting of the camera will not take effect.

14
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UPnP and DDNS Settings

“Enable DDNS"” This option turns on the DDNS function.

“Provider” The provider list contains four hosts that provide DDNS services.
Please connect to the service provider’s website to make sure the service
charges.

“"Host name” If the User wants to use DDNS service, this field must be filled.
Please input the hostname that is registered in the DDNS server.
“Username/E-mail” The Username or E-mail field is necessary for logging in
the DDNS server or notify the User of the new IP address. Note: when this field
is input as “Username” the following field must be input as “Password”.
“Password/Key” Please input the password or key to get the DDNS service.
“Enable UPnP” This turns on or off the UPnP function. When UPnP is turned off,
the camera cannot be found through network neighbors in MS Windows XP. If
the UPnP network component is installed in Windows XP, the hostname of the
Network Camera will be shown with bracketed IP address in the Network
neighbors. Ex: Network Camera with Pan/Tilt (96). That is: The hostname of
the Network Camera is “Network Camera with Pan/Tilt", and the IP address of
the Network Camera is xxx.xxx.xxx.96, depends on the last value of the IP
address assigned to the Network Camera.

“Save” Click on this button to save current settings for the DDNS service and
UPNP function.
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Viewing System Log

Click on the link on the configuration page to view the system log file. The
content of this file provides useful information about configuration and
connections after system boot-up.

Viewing System Parameters

Click on this link on the configuration page to view the entire system’s
parameter set. The content is the same as those in CONFIG.INI.

Factory Default

“Factory default”

Click on this link on the configuration page to restore factory default settings.
Any changes made so far will be lost and the system will be reset to the initial
factory settings. After clicking on the “Restore” button and make
confirmation, the system will restart and require the installer program to set up
the network again.

“Calibrate”

Recalibrate the home position to the default center to recover the tolerance cased by
some external forces. This function is the same as the "Center” button on the Remote
Controller. Please note that there is no confirming message box after clicking on the
“Calibrate” button, the Network Camera will calibrate immediately.
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Appendix

A. Troubleshooting

Status LED

After powering up, the Network Camera performs a self-diagnostic to detect
any hardware defects. The following table lists the LED patterns in general. In
case of any fatal error, the LED will blink in a pattern other than those below.

Condition

LED color

During self-diagnostic after power on |Blink in interchanged green and red

Ethernet signal is lost

Red LED is blinking till Ethernet is
detected

Before network is setup

Steady green till IP address is confirmed

After network is setup

Blink green every second

Any hardware failure

Other patterns

Reset and Restore

— \;‘: %

&Restoring the factory defaults

will erase any previous settings.
Reset or restore the system
after power on.

At the left side of the camera there is a button
hidden in the pinhole as shown in the picture.
It is used to reset the system or restore the
factory default settings. Sometimes resetting
the system sets the system back to normal
state. If the system problems remain after
reset, restore the factory settings and install
again.

RESET: Poke the wrench to click on the button.
RESTORE: 1. Poke the wrench to press on the
button continuously.

2. Wait for self-diagnostic to run twice.

3. Withdraw the wrench as soon as the second
self-diagnostic starts.
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B. Frequently Asked Questions

@ What if I forget my password?

@ After the Administrator's password has been assigned, every access to the
Network Camera needs authentication. If you are one of the managed users,
you have to ask the Administrator for the password. If you are the
Administrator, there is no way to recover the root password except by restoring
the factory default settings. Refer to Appendix A for the procedures.

@ Why can I not watch video from the Network Camera after it is
authenticated?

@ There are many possible scenarios regarding this problem,

1. If you have just installed the Network Camera and are unable to watch the
video, check if the heartbeat LED is blinking or the lens cap is off. If the
heartbeat LED is dim, perform the software installation again.

2. If the Network Camera is well installed and you are accessing the Network
Camera for the first time using Internet Explorer, adjust the security level of
Internet Explorer to allow installation of plug-ins.

3. If the problem still exists after adjusting, and the message over the image
window is showing "connecting", the network traffic may be too crowded.

@ What is the plug-in for?

@ The plug-in provided by the Network Camera is used to display motion
pictures and audio in Internet Explorer. If your system does not allow
installation of any plug-in software, the security level of the web browser may
need to be lowered. It is recommended that you consult your network
supervisors in your office regarding adjustment of the security level. Software
installation may be regulated in some offices.

@ Why is the timestamp different from the system time of my PC or notebook?
@ The timestamp is based on the system time of the Network Camera. It is
maintained by a real-time clock inside and can be automatically synchronized
with the time-server if the Network Camera is connected to the Internet and
the function is enabled. Differences of several hours may result from the time
zone setting.

@ Can I install it on ceiling?
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@ Yes. There are flip and mirror options in the video configuration page to
correct the images for upside down installation.

@ The image is not clear enough.

@ Rotate the lens to adjust the focus after the Network Camera has been
installed in the proper position. The image settings and white balance can be
fine tuned to achieve the best visual effect. Also notice the power line
frequency must match the local utility to synchronize and minimize the effect
of flickering florescent lights.

@ Why does the image not refresh regularly?

@ Some anti-virus programs filter the received web content. It takes time to
perform data examination and affect the streaming application such as that of
the Network Camera. However, it only affects the HTP mode of the Network
Camera. If the network allows only HTTP mode, disable the web filtering
function of the anti-virus program temporarily. During this period, the User
should be aware of the risk of malicious network activity.

@I have opened motion detection windows but it cannot work.

@ If the motion detection windows are set up and names are given, check to
see if the function is checked on the first line. While it is enabled, adjust the
sensitivity and percentage to monitor the level indicator for best results.

@ I cannot hear any sound while watching.

@ If there is "V_ONLY" shown above the image, click on connection type to
uncheck "Disable audio". If there is "V" shown instead of "AV", the sound card
in your PC may not have been properly installed. If "AV" is shown, check the
audio source of the Network Camera, make sure you are using internal or
external microphone.

@ How many users are allowed to watch the Network Camera at the same
time?

@ Too many users requesting the real-time multimedia content will jam the
network. For best results, the Network Camera is designed to accommodate a
maximum of ten (10) users to watch and listen at the same time. For a larger
number of users, it is recommended to build another web server to host the
retrieved contents from the Network Camera.

@ How fast is the video rate of the Network Camera?
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@ The MPEG4 codec engine can process up to 30 frames per second internally.
However, the total performance is subject to many coefficients such as:

1. Network throughput,

2. Bandwidth share,

3. Number of users,

4. The complicated/detailed objects and movement in view,

5. The power of your PC or notebook computer that is responsible for
displaying images.

In general, the transfer rate in a general local network environment can
achieve over 200 kilobytes per second and approximately 10 to 20 pictures per
second from a regular environment.

@ How can I keep the Network Camera as private as possible?

@ The Network Camera is designed for surveillance purposes and has many
flexible interfaces. The user authentication and special confirmation in
installation can keep the Network Camera from unauthorized access. You may
also change the HTTP port to a non-public number. The demo account is good
to separate guests from normal users and thus you can easily block the guests
anytime. You can check the system log to examine any abnormal activities and
trace the origins.

@ Why can I not access the Network Camera when I set up some options in the
application?

@ Since the Network Camera is a "network camera", any incorrect network
settings will make it inaccessible. If this happens, restore the factory default
settings following the procedures in Appendix A.
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C. URL Commands of the Network Camera

For some customers who already have their own web site or web control
application, the Network Camera can be easily integrated through convenient
URLs. This section lists the commands in URL format corresponding to the
basic functions of the Network Camera.

Capture Update Snapshot of JPEG Image

/cgi-bin/video.jpg
The Network Camera will return the most up-to-date snapshot in JPEG format.

Query Status of the Digital Input

/cgi-bin/getdi.cgi
The Network Camera will return the status of digital input.

Drive the Digital Output

/cgi-bin/setdo.cgi?do=<state>

The state is either “h” or “I”. “*h” means high, that is NC is connected with
COMMON and “I” means “low” that is NO is connected with COMMON.

For instance, typing http://192.168.0.201/cgi-bin/setdo.cgi?do=h in the
address bar of the web browser will command the Network Camera, with IP
address of 192.168.0.201, to set digital output to connect to NC with
COMMON.

Restore Factory Default Settings
/setup/restore.cgqi

The Network Camera will automatically restart after restoring factory default
configurations.
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Restart System

/setup/reset.cgi
Restart the Network Camera without warning.
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Page URL

The configuration page has a frame layout including an option list frame and an
option page frame. Referenced URLs, except for the configuration page, direct
users to the option page frame only. Some pages, such as image quality setting
and preset setting, are opened in new windows for preview.
Only the Administrator can access these URLs.

Homepage name Referenced URL
Client settings page /client.html
configuration page /setup/config.html

system option

/setup/system.html

security option

/setup/security.html

network option

/setup/network.html

DDNS & UPNP option
audio/video option
camera control option
motion detection

/setup/ddns.html
/setup/video.html
/setup/ptframe.html
/setup/motion.html
/setup/image.html
/setup/app.html
/setup/logfile.html
/setup/parafile.html
/setup/factory.html

image quality option
application option
system log

system parameters
set factory default

System Resource URL

There are some images used on the homepage when the homepage layout is in
image mode. The Administrator may use the following links to show the images
saved in the Network Camera on another page.
Resource name Referenced URL
system logo image /pic/logo.gif
background image /pic/wallppr.jpg

General Format of Command URL

Every configuration can be set through URL with the POST method by the
Administrator only.
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<general format>
URL[?[name=value][&nhame=value]......]

<method>
POST

<authorized user>

root

System Configuration URL

URL: /setup/system.cgi

NAME VALUE DESCRIPTION
host <text string shorter than 15 [system name
characters>
ledoff yes turn off front LED
no turn off front LED
method keep keep date and time unchanged
auto use NTP server to synchronize
manu directly adjust date and time
date <yyyy/mm/dd> year, month and date separated
by slash
time <hh:mm:ss> hour, minute and second
separated by colon
ntp <domain name or IP NTP server
address>
zone -12 ~ 12 time zone, 8 means GMT +8:00
updatelntervalione hour Synchronize with NTP hourly
one day Synchronize with NTP daily
one week Synchronize with NTP weekly
One month Synchronize with NTP monthly
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Security Configuration URL

URL: /setup/security.cgi

NAME VALUE DESCRIPTION

rootpass |<text string shorter than 15 |change root password
characters>

username|<text string shorter than 15 |add new user
characters>

userpass |<text string shorter than 15 |new user's password
characters>

deluser |<text string shorter than 15 |existing user name
characters>

action <blank> validate demo users with “open”

open yes grant for demo account
no prohibit for demo account

dido yes permission for DIDO access
no prohibit for DIDO access

Network Configuration URL

URL: /setup/network.cgi

NAME VALUE DESCRIPTION

reset yes enable installation at next boot
no disable installation at next boot

ip <IP address> Network Camera's IP address

subnet <IP address> subnet mask

router <IP address> default gateway

dnsl <IP address> primary DNS server

dns2 <IP address> secondary DNS server

http <number less than 65535> HTTP port

cport <number less than 65535> |control Channel port

vport <number less than 65535> |video Channel port

aport <number less than 65535> |audio Channel port

band yes optimal for the low bandwidth
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no keep the original way

ssid <text string shorter than 33 [WLAN SSID
characters>

wi inf WLAN infrastructure mode
ad WLAN Ad Hoc mode

chan 1~11 channel in USA
1~11 channel in Canada
1~13 channel in Europe
10, 11 channel in Spain
10 ~ 13 channel in France
1~ 14 channel in Japan (all)

tx 1 1 Mbps transmission rate
2 2 Mbps transmission rate
3 5.5 Mbps transmission rate
4 11 Mbps transmission rate
5 6 Mbps transmission rate
6 9 Mbps transmission rate
7 12 Mbps transmission rate
8 18 Mbps transmission rate
9 24 Mbps transmission rate
10 36 Mbps transmission rate
11 48 Mbps transmission rate
12 54 Mbps transmission rate
13 Auto-negotiated transmission rate

preamb || long preamble
S short preamble

encr yes enable data encryption
no disable data encryption

auth auto auto authentication (most strict)
shared shared-key authentication
open open-key authentication

klen 1 64 bits key length
2 128 bits key length

kform h hexadecimal format of key
a ASCII format of key

dkey 1~4 one of four keys

netkeyl |hexadecimal string (00 ~ FF)|network key 1
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netkey2 |hexadecimal string (00 ~ FF)|network key 2

netkey3 |hexadecimal string (00 ~ FF)|network key 3

netkey4 |hexadecimal string (00 ~ FF)|network key 4

*Hexadecimal string means the string is composed of two-digit ASCII code
indicating the hexadecimal value. For example, if the network key is “abcdefg”
in ASCII format, the hexadecimal string will be "61626364656667".

DDNS & UPnP Configuration URL

URL: /setup/ddns.cgi

NAME |VALUE DESCRIPTION
enddns |anything Enable DDNS function. This option must be
resent whenever the URL is called, if DDNS
function is to be enabled.
provider |1 DynDDNS.org(Dynamic)
2 DynDDNS.org(Custom)
3 TZO.com
4 dhs.org
host <the hostname> The hostname of the Network Camera
usermail j[username or mail The login username of DDNS server or the
email address registered in DDNS server.
passkey |password or key The login password of DDNS server or the key
given by the DDNS server.
enupnp |anything Enable UPnP function. This option must be
resent whenever the URL is called, if UPnP
function is to be enabled.

Mail&FTP Configuration URL

URL: /setup/mailftp.cgi

NAME VALUE DESCRIPTION

smtpl <domain name or IP primary SMTP server
address>

mailtol <string shorter than 80 mail recipient address
characters>

mailnamel |<max 14 characters> first account name in SMTP server
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mailpassl |<max 14 characters> first account password in SMTP
server
smtp2 <domain name or IP secondary SMTP server
address>
mailto2 <text string shorter than 80 |mail recipient address
characters>
mailname2 |[<max 14 characters> second account name in SMTP
server
mailpass2 |<max 14 characters> second account password in SMTP
server
returnemail|<text string shorter than 80 |return email address
characters>
ftpp <number less than 65535> |FTP port
ftpl <domain name or IP primary FTP server
address>
ftpuserl <text string shorter than 15 |user name for primary FTP server
characters>
ftppassi <text string shorter than 15 |password for primary FTP server
characters>
ftpfolderl |<text string shorter than 40 |upload folder in primary FTP
characters> server
ftp2 <domain name or IP secondary FTP server
address>
ftpuser2 <text string shorter than 15 |user name for secondary FTP
characters> server
ftppass2 <text string shorter than 15 |password for secondary FTP
characters> server
ftpfolder2 |<text string shorter than 40 |upload folder in secondary FTP

characters>

server

Audio/Video Configuration URL

URL: /setup/video.cgi
NAME |VALUE DESCRIPTION
text <text string shorter than 15 |enclosed caption
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characters>

size 1 half
2 half x 2
3 normal
4 normal x 2
5 double

color B/W monochrome
<other than B/W> color

quality |fixb fix bit rate
<other than fixb> fix quantization

quan 1 lowest quality of video
2 lower quality of video
3 normal quality of video
4 higher quality of video
5 highest quality of video

bitrate |64000 set bit rate to 64K bps
128000 set bit rate to 128K bps
256000 set bit rate to 256K bps
384000 set bit rate to 384K bps
512000 set bit rate to 512K bps
768000 set bit rate to 768K bps
1000000 set bit rate to 1000K bps
1200000 set bit rate to 1200K bps

frame 1 set maximum frame rate to 1 fps
2 set maximum frame rate to 2 fps
3 set maximum frame rate to 3 fps
5 set maximum frame rate to 5 fps
10 set maximum frame rate to 10 fps
15 set maximum frame rate to 15 fps
20 set maximum frame rate to 20 fps
25 set maximum frame rate to 25 fps
30 set maximum frame rate to 30 fps

(NTSC only)

flip yes flip image
no normal image

mirror |yes mirror image
no normal image
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mute

anthing

to turn off audio connections. This
will make the Network Camera
reboot.

improve

anthing

to improve audio quality in low
bandwidth environment, this option
must be resent whenever the URL
is called, if it is to be enabled.

mphone

internal

set the audio source from built-in
microphone.

external

set the audio source from line-in
microphone.

Camera Control URL

URL: /setup/ptcamera.cgi

NAME VALUE DESCRIPTION

addpos |<the position name> add preset location with its name

delpos <the position name> delete preset location with its
name

selloc <index value, 0~19> add preset location into patrol list

irenable |yes enable the pan/tilt control using

remote controller

no

disable the pan/tilt control using
remote controller

speedpan|-5~5

change the horizontal aim-range

speedtilt

-5~5

change the vertical aim-range

speedapp|1~5

change the speed of auto pan or
auto patrol.

Image Quality Configuration URL

URL:

/setup/image.cgqi
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NAME

VALUE

DESCRIPTION

brightness|<-5 ~ 5>

adjust brightness of image

contrast |<-5 ~ 5> adjust contrast of image
hue <-5~ 5> adjust hue of image
saturation|<-5 ~ 5> adjust saturation of image
preview |<not required> not save the parameters
restore <not required> recall the original settings
save <not required> save the parameters

Application Configuration URL

URL: /setup/app.cgi

NAME VALUE DESCRIPTION

emode <not required> event mode application

smode <not required> sequential mode application

smethod |mail upload snapshots by email

ftp upload snapshots by FTP

suffix <not required> FTP file with date and time suffix

delay <integer> seconds delay to detect next
event

inter <integer> seconds delay to capture
post-event

dihigh < not required > set DI high as trigger condition

dilow < not required > set DI low as trigger condition

dirise < not required > set DI rising as trigger condition

difall < not required > set DI falling as trigger condition

motionl |< not required > set motion window1 as trigger
condition

motion2 |< not required > set motion window?2 as trigger
condition

motion3 |< not required > set motion window3 as trigger
condition

ioalarm |< not required > trigger DO when DI condition
matched

mdalarm |< not required > trigger DO when motion detected

ioupload |< not required > upload snapshot when DI

condition matched
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mdupload|< not required > upload snapshot when motion
detected

sinter <integer> seconds interval for sequential
mode

sbegin <hh:mm:ss> time to start sequential mode

send <hh:mm:ss> time to stop sequential mode
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