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1. Before You Start

1.1. Preface

This manual is intended for the system or network administrators with the networking knowledge to complete the
step by step instructions of this manual in order to use the AMG-2000 for a better management of network system

and user data.

1.2. Document Convention

. For any caution or warning that requires special attention of readers, a highlight box with the eye-catching italic

font is used as below:

Warning: For security purposes, you should immediately change the Administrator’s password.

@ Indicates that clicking this button will return to the homepage of this section.

0 Indicates that clicking this button will return to the previous page.

LTI |\dicates that clicking this button will apply all of your settings.
' Indicates that clicking this button will clear what you set before these settings are applied.




2. System Overview

2.1. Introduction

AMG-2000 is a network access controller, dedicatedly designed for small to medium-sized network deployment and
management, making it an ideal solution for easily creating and extending WLANSs in SMB offices. With its user
management features, administrators will be able to manage the whole process of wireless network access. In
addition, Access Point (AP) management functions allow administrators to discover, configure, upgrade, and

monitor all managed APs from a single secured interface, and from there, gain full control of entire wireless network.

e Simplified Deployment and Administration

Ease of integration into existing wireless and wired network

No configuration change is required on client devices

Customizable login portal page to control the authentication process
Ability to manage the entire wireless network from a single point

e Comprehensive Security Features

Integrated user authentication based on industry standards

Authorized end-to-end communication for both wireless and wired networks
Standards-based encryption capabilities ensure data privacy to user’s device
Protection against DoS attack and unauthorized access points

e [Effective User Management

Simultaneous support for internal and external user authentication options

Policy-based control approach enhances the management of multiple categories of users
On-line user list monitors real-time status of each individual user

Provides detailed per-user traffic history log for analysis and record keeping

e Centralized AP Management

Centralized remote control of managed APs avoids the need to individually configure each device

Automatic discovery of APs to identify and enroll managed APs to the device list

Remote status monitoring of managed APs and associated client stations ensures efficient network resource
utilization

Provides system alarms and statistics reports on managed APs



2.2. System Concept

AMG-2000 is responsible for user authentication, authorization and management. The user account information is
stored in the local database or a specified external databases server. The user authentication is processed via the
SSL encrypted web interface. This interface is compatible to most desktop devices and palm computers. The
following figure is an example of AMG-2000 set to control a part of the company’s intranet. The whole managed

network includes the cable network users and the wireless network users.

Internet
POP3(S)
Internal LDAP
et RADIUS
og NT Domain

Router

AMG-2000
Managed

T .
Access Point;{ | /Q/ § j?/ %
s8¢ & S




2.3. Specification

2.1.1 Hardware Specification

* General
Form Factor: Mini-desktop
Dimensions (W x D x H): 235 mm x 161.9 mm x 37.6 mm
Weight: 1Kg
Operating Temperature: 0 ~ 40°C
Storage Temperature: 20 ~ 70°C
Power: 100~240 VAC, 50/60 Hz
Ethernet Interfaces: 7 x Fast Ethernet (10/100 Mbps)
* Connectors & Display
WAN Ports: 2 x 10BASE-T/100BASE-TX RJ-45
Private Port: 1 x 10BASE-T/100BASE-TX RJ-45
LAN Ports: 4 x 10BASE-T/100BASE-TX RJ-45
Console Port: 1 x RJ-11
LED Indicators: 1 x Power, 1 x Status, 2 x WAN, 1 x Private, 4 x LAN

2.1.2 Technical Specification

* Networking
Supports Router, NAT mode
Supports Static IP, DHCP, PPPoE on WAN interface
Configurable LAN ports authentication
Supports IP Plug and Play (IP PnP)
Built-in DHCP server and supports DHCP relay
Supports NAT:
1. IP/Port Destination Redirection
2. DMZ Server Mapping
3. Virtual Server Mapping
Supports static route
Supports SMTP redirection
Supports Walled Garden (free surfing zone)
Supports MAC Address Pass-Through
Supports HTTP Proxy
e Security
Supports data encryption: WEP (64/128-bit), WPA, WPA2
Supports authentication: WPA-PSK, WPA2-PSK, IEEE 802.1x (EAP-MD5, EAP-TLS, CHAP, PEAP)
Supports VPN Pass-through(IPSec and PPTP)



Supports DoS attack protection
Supports user Black List
Allows user identity plus MAC address authentication for local accounts
e User Management
Supports up to 120 concurrent users
Provides 500 local accounts
Provides 2000 on-demand accounts
Simultaneous support for multiple authentication methods (Local and On-demand accounts, POP3(S),
LDAP, RADIUS, NT Domain)
Role-based and policy-based access control (per-role assignments based on Firewall policies, Routing,
Login Schedule, Bandwidth)
Customizable login and logout portal page
User Session Management:
SSL protected login portal page
Supports multiple logins with one single account
Session idle timer
Session/account expiration control
Friendly notification email to provide a hyperlink to login portal page

Windows domain transparent login

N o M e N PRE

Configurable login time frame
* AP Management
Supports up to 12 manageable IEEE 802.11 compliant APs
Centralized remote management via HTTP/SNMP interface
Automatic discovery of managed APs and list of managed APs
Allows administrators to add and delete APs from the device list
Allows administrators to enable or disable managed APs
Provides MAC Access Control List of client stations for each managed AP
Locally maintained configuration profiles of managed APs
Single Ul for upgrading and restoring managed APs’ firmware
System status monitoring of managed APs and associated client stations
Automatic recovery of APs in case of system failure
System alarms and status reports on managed APs
* Monitoring and Reporting
Status monitoring of on-line users
IP-based monitoring of network devices
WAN connection failure alert
Syslog support for diagnosing and troubleshooting
User traffic history logging
e Accounting and Billing
Support for RADIUS accounting, RADIUS VSA (Vendor Specific Attributes)

Built-in billing profiles for on-demand accounts



Enables session expiration control for on-demand accounts by time (hour) and data volume (MB)
Provides billing report on screen for on-demand accounts

Detailed per-user traffic history based on time and data volume for both local and on-demand accounts
Traffic history report in an automatic email to administrator

System Administration

Multi-lingual, web-based management Ul

SSH remote management

Remote firmware upgrade

NTP time synchronization

Backup and restore of system configuration



3. Base Installation

3.1. Hardware Installation

3.1.1.System Requirements

e Standard 10/100BaseT including five network cables with RJ-45 connectors

* All PCs need to install the TCP/IP network protocol

3.1.2.Package Contents

The standard package of AMG-2000 includes:
* AMG-2000x 1

e CD-ROMx1

e Quick Installation Guide x 1

* Power Adaptor (DC 5V) x 1

* Cross Over Ethernet Cable x 1

» Straight-through Ethernet Cable x 1

e Console Cable x 1

Warning: Using a power supply with different voltage rating will damage this product.




3.1.3.Panel Function Descriptions

Front Panel

i
Status

- for Mormal Startup
> Flashing: during system startup.

> Steady OM: to indicate the system is in “Mormal Operation” mode.

- in Restart Operation
> Flashing: status LED is flashing if the Reset bottom is pressed for more than

3 sec and released in less than 10 sec. When the Status LED starts flashing
is the indication that the system has been successfully restart.

> Steady OM: status LED will switch from flashing to steadily OM if the Reset button
is pressed over 10 sec to indicate the user that the system has been resetto

factory default setting.

1 ﬂ

-
Power WAN1=2 [ Private | LAN1-4
- Light on: the power is switched on. - Light blinking: data packets are being
- Light off: no power connected. transmitted or received.
-Light on: linked/established Ethernet
connection present.
- Light off: no existing Ethernet port
connections to AMG-2000.
L%
Rear Panel
LANT~4: Reset: DC5V:
Connects to LAN1~4 port to access Presses this button The power adapter
attaches here.

the netowrk with authentication. to restart the system.

%
Jr"
Bl |

Privats  WANZ WAMI

Console: Private: WAN1~2:
Connects to the Intranet

Configures the system Connects to the private port
via HyperTerminal, to access the web management or Internet by Switch.

interface without authentication.




3.1.4.Installation Steps

Please follow the following steps to install AMG-2000:

4 3 2

Coneols LAN4 LAN3 LANMZ LaM Privats  WAMZ WAMI1

1. Connect the DC power adapter to the power connector socket on the rear panel. The Power LED should be on
to indicate a proper connection.

2. Connect an Ethernet cable to the WAN1 Port on the rear panel. Connect the other end of the Ethernet cable to
ADSL modem, cable modem or a switch/hub of the internal network. The LED of WANL1 Port should be on to
indicate a proper connection.

3. Connect an Ethernet cable to Private Port on the rear panel. Connect the other end of the Ethernet cable to a
client’'s PC. The LED of Private Port should be on to indicate a proper connection. (Note: No authentication is
required for the users to access the network via Private Port and the administrator can enter the web
management interface to perform configurations via Private Port.)

4. Connect an Ethernet cable to one of the LAN1~LAN4 Port on the rear panel. Connect the other end of the
Ethernet cable to an AP or switch. The LED of the LAN Port should be on to indicate a proper connection. (Note:

Authentication is required for the users to access the network via these LAN Ports.)

Attention: Usually a straight-through cable could be applied when the AMG-2000 connects to an Access Point
which supports automatic crossover. If after the AP hardware resets, the AMG-2000 could not be able to connect to
the AP while connecting with a straight-through cable, the user have to pull out and plug-in the straight-through

cable again. This scenario does NOT occur while using a crossover cable.

After the hardware of AMG-2000 is installed completely, the system is ready to be configured in the following

sections.




3.2. Software Configuration

3.2.1.Quick Configuration

There are two ways to configure the system: using Configuration Wizard or change the setting by demands
manually. The Configuration Wizard provides a simple and easy way to guide you through the setup of AMG-2000
(for the AP configuration, you have to set it up in administrator interface). You just need to follow the procedures and
instructions given by the Wizard to enter the required information step by step. After saving and restarting
AMG-2000, it is ready to use. There will be 6 steps as listed below:

Change Admin’s Password

Choose System’s Time Zone

Set System Information

Select the Connection Type for WAN Port

Set Authentication Methods

Save and Restart AMG-2000

o o M w DN PRE

Please follow the following steps to complete the quick configuration.
1. Use the network cable of the 10/100BaseT to connect a PC to one of the LAN1~LAN4 port, and then start a
browser (such as Microsoft IE or Firefox). Next, enter the gateway IP address as the web management

interface’s URL, the default is https://192.168.2.254. In the opened webpage, you will see the login screen.

Enter “admin”, the default username and password, in the User Name and Password column. Click Enter to

log in.

|Eng|ish 'I

\/ 2 Welcome To Administrator Login Page
Please Enter Your User Name and Password To Sign In.

a User Name: Iadmin

mn

Password: l I“""“* I
H AMG-2000

AP ‘

Management T
Gateway I ENTER

Caution: If you can't get the login screen, the reasons may be: 1. The PC was set incorrectly so that the PC can’t
obtain the IP address automatically from the LAN port; 2. The IP address and the default gateway are not under the
same network segment. Please use default IP address such as 192.168.2.xx in your network and then try it again.

For the PC configuration on PC, please refer to 6. Appendix B — Network Configuration on PC

AMG-2000 supports three accounts with different access privileges. You can log in as admin, manager or operator.

10



https://192.168.2.254/

The default password and access privilege for each account are as follows.
Admin: The administrator can access all area of the AMG-2000.

User Name: admin

Password: admin
Manager: The manager can access the area under User Authentication to manage the user account, but no
permission to change the settings of the profiles of Firewall, Specific Route and Schedule.

User Name: manager

Password: manager
Operator: The operator can only access the area of Create On-demand User to create and print out the new
on-demand user accounts.

User Name: operator

Password: operator

2. After successfully logging into AMG-2000, you can enter the web management interface and see the welcome

screen. There is a Logout button on the upper right corner to log out the system when finished.

“system | | User | | AP Wi Wetwork

Uilities

.. Configuration | . Management | | Configuration / '\

\_ Authentication |

Welcome to System Administration

This Administrative Web Interface allows you to set various networking parameters, to customize
network services, to manage user accounts and to monitor user status.

Functions are separated into 6 main categories:

System Configuration , User Authentication , AP Management , Network Configuration , Utilities and
Status.

11



Then, run the configuration wizard to help you complete the configuration. Click System Configuration to the
System Configuration homepage.

Systemn
Configuration |

|- User Network
| Authemntication Management Configuration

System Configuration

j c C-ulrﬁguration Wizar(i-

_ Sysiem Configuration
( System Information 3 Configuration Wizard | This wizard will guide you through basic system setup.
| - =, Configure systerm and network related parameters: system name,
( WAREEONNMinESSy adrministrator information, SHMP, and tirme zone,
| Clients will be directed to LUIREL entered in the Hame Page'field after
[ wamzFailover successful login.
| Syst : 5 Administrator may limit remote administration access to a specific
| ey - e ntermation IP address or netwark segments. When enabled, only devices with
;c R R such IP address or fram this netwark segrment may enter system's

| administration weh interface remotely.
'(,;ﬁ;,‘,,{.; LAHN Configuration - Metwark Time Protocol (NTP) Server setting allows the system to
| o synchronize its imeldate with exdernal time server.

WAN1 Configuration  Configure static IP, DHCP, PPTP or PPFoE client on WWaAR1 port.

o Configure static P, DHCP, on YWANZ port. The "Internet Connection
WRHZ & bailayes Cetection” and "WAN Failower" are also configured here.

Clients from LAR1T ~4 port{s) must login before accessing network,
N e except those devices listed on the IPMMAC Privilege List The
i pannatiation LAMT ~4 operates in NAT mode or Router mode.
Ayailable options include DHCP Server and DHCF Relay.

» Clients from Private LAMN port{s) will not be authenticated. The
RrvateL AN Private LAN operates in NAT mode or Router mode.
Auailable options include DHCP Sernver and DHCP Relay.

®0 |

Configuration

Click the System Configuration from the top menu and the homepage of System Configuration will appear.
Then, click on Configuration Wizard and click the Run Wizard button to start the wizard.

(( Configuration Wizard 41 Configuration Wizar d

| ( = Sy;’le;mfurmation
|

- AMG-2000 is a Network Access Controller with access control features ideal for hotspot,
—— small and medium business networking. The wizard will guide you through the process of
3 creating a baseline strategy. Please follow the wizard step by step to configure AMG-2000.

| WAN2 £ Failover \ — A
| c - Run Wizard
F

Configuration Wizard

| ( WALl Configuration

Configuration Wizard

First of all, you will see a welcome screen to briefly

i i i Welcome to the Setup Wizard. The wizard will guide you through these
introduce the 6 steps. After a brief overview of the whole 6 quick steps. Begin by clicking on Next.

process, click Next to begin. Step 1. Change Admin's Password

Step 2. Choose System's Time Zone

Step 3. Set System Information

Step 4. Select the Connection Type for WAN Port
Step 5. Set Authentication Methods

Step 6. Save and Restart AMG-2000

e Step 1. Change Admin’s Password

Enter a new password for the admin account and retype it in the verify password field (twenty-character
12



maximum and no spaces). The field with red star is
necessary to fill in.

Click Next to continue.

Step 2. Choose System’s Time Zone
Select a proper time zone via the pull-down menu.

Click Next to continue.

Step 3. Set System Information

Home Page: Enter the URL that users should be directed
to when successfully authenticated or use the default.
NTP Server: Enter the IP address or domain name of
external time server for AMG-2000 time synchronization or
use the default.

DNS Server: Enter an IP address of DNS Server. Contact
your network administrator if you are not sure of the DNS
IP Address.

Click Next to continue.

Step 4. Select the Connection Type for WAN Port
There are three types for WANL1 port to select in wizard:
Static IP Address, Dynamic IP Address and PPPoE
Client.

Select a proper Internet connection type and click Next to

continue.
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Step 1. Change Admin’s Password

You may change the Admin’s account password by entering in a
new password. Click Next to continue.

New Password; |~ »
Verify Password : | L

Step 2. Choose System's Time Zone

Select the appropriate time zone for the system. Click Next to
continue.

[GmT+08 00 Taipei =1

Step 3. Set System Information

Enter System Information. Click Next to continue.

Home Page: |http:ﬂg|nna|.|evel1.cumJ

(e.9. http:téglabal. levell com/)

NTP Server: Itock.usno.naw.mn "

fe.g, tock,usno.nawy.mily

DNS Server: |1 B8.95.1.1 =

Step 4. Select the Connection Type for WAN Fort

Select the connection type for WAN port. Click Next to continue.

" Static IP Address Choose itto set static IP address,

Choose [tto obtain an [P address
autarnatically. (For most cable maodem
users)

Choose tto setthe PFPoE Client's
Username and Fassword. (For most
DsLusers)

& Dymamic IP Address

" PPPOE Client

S IS T




» Dynamic IP Address

If this option is selected, AMG-2000 will obtain IP settings from external DHCP server on network

connected by WAN1 automatically.

Click Next to continue.

» Static IP Address: Set WAN Port’s Static IP
Address
Enter the “IP Address”, “Subnet Mask” and
“Default Gateway” provided by your ISP or network
administrator.

Click Next to continue.

» PPPoOE Client: Set PPPoE Client’s Information
Enter the “Username” and “Password” provided
by your ISP.

Click Next to continue.

Step 5. Set Authentication Methods

Set the user’s information in advance. Enter an easily
identified name as the postfix name in the Postfix field
(e.g. Local), select a policy to assign to (you can
configure the policy routes, firewall rules and login
schedule for each policy later, for now just use the
default), and choose an authentication method.

Click Next to continue. Different information has to be

provided for each kind of authentication method:
14

Step 4 (Cont). Set WAN Port's Static IP Address

Click Next to continue.

IP Address: | *
Subnet Mask: | ]
Default Gateway: | *

Step 4 (Cont). Set PPPoE Client's Information

Choose it to set the PPPoE Client's Username and Password. (For
most DSL users.)

Username: I .

Password: | =

Step 5. Set Authentication Methods

Select a default User Authentication Method. Click Next to continue.
Postfix: |Postﬂx1 =
(s postiiz namea )
Pnlicy|POIicyA 'l
& LocalUser ' LDAP
© pop3 ' NT Domain
' RADIUS




> Local User: Add User

A new user can be added to the local user data
base. To add a user here, enter the Username
(e.g. test), Password (e.g. test), MAC (optional,
to specify the valid MAC address of this user) and
assign it a policy (or use the default). Click the
ADD button to add the user. You can add multiple

users in this page.

Attention: The policy selected in this step is
applied to this user only. Per-user policy setting
takes over the group policy setting at precious
step unless you select None here. Click Next to

continue.

POP3 User: POP3

Enter IP/Domain Name and server port of the
POP3 server provided by your ISP, and then
choose enable SSL or not.

Click Next to continue.

RADIUS User: RADIUS

Enter RADIUS server IP/Domain Name,
authentication port, accounting port and secret
key. Then choose to enable accounting service or
not, and choose the desired authentication
method.

Click Next to continue.

15

Step 5 (Cont). Add User

Click "ADD" button to add Local User. Click Next to continue.

Username: |

Password: |
MAC: [— (4
Policleone vl

Add

IS @IS .

Step 5 (Cont). POP3

Configure POP3 Server information. Click Next to continue.

POP3 Server: I * [Domain NamesdP]
Server Port: I " [Default: 110)
Enable SSL E

Step 5 (Cont). RADIUS

Configure BADIUS Server information. Click Next to continue.

RADIUS Server: I HDomain Hame/P ]
Authentication Port: I
| *(Default: 1813)

Secret Hey: | L
Accounting Service IDisabIed 'lx

Authentication Method FAP =]~

" Default: 1812)

Accounting Port:




» LDAP User: LDAP Step 5 (Cont). LDAP

You can configure external LDAP user data base
here. Enter the “LDAP Server” s “Server Port” s Configure LDAP Server information. Click Next to continue.

“Base DN” and “Account Attribute”.

Click Next to continue.
LDAP Server: I * [Damain Name/F]
Server Port: I * [Default: 389)
Base DN: | * [CH= do= do=)

Account Attribute | * [Default: uid)

S T T

» NT Domain User: NT Domain Step 6 (Cont). NT Domain
When NT Domain is selected, enter the
information for “ Server IP Address”, and Configure NT Domain Server information. Click Next to continue.
enable/disable “ Transparent Login” (used to
login AMG-2000 automatically when login to NT Server P Adress: .
. . . . Transparent Login [~

domain. This option normally requires extra
configuration to work, we suggest you NOT to

enable it at initial configuration).

Click Next to continue. G TN GG

e Step 6. Save and Restart AMG-2000 Step 6. Save and Restart AMG-2000

Click Restart to save the current settings and restart

AMG-2000. The Setup Wizard is now Completed. The Setup Wizard has completed. Click on Back to review or modify

settings. Click Restart to save the settings and restart the system to
have the current settings take effect.

@IS I .
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e Setup Wizard. Setup Wizard

During AMG-2000 restart, a “ Restarting now.
Please wait for a while.” message will appear on the
screen. Please do not interrupt AMG-2000 until the T —

message has disappeared. This indicates that a

complete and successful restart process has finished.

Caution: During every step of the wizard, if you wish to go back to modify the settings, please click the Back button

to go back to the previous step.
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3.2.2.User Login Portal Page

To login from the login portal page via the LAN1~LAN4 port, the user have to be identified the user name and

password. The administrator also can verify the correctness of the configuration steps of AMG-2000.

1. First, connect a user-end device (for example, a PC)

set the device to obtain IP address automatically.
Welcome To User Login Page!

After the user end obtains the IP address, please
P Please Enter Your User Name and Password To Sign In .

open an Internet browser and the default user login
. o

webpage will appear on the Internet browser. @ User Name: ltest@local

Type in user information of a valid user account.

Password: |eess
Assumes local user database is chosen in the

configuration wizard, key in the username and

test@Local for the username and test for the password).

4

password created and then click Submit button (e.qg.

2. Login success page appearing means AMG-2000
has been installed and configured successfully.

Now, you can browse the network or surf the

|
Internet! O Hello, test@Local

%

Fleasze close this window or click this buttan to

Thank you.

Login time: 2006-10-12 12:8:6

3. But if you see the following screen with a sentence,

“Sorry, this feature is available for on-demand user _

only”, it means you click the “Remaining” button by

Sorry, this feature
mistake. This button is only for on-demand users and if is available for

) ) on-demand user only.
you are not an on-demand user, please just click the

Submit button.




If you are an on-demand user, you can enter the
Page” and then click the Remaining button to Weicome To Uset Login Pagel

know the remaining time or data quota of the Please Enter Your User Name and Password To Sign In .

account. ~
@ User Name: |k4zk@ondernand

Password; |esssssss

R/ suomit J Clear J/ Romaining JEEEY

When an on-demand user logs in successfully, the following
Login Successfully screen will appear and it is a little

different from the normal user’s login successfully screen. O

Hello, KA3KiEondemand
There is an extra line showing “Remaining usage” and a

“Redeem” button.

Please close this window ar click this hutton to
Thank you!!
Remaining Usage:

1 Hour (59  [Min 37 |Sec
Login time: 2006-10-12 14:10:44

Redeem |

* Remaining usage: Show the remaining time
Redeem Page
or data volume that the on-demand user can I ——

used to surf Internet. Welcome To Redeem Page!
» Redeem: When the remaining time or data Please Enter Your User Name and Password To Sign In .
size is insufficient, the user can buy additional ®
) User Name:
account from the counter and add the quota to
the current account. After clicking the Redeem Password:

button, you will see the following screen.

Please enter the new username and password | 'V _ENTER I v Clear ] )

you got and click Enter button. Then you will

see the total available use time and data size after adding credit.
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4. Web Interface Configuration

This chapter will guide you through further detailed settings. The following table is the Ul and functions of the

AMG-2000.
System User AP Network
OPTION Utilities Status
Configuration | Authentication Management Configuration
Network
Configuration Authentication Change
AP List Address System Status
Wizard Configuration Password
Translation
System Black List Backup/Restore
AP Discovery Privilege List Interface Status
Information Configuration Settings
WAN1 Policy Manual Firmware
Monitor IP List Current Users
Configuration Configuration Configuration Upgrade
FUNCTION
WAN2 Additional Template Walled Garden
Restart Traffic History
& Failover Configuration Settings List
LAN1~4 Firmware Proxy Server Notification
Configuration Management Properties Configuration
Private LAN
AP Upgrade Dynamic DNS
Configuration
IP Mobility

Caution: After finishing the configuration of the settings, please click Apply and pay attention to see if a restart

message appears on the screen. If such message appears, system must be restarted to allow the settings to take

effect. All on-line users will be disconnected during restart.
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4.1. System Configuration

This section includes the following functions: Configuration Wizard, System Information, WAN1 Configuration,

WANZ2 & Failover, LAN1~4 Configuration and Private LAN Configuration.

| Systemn User 7 AP 2 Network

|__ Configuration Authentication . Management _ _ Configuration

System Configuration

c C-ulrﬁguratiun Wizard s -em Configuration

( Werﬁil}fﬁrmﬂfiéll Configuration Wizard  This wizard will guide you through basic system setup.

Configure systerm and network related parameters: system name,
administratar information, SMMP, and time zone,

Clients will be directed to LUIREL entered in the Hame Page'field after
successiul login.

Administrator may limit remote administration access to a specific
IP address or netwark segments. When enabled, only devices with
such IP address or from this network segment may enter system's
administration weh interface remotely.

Metwork Time Protocol (MTP) Server setting allows the system to
synchronize its imeldate with exdernal time server.

| C WAHT Configuration

| ( WANZ & Failover

System Information

|
| c LAH1-4 Configuration

WAWAWATAWAW,

| Cﬁﬁiaié"l'_}iﬁ"(:’&fﬁgiir”atic}h

WAN1 Configuration  Configure static IP, DHCP, PPTP or PPPoE client on WaAR1 port.

Configure static P, DHCP, on YWANZ port. The "Internet Connection
Cetection” and "WAN Failower" are also configured here.

Clients from LAR1T ~4 port{s) must login before accessing network,
except those devices listed on the IP/MAC Privilege List The
LAMT ~4 operates in NAT mode or Router mode.

Ayailable options include DHCP Server and DHCF Relay.

Clients from Private LAMN port{s) will not be authenticated. The
Private LAN operates in NAT mode or Router mode.
Auailable options include DHCP Sernver and DHCP Relay.

®0

WAN2 & Failover

LAM1-4 Configuration

Private LAN
Configuration

4.1.1.Configuration Wizard

Please refer to 3.2.2 User Login Portal Page for the detail description of Configuration Wizard.

Configuration Wizard

AMG-2000 is a Metwork Access Controller with access control features ideal for hotspot,
simall and medium business networking. The wizard will guide yvou through the process of
creating a baseline strateqgy. Please follow the wizard step by step to configure AMG-2000.
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4.1.2.System Information

Most of the major system information about AMG-2000 can be set here. Please refer to the following description for

each field:

Systemn Information
Systermn Name AP Management Gateay
Device Name (FRDM for this dewice)

® Enabled O Disabled

Home Page hitpfhwnnne [eveld cam) -
(e.q. hitp:Soanan leveld . comi)

Access History IP (e.g. 192 1622 1)
Remote Manage IP fe.g. 192 16221 or 102 162 2.0/24)
SNMP O Enabled @ Disabled

User Logon SSL ® Enabled O Disabled

Drevice Time ; 20061012 142135

Time Zone
(GMT+05:00Taipei v
(%) NTP Enahle
MTP Server 1+ |tock.usno.nawy.mil “re.q. tock.usno.nawy.mill

Time
FTP Server 2 |ntpl . fau.de

FTP Server 3 |clock.cuhk edu.hk
FTP Server 4 |ntpst.pads.uf.br
FTP Server 5 |ntpl.cs.mu O AL

() Bet Device Date and Time

* System Name: Set the system’s name or use the default.

* Device Name: FQDN (Fully-Qualified Domain Name). This is the domain name of the AMG-2000 as seen on
client machines connected on LAN ports. A user on client machine can use this name to access AMG-2000
instead of its IP address.

* Home Page: Enter the website of a Web Server to be the homepage. When users log in successfully, they will
be directed to the homepage set. Usually, the homepage is set to the company’s website, such as

http://www.level.com. If the home page function is disabled, the user will be directed to the URL she/he tries to

connect originally.

* Access History IP: Specify an IP address of the administrator’'s computer or a billing system to get billing
history information of AMG-2000 with the predefined URLSs as the following:
Traffic History : https://10.2.3.213/status/history/2005-02-17

22


http://www.leve1.com/
https://10.2.3.215/status/history/2005-02-17

a https://10.2.3.213/status, history, 2005-02-17 - Microsoft Internet Explorer
L

File Edkt Wiew Favorites Tools Help '
Back > () - [x] | . Search Favorkes o Media £ L |
Address Ig rtps: 10 :l Gca | Links *
#hate TYPE Mame 1P M Packet: In Byies In Packets Out Bytes Out ;]
2005-02-17 18:09:03 +0%00 LOGIN aaalyl 300, tw 192, 168,30, 189 00:0C:F1:28:BF:D% 0 0 1] 0

On-demand History : https://10.2.3.213/status/ondemand _history/2005-02-17

’&https:.-",.-"llJ.Z.a.Zl 3/status/ondemand_history /2005-02-17 - Microsolt Internet Explorer

File Edt View Favorites Tools Help '
QBack = () « [x] (2] | ) search Favorkes & Media £ iy

Address [&] hetps://10,2,3.213/statusfondemand_history [2008-02-17 =| e |unks ®|
#hate Svs tem Name Type Name 1P AT Packets In Bytes In Packets (ut Bytes OutExplretime Valld
2005-02-17 16:44:19 +0800 QA-W1300-Casper-213 Create_0D_User N7ES 0.0.0.0 00:00-00:00:00-00 O 0 1] i]
2005-02-17 16:44:57 +0800 QA-Wi1300-Casper-213 0D_User_Login NTE9 192.168.30,189 00:0C:F1:28:BF:D8 D 1} 0
2005-02-17 16:45:22 +0800 QA-W1300-Casper-213 0D_User_Logout NTES 192.168.30. 149 00:0C:F1:28:BF:D8 32 14499 30

* Remote Manage IP: Set the IP range which is able to connect to the web management interface via WAN port.
For example, 10.2.3.0/24 means that as long as you are within the IP address range of 10.2.3.0/24, you can
reach the administration page of AMG-2000. If the IP range bit number is omitted, 32 is used which specify a
single IP address.

*  SNMP: AMG-2000 supports SNMPV2. If the function is enabled, you can assign the Manager IP address and
the SNMP community name used to access the management information base (MIB) of the system. However,
for the external system, SNMP is a read-only function.

e User Logon SSL: Enable to activate https (encryption) or disable to activate http (non encryption) login page.

e Time: AMG-2000 supports NTP communication protocol to synchronize the system time with remote time server.
Please specify the local time zone and IP address of at least one server in the system configuration interface for
adjusting the time automatically. (Universal Time is Greenwich Mean Time, GMT). You can also set the time
manually when you select “ Set Device Date and Time (GMT)”. Please enter the date and time for the

corresponding fields.
Device Time ; 2007101/05 14:03:03
" MTF Enahle
Time {* Set Device Date and Tirme (GMT)

I-- j‘r‘earl-- jhﬂnnthl-- leaﬁ,r

I“ .'JHDLIri-- ;ihﬂinute - =|Second

4.1.3.WAN1 Configuration

There are 4 connection types for the WANL1 Port: Static IP Address, Dynamic IP Address, PPPoE and PPTP
Client.
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https://10.2.3.215/status/ondemand_history/2005-02-17

WAN1 Configuration

& Static IP Address

IP Address: [10.23.187 *
Subnet Mask: |255.255.255.0 *
Diefault Gateway: I1EI.2.3.254 *

WANT Port

#+

Preferred DS Server: |1 F5.85.1.1

Afternate DMNE Server: |

' Dynamic IP Address
" PPPOE Client
 PPTP Client

Static IP Address: Manually specifying the IP address of the WANL1 port. The red asterisk marks indicate
required fields and have to be filled.

IP address: the IP address of the WAN1 port.

Subnet Mask: the subnet mask of the network WAN1 port connects to.

Default Gateway: a gateway of the network WAN1 port connects to.

Preferred DNS Server: The primary DNS server is used by the system.

Alternate DNS Server: The substitute DNS server is used by the system. This is an optional field.

Dynamic IP address: It is only applicable for the network environment where a DHCP server is available. Click

the Renew button to get an IP address.

WAN1 Configuration

" Static IP Address

O i Reneyy
WAN1 Port & Dynamic P Address |

" PPPOE Client
" PPTP Client

PPPoE Client: When selecting PPPOE to connect to the network, please set the “User Name”, “Password”,
“MTU” and “CLAMPMSS”. There is a Dial on demand function under PPPoE. If this function is enabled, you

can set a Maximum Idle Time. When the idle time is reached, the system will automatically disconnect itself.
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WANT Configuration

7 Static IP Address
7 Dynarmic IP Address
' PPPoE Clignt

Username: |
Fasaword: I

WAN1 Port MTL: [1492 " wytes (Range-1000-1492)
CLAMPMSS: W bytes (Range:980~1400)

Maximurm Idle Time: ID minutes

Dial on Demand: & Enabled © Disabled
" PPTR Client

PPTP Client: Set WAN1 port to connect to external PPTP server to establish PPTP VPN tunnel. You can select
Static to specify the IP address of the PPTP Client manually or select DHCP to get the IP address automatically.
The fields with red mark are required. Please fill in these fields. There is a Dial on demand function under PPTP.
If this function is enabled, you can set a Maximum Idle Time. When the idle time is reached, the system will

automatically disconnect itself.

WiAN1 Configuration

O Static IP Address
O Cwnamic IP Address
O PPPOE Client
& PPTP Client
Type ® Static O DHCP

IP Address: | E
Subnet Mask: | E
Default Gateway: | E
Preferred DNS Server. | |+

WAN1 Port

Alternate DMNS Server: | |

PPTP Server IP: |

Llsername: |

IE I T T

Fasswiord: |

FPTF Connection IDMMame: | |

faxirmum ldle Time: I:Iminutes

Dial on Demand: ® Enabled O Disabled
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WAN1 Configuration

" Static IP Address
 Dynarnic IP Address
" PPPoE Client
* PPTF Client
Type © Btatic  DHCP

PPTF Sener IP: | #
WAN1 Port lsername: | i
FPasswiord: | i

FFTF Connection I

Do ame:
maximurm ldle Time: |IZI minutes
Dial on Demand % Enabled © Disabled

4.1.4.\WAN2 & Failover

Except select None to disable this function, there are 2 connection types for the WAN2 port: Static IP Address and
Dynamic IP Address. And you can enter up to three URLs and check “Warning of Internet Disconnection” to
work with the WAN Failover function. When Warning of Internet Disconnection is enabled, the system will check
the three URLSs to detect the WAN ports connection status.

* None: The WAN2 Port is disabled. You can still enter up to three URLs and check “Warning of Internet

Disconnection” to detect the WAN1 port connection status.

WAKZ2 & Failover

® Mone

WANZ Port O Static IP Address
O Cynamic IP Address
FProhe Target
LRLT: hitpir [ wiane.google.corm
LIRLZ: hitpasf
LRL3: hitp:r

Warning of Internet Disconnection

When Internet Connection is down, the systerm will display
the warning messages as:

Failower

Sorryl The serice is termpaorarily unavailable. *

» Static IP Address: Specify the IP Address, Subnet Mask, Preferred DNS Server, and Default Gateway of WAN2
Port, which should be applicable for the network environment. You can enter up to three URLs and check

“Warning of Internet Disconnection” to work with the WAN Failover function.
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WANZ & Failover

O Mone
() Static IP Addrass

IP Address: | |*

Subnet Mask: | |*

WAN2 Port

Default Gateway: | | *

Freferred DME Server: | |*

Alternate DMNS Server: | |

@] Dwnamic IP Address

Frokbe Target

URLA: http:if | |
URLZ: hittp:i | |
URL2: http:i | |
[ winM Failover

] Warning of Internet Disconnection

Failower

If WAN Failover function is enabled, when WAN1 connection fails, the traffic will be routed to WAN2

automatically. If Failback to WAN1 when possible function is enabled, when WAN1 connection is recovered ,
the routed traffic will be back to WANL1.

Probe Target
URLY: httpf [winw.google.com |
URLZ: http:if| |
Failover URLZ: http:if | |
WA Failover
Fallback to WarM1 when possible
F Warning of Internet Disconnection

Dynamic IP Address: Select this when WAN2 Port can obtain IP address automatically, such as a DHCP
Server available from WAN2 Port. You can enter up to three URLs and check “Warning of Internet

Disconnection” to work with the WAN Failover function.
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WAMZ2 & Failover

O Mone
WAN2 Port (O Static IP Address
& Dynamic IP Address
Frobe Target
URLA: hitp:r| |
URLZ: htp:r| |
URL3: hitp:r| |
(] wian Failover
OJ Warning of Internet Disconnection

Failower

For Dynamic IP Address, WAN Failover and Fallback to WAN1 when possible also can be enabled like as

the function for Static IP Address.

WANZ2 & Failover

0 Maone
WANZ Port (O Static IP Address

& Dynamic IP Address

Frobe Target

URLA: hitp:i [ google.com |

URLZ: hitpf| |
Failover URLZ: http:i | |

WA Failover

Fallhack to WaM1 when possihle
] Warning of Internet Disconnection

4.1.5.LAN1~4 Configuration
Clients access the network through LAN1~4 ports must log in for authentication first. In this section, you can set the
related configuration for LAN1~4 ports and DHCP server.

LAN1-4 Configuration

Dperation Mode AT =

LAN1-4 IP Address: |192.1EE.1.254 *

Suhnet Mask: |255.255.255.D *

% Disable DHGF Server
" Enable DHCP Server
" Enable DHCP Relay

DHCP Server
Configuration

e LAN1~4
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LAM1~-4 Configuration

Cperation Mode HNAT =

LAN1~-4 IF Address: |192.1EB.1.254 &

Subnet Mask: |255.255.255.D *

Operation Mode: Choose one of the two modes, NAT mode and Router mode, by the requirements.
IP Address: Enter the desired IP address for the LAN1~LAN4 port.
Subnet Mask: Enter the desired subnet mask for the LAN1~LAN4 port.
DHCP Server Configuration
There are three methods to set the DHCP server: Disable DHCP Server, Enable DHCP Server and Enable
DHCP Relay.
1. Disable DHCP Server: Disable DHCP Server function.
& Disable DHCP Server

" Enable DHCF Server
{7 Enable DHCF Relay

DHCP Server
Configuration

2. Enable DHCP Server: Choose “Enable DHCP Sever” function and set the appropriate configuration for

the DHCP server. The fields with red asterisk are required. Please fill in these fields.

" Dizahle DHCP Server
% Enable DHCP Server

DHCP Scope
Start IF Address! |192.1EB.1.1 *
End IF Address: |192.1EB.1.1EIEI
Preferred DNS Server. [168.96.1.1

DHCP Server

Configuration Alternate DNS Sever. |
Darnain Mame: |Leue|1.cnm
WINS Server IP: [

Lease Time |1 WET vI

Rezsemed |P Address List

7 Enable DHCP Relay

DHCP Scope: Enter the “Start IP Address” and the “End IP Address” of this DHCP block. These fields
define the IP address range that will be assigned to the Public LAN clients.
Preferred DNS Server: The primary DNS server for the DHCP.

Alternate DNS Server: The substitute DNS server for the DHCP.
29



Domain Name: Enter the domain name.

WINS Server IP: Enter the IP address of WINS server.

Lease Time: Choose the time to change the DHCP.

Reserved IP Address List: For reserved IP address settings in detail, please click the hyperlink of
Reserved IP Address. If you want to use the Reserved IP Address List function, click on the Reserved IP
Address List on the management interface. Then, the setup of the Reserved IP Address List as shown in
the following figure will appear. Enter the related Reserved IP Address, MAC, and some description (not

compulsory). When finished, click Apply to complete the setup.

Reserved IP Address List - LAN1~4

item Reserved IP Address MaC Description

|
|
|
|
|
6 | |
|
|
|
|

10

(Total:40) First Prev Next Last

3. Enable DHCP Relay: If you want to enable this function, you must specify other DHCP Server IP address.

See the following figure.

" Disahle DHCP Server

DHCP Server " Enahble DHCP Server
Configuration % Enable DHCP Relay
DHCP Server IP *
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4.1.6.Private LAN Configuration

To access the network through the private LAN port doesn’t have to authenticate before logging in. In this section,

you can set the related configuration for the private LAN port and DHCP server.

Private LAN Configuration

Cperation Mode MAT =

Private LAN IP Address: [192.168.2.254 *
Subnet Mask: |255.255.255.D *

DHCP Server ' Dizahle DHCP Server

Configuration " Enable DHCF Server
" Enahle DHCP Relay

e Private LAN
Private LAN Configuration

Cperation Mode HAT =

Private LAN IP Address: [192.168.2.254 *

Subnet Mask: |255.255.255.D *

Operation Mode: Choose one of the two modes, NAT mode and Router mode, by the requirements.
IP Address: Enter the desired IP address for the private port.
Subnet Mask: Enter the desired subnet mask for the private port.
* DHCP Server Configuration
There are three methods to set the DHCP server: Disable DHCP Server, Enable DHCP Server and Enable
DHCP Relay.
1. Disable DHCP Server: Disable DHCP Server function.

% Disahle DHCP Server
" Enahle DHCP Server
" Enable DHCF Relay

DHCP Server
Configuration

2. Enable DHCP Server: Choose “Enable DHCP Sever” function and set the appropriate configuration for

the DHCP server. The fields with red asterisk are required. Please fill in these fields.
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" Disahle DHCP Server
 Enahble DHCP Server

DHCF Scope

Start IP Address: [192.168.21
End IP Address: [192.168.2.100
Freferred DMNE Senver: |1EB.95.’|.‘|

DHCP Server

Configuration Alternate DNS Server; |
Ciormain Marme: |Leve|1.cnm *
WINS Server IP: |

Lease Time |1 Cray vi

Fesemed I[P Address List

" Enahle DHCP Relay

DHCP Scope: Enter the “Start IP Address” and the “End IP Address” of this DHCP block. These fields
define the IP address range that will be assigned to the Private LAN clients.

Preferred DNS Server: The primary DNS server for the DHCP.

Alternate DNS Server: The substitute DNS server for the DHCP.

Domain Name: Enter the domain name.

WINS Server IP: Enter the IP address of WINS server.

Lease Time: Choose the time to change the DHCP.

Reserved IP Address List: For reserved IP address settings in detail, please click the hyperlink of
Reserved IP Address. If you want to use the Reserved IP Address List function, click on the Reserved IP
Address List on the management interface. Then, the setup of the Reserved IP Address List as shown in
the following figure will appear. Enter the related Reserved IP Address, MAC, and some description (not

compulsory). When finished, click Apply to complete the setup.

32



Reserved IP Address List - Private LAN

ftem Reserved IP Address MAC Description

|
|
|
|
5 |
|
|
|
|
|

10

|
|
|
|
|
|
|
|
|
|
irst

(Total:40) First Prev Next Last

Enable DHCP Relay: If you want to enable this function, you must specify other DHCP Server IP address.
See the following figure.
" Disahle DHCP Server

DHCP Server " Enable DHCP Server
Configuration % Enable DHCP Relay

OHCP Server IF *
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4.2. User Authentication

This section includes the following functions: Authentication Configuration, Black List Configuration, Policy

Configuration and Additional Configuration.

System | User hi ([ @ W Network

.. Configuration | '| Authentication /L Configuration |

E=) User Authentication

Configuration |

@utimntic

( Black List Configuration | Systern provides 3 authentication servers, Each server allows only
=3 one type of authentication method and one Black List Profile. An

User Authentication

authentication policy may he assigned to any policy. System

( B UGS supponts the following external authentication servers: POP3(S),
Authentication RADIUS, LDAP and WT Domain.

("M(mioml Configuration _'“‘I Configuration Systern also has embedded user database storing 2500 user

- accounts for local user group (B00) and On-demand user group

(20003, Systern may print out On-demand user accounts
information using an external printer. By default, the On-demand
user database is empty.

Systern supports & Black List profiles for used within the
Black List Configuration  authentication sener. On-demand users are MOT hounded by the
Black List.

Systemn provides 8 policies, each policy can apply independent
Policy Configuration firewall profile, specific route profile, login schedule profile and
bandwidth policy.

Users will he logged out avtomatically after being idle for a

specified period of time. Multiple login of the same user account

could he enabled or disabled ¢not available to On-demand users).
Additienal Configuration  Systerm provides Friendly Logout options, Login Page and Logout

FPage custornization, and login notification email to client.

When MAC Access Contral is enahled, systerm will only provide

login page to those devices listed.

@0

4.2.1.Authentication Configuration

This function is to configure the settings for authentication server and on-demand user authentication. The system
provides 3 servers and one on-demand server that the administrator can apply with different policy. Click on the
server name to set the related configurations for that particular server. After completing and clicking Apply to save
the settings, you can go back to the previous page to choose a server to be the default server and enable or disable

any server on the list. Users can log into the default server without the postfix to allow faster login process.

Authentication Server Configuration

Semver Mame Auth method P ostiix Fualicy Default Enabled
Server 1 LonZAL Fostiix Policy 1 () ]
Server 2 LOCAL Fostfixz Paolicy 1 3] F
Server 3 LOCAL Postfixd Paolicy 1 3] ]

On-demand User OMNDEMAND ondernand | Policy 1 O]

e Server 1~-3: There are 5 kinds of authentication methods, Local User, POP3, RADIUS, LDAP and NT Domain to

setup from.
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Authentication Server - Server 1

Server Name Server 1 Filts server name)
Server Status Enabled
Postiix Postfixl Flts postfis name)
Black List Mone v
Authentication Method Local User Local Jser Setfting
Paolicy Palicy 1

Server Name: Set a name for the server using numbers (0 to 9), alphabets (a to z or Ato Z), dash (-),
underline () and dot (.) with a maximum of 40 characters, all other letters are not allowed.

Sever Status: The status shows that the server is enabled or disabled.

Postfix: Set a postfix that is easy to distinguish (e.g. Local) for the server using numbers (0 to 9), alphabets (a
to z or Ato Z), dash (-), underline (_) and dot (.) with a maximum of 40 characters, all other letters are not
allowed.

Black List: There are 5 sets of black lists. You can select one of them or choose “None”. Please refer to 4.2.2
Black List Configuration for more information.

Authentication Method: There are 5 authentication methods, Local, POP3, Radius, LDAP and NTDomain
to configure from. Select the desired method and then click the link besides the pull-down menu for more

advanced configuration. For more details, please refer to 4.2.1 Authentication Configuration.

Notice: Enabling two or more servers of the same authentication method is not allowed.

Policy: There are 8 policies to choose from to apply to this particular server.
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On-demand User: This is for the customer’s need in a store environment. When the customers need to use
wireless Internet in the store, they have to get a printed receipt with username and password from the store to

log in the system for wireless access. There are 2000 On-demand User accounts available.

On-demand User Server Configuration

Server Status Enahled
Postfix ondernand *(a.g. ademand. Max: 40 chan
Receipt Header 1 Welcormel fe.g. Mielcomel)
Receipt Header 2
Receipt Footer Thank youl te.g. Thank “raoull
Honetary Unit ® none © $usD O £oer O €EUR
O {Input other desired monetany unit, e.g. ALY
Policy Hame Folicy 1w
WLAN ESSID apmat (e.g. odemand)
Wireless Key
Remark (for customen)
Billing Notice Interval ® 10mins O 15mins O 20mins

Users List Billing Configuration Create On-demand User  Billing Report

Server Status: The status shows that the server is enabled or disabled.

Postfix: Set a postfix that is easy to distinguish (e.g. Local) for the server using numbers (0 to 9), alphabets (a
to z or Ato Z), dash (-), underline () and dot (.) with a maximum of 40 characters, all other letters are not
allowed.

Receipt Header: There are two fields, Receipt Header 1 and Receipt Header 2, for the receipt’s header.
Enter your own receipt header message or use the default.

Receipt Footer: Enter your own receipt footer message here or use the default.

Monetary Unit: Select or enter the desired monetary unit for your region.

Policy Name: Select a policy for the on-demand user.

WLAN ESSID: Enter the ESSID of the AP.

Wireless Key: Enter the wireless key of the AP.

Remark: Enter any additional information that will appear at the bottom of the receipt.

Billing Notice Interval: While a volume type on-demand user is still logged in, the system will update the

billing notice of the login successful page by the time interval defined here.
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Users List: Click to enter the On-demand Users List screen. In the On-demand Users List, detailed

information will be documented here. By default, the On-demand user database is empty.

| Search |
On-demand Users List

Username Password : Remdin Status Expire Tiine Delete all |
TimeNolume
200500602
OH3P ER4543FE 2 hour 2 hour 172339 Delete
2005006505
g7 WIBZ23947 2 hour 2 hour 11:45:98 Delete

(Total:2y Eirst Previous Mext Last

» Search: Enter a keyword of a username that you wish to search in the text filed and click this button to
perform the search. All usernames matching the keyword will be listed.

Username: The login name of the on-demand user.

Password: The login password of the on-demand user.

Remain Time/Volume: The total time/Volume that the user can use currently.

YV V V VY

Status: The status of the account. Normal indicates that the account is not in-use and not overdue. Online
indicates that the account is in-use and not overdue. Expire indicates that the account is overdue and
cannot be used.

> Expire Time: The expiration time of the account.

» Delete All: This will delete all the users at once.

» Delete: This will delete the users individually.

Billing Configuration: Click this to enter the Billing Configuration page. In the Billing Configuration screen,

Administrator may configure up to 10 billing plans.

Billing Configuration

; R Walid 5
Plan Status Type Expired info Daration Price

 wvolume |999  Mbyvte [gog days

& Enabled
1 o ni |999 hours 993 | days
Disabled & Timea a0
IEQ mins | hours

 yalume I M bvte I days
; L& Ehahled I_hl:nurs | days
& Dizabled 7 Time I_ ; I hours
mins
& valume I Mbryte I days

' Enabled
3 | [ d
& Disabled ¢ Time At s
| mins I hours

 valume I Mbyte | days
s " Enabled | [ s
& Disabled oy Rl — wE
I mins hours

|

]

» Status: Select to enable or disable this billing rule.
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» Type: Set the billing rule by “Volume” (the maximum volume allowed is 9999999 Mbyte) or “ Time” (the
maximum time allowed is 999 hours and 59 minutes).

» Expired Info: This is the duration of time that the user needs to activate the account after the generation of
the account. If the account is not activated during this duration, the account will self-expire.

> Valid Duration: This is the duration of time that the user can use the account after the activation of the
account. After this duration, the account will self-expires.

» Price: The price charged for this billing plan.

Create On-demand User: Click this to enter the Create On-demand User page.

Create On-demand User

Plan Type Price Status Function
1 | 2hrs 0mins 20 Enabled
2 Bhrs 0 mins a0 Enabled
3 40hrs 0 mins 200 Enabled m
4 9999999 Mbyvte 9995999 Enabled
5 NIA | M Disabled
B MiA | i " Disabled

Pressing the Create button for the desired plan, an On-demand user will be created, then click Printout to
print a receipt which will contain this on-demand user’s information. There are 2000 On-demand user

accounts available.

) Welcome!

Usermame Ta8X@ ondemand
Passward | SFEV2HEL
Price | 20
Usage . 2 hrs 0 mins

ESEID
Share WEP Keys:

“aild to use until: 2007501708 14:22:30

Thank You!

(—prros R cose

Billing Report: Click this to enter the On-demand users Summary report page. In On-demand users

Summary report page, Administrator can get a complete report or a report of a particular period.
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Fepart &l |
From year:l-- ;l mnnth:l-- ;| day:l-- ;|
To \_.rear:l-- jmnmh:l-- jday:|-- j Search |

> Report All: Click this to get a complete  Repoit All
Accounts sold intotal
Plant

Planz
expenses and individual accounting of  pjan3

report including all the on-demand

records. This report shows the total

each plan for all plans available. Fland
Plan5

Plantg

Plan?

Plang

Plan9
Plan10

Total income

DO O oo |9 e |k

.
=

Income from tickets sold for time
USers

.
[}

Income from tickets sold for
volume users

» Search: Select a time period to get a Report from 20050625 ~ 2005/06/28
Accounts sold in total
Plan1

Plan2
each plan for all plans available for that pjan3

period report. The report tells the total

expenses and individual accounting of

period of time. Plan4
Plans
PlanG
Plan7
Plang
Plan9
Plan10
Total income

OO O |0 |0 | &R

.
o }

Income from tickets sold for time
UsSers

.
o}

Income from tickets sold for
volume users

* Authentication Method — Local User Setting
Choose “Local User” in the Authentication Method field, the hyperlink besides the pull-down menu will

become “Local User Setting”.
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Authentication Server - Senver 1

Server Name | Serer 1 }"(HS server name)
Server Status Enabled
Postfix |F'|:|5tﬂx1 hng postfis name)
Black List
Awthentication Method Local User Sefting

Lacal User

Paolicy

 ApfiLGE< Clear .

Click the hyperlink to get in for further configuration.

Local User Setting

Edit Local User List

Radius Roaming Out " Enable & Disable
802, 1% Authentication

" Enable & Disahle

Edit Local User List: Click this to enter the “Local User List” screen and click the individual Username to edit
that account.

Add Lser ][ Lpload User ][ Download Lser ][ Refresh

| |[ Search ]

Policy
Username Passworid MAC Dl All
Remark
Mane
Andersan A123 Delete
Mane
Many 94001 Delete

(Total:2) First Previous Mext Last

Add User: Click Add User to enter the Add User interface. Fill in the necessary information such as

“Username”, “Password”, “MAC” (optional) and “Remark” (optional). Then, select a desired Policy and click
Apply to complete adding the user or users.
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Add User

MAC

tem Username  Password . MAC Policy  Remark
(I | | [None =] |
2| | | [None =] |
30| | | [rone =] |
4| | | [None =] |
5 | | | [None =] |
5 | | | [none =] |
7o | | [None =] |
8 | | | [none =] |
a | | | [none =] |
0| | | [none =] |
User "Anderson’ has been added!
User "Mary’ has heen added!
Add User
ftem  Username  Password cm:mﬂ{lfx:mm Policy Remark
] || in | | [None v | |
2 || || in | | [Nane (¥ | |
3 || || in | | [None (¢ || |

Upload User: Click this to enter the Upload User interface. Click the Browse button to select the text file for the

user account upload. Then click Submit to complete the upload process.

Mote: The format of each line is "ID, Password, MAC, Policy, Remark™ without the quotes.,
There must be no space between the fields and commas. The MAC field could be omitted
It the trailing comma must be retained. When adding user accounts by uploading a file,
existing accounts in the embedded database that are also defined in the data file will not he
replaced by the new ones.

Upload User Account

File Name I password policy

ID MAC remark

subrmit | | | |

( ca-:'ion,cac'ion,[][]:UU:OUI:UO:UU:UU,i,the admin ]

The uploading file should be a text file and the ( tt—:-lst,tﬁ:st,,,l?,testlngIaccount ]

format of each line is "ID, Password, MAC, |

Policy, Remark" without the quotes. There 1D p-::-llcy

password remark



must be no spaces between the fields and commas. The MAC field could be omitted but the trailing comma must
be retained. The Group field indicates policy number to use. When adding user accounts by uploading a file, the

existing accounts in the embedded database will not be replaced by new ones.

Download User: Click this to enter the Users List page and the system will directly show a list of all created

user accounts. Click Download to create a .txt file and then save it on disk.

Puolicy
Username Password MAC
Remark
1]
Andersaon Al23
1]
Mary 94001
Download
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Refresh: Click this to renew the user list.

Add Lser ][ Lpload User ][ Download Lser ][ Refresh

| |[ Search ]

Policy

Username Passworid MAC Dl All
Remark

Mane
Andersan A123 Delete

Mane
94001 Delete

g

(Total:2) First Previous Mext Last

Search: Enter a keyword of a username that you wish to search in the text filed and click this button to perform

the search. All usernames matching the keyword will be listed.

[ Add User H Upload User ][ Download User ][ Refresh

|mar5-' |[ Search ]

Policy

Username Password MAC Crel All

Remark

Fone
[ ETa 94001 Dielete

(Total 1y FEirst Previous Mext Last

Del All: This will delete all the users at once.

Delete: This will delete the users individually.

Edit User: If you want to edit the content of individual user account, click the username of the desired user
account to enter the Edit Profile page for that particular user, and then modify or add any desired information
such as “Username”, “Password”, “MAC” (option), Policy and “Remark” (optional). Then, click Apply to

complete the modification.
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User Profile

Username |Mary |*
Password [seess E
MAC | |
Policy
Remark | |

Radius Roaming Out / 802.1x Authentication: Enable the two function separately and the hyperlink of Radius
Client List.

Local User Setting

Edit Local User List

Radius Roaming Out % Enable © Disable
502.1x Authentication % Enable © Disable

Badius Client List

Click the hyperlink of Radius Client List to enter the Radius Client Configuration page. Choose the desired
type, Disable, Roaming Out or 802.1x and key in the related data and then click Apply to complete the

Radius Client Configuration

settings.

No. Type IP Address Segment Secret
1 |Roaming Out >| [10.0.0.0 | 255.0.0.0 ¢2) x| [12345878]
2 |Disable =] | | 255.255.255.255 (32 =] |

3 |Disable =] | | 255.255.255.255 (32) =] |

4 |Disable =] | | 265.255.255.265 (3) =] |

5 |Disable =] | | 255.255.255.255 ¢32) =] |

Roaming Out: This is the Radius Roaming Out function that our company cooperates with Il (Institute for
Information Industry). When you select “Roaming Out”, the local user can login from other site.

802.1x: This system support PEAP (Protracted Extensible Authentication Protocol) function. When selecting
802.1x, the system is provided with this function. 802.1x function must be used in LAN.

Authentication Method — POP3

Choose “POP3” in the Authentication Method field, the hyperlink beside the pull-down menu will become
“POP3 Setting”.
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Authentication Server - Server 1

Server Hame |Sewer 1 }"(lt; servar name
Server Status Dizahled
Postfix |P05tﬂ}{1 |’(I1S postfiz name)
Black List | Mone v|
Authentication Method POP3 w POP3 Setting
] Local User
Policy FOP3
Fadius
LOAP

VT MTDomain  [eeE -

Click the hyperlink for further configuration. Enter the related information for the primary server and/or the
secondary server (the secondary server is not required). The blanks with red asterisks are necessary

information. These settings will become effective immediately after clicking the Apply button.

Primary POP3 Server

Sener [P | Domain Name/lF)
Port I *Drefault: 1107
S5L Setting ™ Enable S5L Connection

Secondary POP3 Server

Senver [P |
Fort I
S5L Setting " Enable 35L Connection

Server IP: Enter the IP address/domain name given by your ISP.
Port: Enter the Port given by your ISP. The default value is 110.
Enable SSL Connection: If this option is enabled, the POP3s protocol will be used to encrypt the

authentication.
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Authentication Method — Radius

Choose “Radius” in the Authentication Method field, the hyperlink beside the pull-down menu will become

“Radius Setting” and there is a hyperlink of “Edit Policy Mapping” shows beside Policy.

Awthentication Server - Server 1

Senver Name |Server 1 *{lts server name)
Server Status Enabled
Postfix IF'nstﬂ}ﬂ *(lts postiix name)
Black List I Maone 'I

Authentication Methodd Radius Setting

Radius 'I
Local User
.POP3
(Hadius

: LDAP '
i 4 NTDomain

w < ceawr

Policy Edit Policy Mapping

Click the hyperlink for further configuration. The Radius server sets the external authentication for user
accounts. Enter the related information for the primary server and/or the secondary server (the secondary
server is not required). The blanks with red asterisks are necessary information. These settings will become
effective immediately after clicking the Apply button.

Radius Setting

) Enabled @ Disabled
0 Enabled @ Disabled

802 1x Authentication
Trans Full Mame
MASID

Primary RADIUS Server

Senver P

Authentication Port
Accounting Part
Secret Key
Accounting Service

Authentication Protocal

Server IP
Authentication Port
Accounting Part
Secret Key
Accounting Service

Authentication Protocal

802.1X Authentication: Enable this function and the hyperlink of Radius Client List will appear. Click the

FiDefault: 1512)

FiD efault: 1212

() Enabled @ Dizabled

PAF v

Secondary RADIUS Server

® Enahled O Disabled

CHAR
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hyperlink to get into the Radius Client Configuration list for further configuration. In the Radius Client
Configuration table, the clients, which are using 802.1X as the authentication method, shall be put into this

table. AMG-2000 will forward the authentication request from these clients to the configured Radius Servers.

Radius Client Configuration

Mo, Tupe IP Address Seqgiment Secret
1 |Disanle =] | | 265.285 265 245 (32) =] |
2 |Disanle =] | | 255.255.255 255 132) ~] |
3 |Disanle  =|| | 255.255.265 255 32y ] |
4 |Disable  =|| | 255.255.265 285 (132 ~] |
5 |Disable  =|| | 255.255.265 255 (327 =] |
6 |Disable =] | | 255.255.255.255 132) =] |
7 |Disable  =]| | 255,255,255 255 (132) =] |
8 |Disable  x|| | 255.255.255 255 (32) 7] |
9 [Disanle =] | | 255.265.265 285 a2y =] |
10 |Disable =] | | 255.255.265.255 (132) =] |

Trans Full Name: When enabled, the ID and postfix will be sent to the RADIUS server for authentication. When
being disabled, only the ID will be sent to RADIUS server for authentication.

NASID: Enter a line of characters, for example “meeting-room”, for identifying AMG-2000 itself to the RADIUS
server. Please use numbers (0 to 9), alphabets (a to z or Ato Z), dash (-), underline (_) and dot (.), and all other
letters are not allowed.

Server IP: Enter the IP address/domain name of the RADIUS server.

Authentication Port: Enter the authentication port of the RADIUS server and the default value is 1812.
Accounting Port: Enter the accounting port of the RADIUS server and the default value is 1813.

Secret Key: Enter the key for encryption and decryption.

Accounting Service: Select this to enable or disable the “Accounting Service” for accounting capabilities.

Authentication Protocol: There are two methods, CHAP and PAP for selection.
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Click the hyperlink of Edit Policy Mapping for further configuration. In Class Attribute filed, enter the class
attribute according to the setting of Radius server and assign a policy. The class attribute could be a character
string using numbers (0 to 9), alphabets (a to z or Ato Z), dash (-), underline (_) and dot (.), all other letters are

not allowed. These settings will become effective immediately after clicking the Apply button.

Policy Mapping - Server 1

" Enable * Disahle

M. Class Attribwte Policy Femark

[Policy 1 =]
[Folicy 1 =]
[Policy 1 =]
[Falicy 1 =]
[Falicy 1 =]
[Policy 1 =]
[Falicy 1 =]
fPolicy 1 =]

L, A e TN = I O R " ) . 7 R

Authentication Method — LDAP
Choose “LDAP” in the Authentication Method field, the hyperlink beside the pull-down menu will become
“LDAP Setting”.

Authentication Server - Server 1

Server Hame |Sewer 1 }‘(“S semver name)
Server Status Dizahled
Postfix |F'|:|5tﬂ}{1 }"(Hs postfix name)
Black List  None v|
Authentication Method LDAF w LOAP Setting
] Local Llser
Policy POP3
Radius

'LDAF

VAR MTDomain |

.  Clear

Click the hyperlink for further configuration. Enter the related information for the primary server and/or the
secondary server (the secondary server is not required). The blanks with red star are necessary information.

These settings will become effective immediately after clicking the Apply button.
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Primary LDAP Server

Server [P | [Domain Mame/IF)
Paort I—"(D efault: 284)
Base DN | TCH=, do=,do=)
Account Attribute | (Default: uid)

Secondary LDAP Server

server P |

Fort I

Basze DN |

Account Attribute |

Server IP: Enter the IP address or domain name of the LDAP server.

Port: Enter the Port of the LDAP server, and the default value is 389.

Base DN: Enter the distinguished name of the LDAP server.

Account Attribute: Enter the account attribute of the LDAP server.

Authentication Method — NT Domain

Choose “NTDomain” in the Authentication Method field, the hyperlink beside the pull-down menu will become

“NT Domain Setting”.

Athentication Server - Server 1

Server Hame |Senrer 1 “lts server name)
Server Status Enabled
Postfix I'] Itz postfix name)
Black List I Mone Vi
Awthentication Method MTDormain "I MT Domain Setting
i Local Liser
Palicy lpops
Radius
LDOAF

hp T

Click the hyperlink for further configuration. Enter the server IP address and enable/disable the transparent login

function. These settings will become effective immediately after clicking the Apply button.

Domain Controller

*

Server [P address

Transparent Login ¥ Enahle © Disable
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Server IP address: Enter the server IP address of the domain controller.
Transparent Login: If the function is enabled, when users log into the Windows domain, they will log into
AMG-2000 automatically.

4.2.2.Black List Configuration

The administrator can add, delete, or edit the black list for user access control. Each black list can include 40 users
at most. If a user in the black list wants to log into the system, the user’s access will be denied. The administrator

can use the pull-down menu to select the desired black list.

Black List Configuration
Select Black List : I 1:Blacklistl 'l
Name |E|Iacklist1
User Remark Delete |
aas -

{Total:1) First Prev Mext Last

Add User to List

* Select Black List: There are 5 lists to select from for the desired black list.
* Name: Set the black list name and it will show on the pull-down menu above.

* Add User to List: Click the hyperlink to add users to the selected black list.

Add Users to Blacklist Blacklist1

No Username Remark

1 r— r
2 r— r—
3 r— r
4 r— r
5 r— r
6 r— r
7 r— r
8 r— r
9 r— r
10 |— [

After entering the usernames in the “Username” blanks and the related information in the “Remark” blank (not

required), click Apply to add the users.
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User 1234  has heen added!
) Add Users to Blacklist

Add Users to Blacklist Blacklist1

Item Username Remark

1

2

i’

10

If the administrator wants to remove a user from the black list, just select the user’s “Delete” check box and

then click the Delete button to remove that user from the black list.

Black List Configuration
Select Black List : I 1:Blacklist] "|
Name |Ella|:klist1
User Remark
12345 v

{Total: 1) First Prev Mext Last

Add User to List
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4.2.3.Policy Configuration

There are 8 policies and one Global Policy in Policy Configuration. Except Global Policy, each Policy has three
profiles, Firewall Profile, Specific Route Profile, and Schedule Profile as well as Total Bandwidth, Individual

Maximum Bandwidth and Individual Request Bandwidth setting for that policy.

. Policy 1~8
Policy Configuration
Select Policy: I Policy 1 "I
Firewall Profile Setting
Specific Rowte Profile Setting
Schedule Profile Setling

Total Bandwidth IUnIimited vI
Individual Maximum Bandwidth I Unlirmited v]
Individual Request Bandwidth i Fone vI

»  Select Policy: Select Policy 1 ~ Policy 8..

Policy Configuration
Select Policy: | Paolicy 1 'l
Firew %.1-1 ) Setting
_—_ IPdlicyz | .
Specific | Policy 3 Setling
Policy 4 :
Sched Palicy 5 Setting

Total g7 21EY B [Unlimited =]
Falicy ¥

Individual Mkt gerabiath - [Uniimited ]

Indivdual Request Bandwidih iNnne vI

»  Firewall Profile
Click the hyperlink of Setting for Firewall Profile, the Firewall Profiles list will appear. Click the numbers
of Filter Rule Item to edit individual rules and click Apply to save the settings. The rule status will show

on the list. Check “ Active” to enable that rule.

Attention: Filter Rule Item 1 is the highest priority, Filter Rule Item 2 is the second priority, and so on.
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Prolicy Name: |Firewall Prafile 1

Firewall Policy

Source
Filter Rule ltemn  Active  Action Name Protocol MAC
Diestination
AR
1. = Block ALL
ANY
ANY
7} ] Block AL
AR
AR
2 = Block ALL
AN
ANY
4 ] Block AL
ANY
AR
i = Block ALL
AR
Edit Filter Rule
Rule Item: 1
Rule Name:l " Enable this Rule
Action :IE”DEK 'I Protocol |ALL T
Source MAC Addrem:l {For Specific MAC Address Filter)
Start End
Interface IP Subnet Mask Eort Bart
Source  |ALL =l | 255.255.255.255 137 || |
Destination [ALL =l | 255.255.255.255 (32) || |

Rule Item: This is the rule that you have selected.

Rule Name: The rule name can be changed here. The rule nhame can be set to easily identify, for
example: “from file server”, “HTTP request” or “to web”, etc.

Enable this Rule: After checking this function, the rule will be enabled.

Action: There are two options, Block and Pass. Block is to prevent packets from passing and Pass is to
permit packets passing.

Protocol: There are three protocols to select, TCP, UDP and ICMP, or choose ALL to use all three
protocols.

Source MAC Address: The MAC address of the source IP address. This is for specific MAC address
filter.

Source/Destination Interface: There are four interfaces to choose, All, WAN1, WAN2, LAN1~4 and
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Private LAN.

Source/Destination IP: Enter the source and destination IP addresses.
Source/Destination Subnet Mask: Enter the source and destination subnet masks.
Source/Destination Start/End Port: Enter the range of source and destination ports.
Specific Route Profile

Click the hyperlink of Setting for Specific Route Profile, the Specific Route Profile list will appear.

Profile Name:|F'D|iE3f Raoute 1 |

Specific Default Route

Enable [ ] Default Gateway: |IF' Address ‘V| | |

Destination Gateway
Routte Item

IP Address Subnet Netmask IP Address

1 | | |255.255.266.255 (32) v | | |

2 | | | 256.266.255.255 (132) v | | |

3 | | | 255.255.266.255 (32) v | | |

4 | | | |256.266.255.255 (32 (v | | |

5 | | | 255.255.266.255 (32) v | | |

6 | | | |256.266.255.255 (32 (v | | |

7 | | | 255.255.266.255 (32) v | | |

8 | | | |256.266.255.255 (32 (v | | |

9 | | | 255.255.266.255 (32) v | | |

10 | | | |256.266.255.255 (32 (v | | |

Profile Name: The profile name can be changed here.

Default Gateway: Choose an appropriate default gateway from the drop-down menu, or enter an IP address
manually into the blank. Check the “Enable” box to enable this function.

Destination IP Address: The destination IP address of the host or the network.

Destination Subnet Netmask: Select a destination subnet netmask of the host or the network.
Gateway IP Address: The IP address of the next router to the destination.

Schedule Profile

Click the hyperlink of Setting for Schedule Profile to enter the Schedule Profile list. Select “Enable” to
show the list. This function is used to restrict the time the users can log in. Please enable/disable the

desired time slot and click Apply to save the settings. These settings will become effective immediately
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after clicking the Apply button.

Profile Nalne:ISChEdU|E1 " Enabled ™ Disabled

Profile Naalne:ISChE'ﬂLllE1 & Enabled © Disabled

Login Schedule Profile

HOUR SUN MON TUE WED THU  FRI  SAT
00:00~00:59 72 7 W W W 7 v
01:00~01:59 72 73 W W W W~ W~
02:00~02:59 72 73 W W W 7 v
03:00~03:59 72 7 v v v v v
04:00~04:59 72 7 v v v v v
06:00~05:59 2 7 v v v v v
06:00~06:59 W 7 v v v v v
07:00~07:59 72 = W W W v v
08:00~08:59 72 73 W W W v v
08:00~09:59 72 [~ W W W 7 W~
10:00~10:59 72 7 W W W 7 v
11:00~11:59 72 73 W W W W~ W~
12:00~12:59 72 73 W W W 7 v
12:00~13:59 72 7 v v v v v
14:00~14:59 72 7 v v v v v
16:00~15:59 2 7 v v v v v
16:00~16:59 W 7 v v v v v
17:00~17:59 72 = W W W v v
18:00~18:59 72 73 W W W v v
18:00~19:59 72 [~ W W W 7 W~
20:00~20:59 72 7 W W W 7 v
21:00~21:59 72 73 W W W W~ W~
22:00~22:59 72 73 W W W 7 v
23:00~23:59 72 7 v v v v v

»  Total Bandwidth

Choose one bandwidth limit for that particular policy.
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Policy Configuration

Select Policy: | Falicy 1 'I

Firewall Profile Setting
Specific Rmte Profile Getting

Schedule Profile Setting

Total Bandwicth I IInlimited vI

Hnlimited
Individual Maximum Bandwiidth. |45 Khps
32 kKbps
Individual Request Bandwidih B4 Khps
128 Ebps
296 Khps
@512 kops
1 Mbps
2 Mbps
3 Mbps
5 Mbps

®0

"X Clear

Individual Maximum Bandwidth:

Choose a bandwidth for the maximum bandwidth of an individual user.

Policy Configuration
Select Policy: | Policy 1 "I
Firewall Profile Setling
Specific Rmnte Profile Setling
Schedule Profile Setting

Total Bandwidth IUnIimited vI
Individual Maximum Bandwidth I Lnlimited 'I

Idividual Request Bandwidth | 45 1ohps

32 Ebps

G4 kKhps

@128 Khps
256 kbps

512 khps

1 Mhbps

2 Mbps

3 Mbps

g Mbps

*  Clear .
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» Individual Request Bandwidth:

Choose a bandwidth for the minimum bandwidth of an individual user.

Paolicy Configuration
Select Policy: | Palicy 1 “'I
Firewall Profile Setting
Specific Route Profile Setting
Schedule Profile Setting

Total Bandwidth |Un|imited v|
Individual Maximum Bandwidth | Unlimited 'I

Indiidual Request Bandwicdth |Nc|ne v|
R “F’

2586 Khps
a812 Khps
1 Mbps —3
2 Whps

I hihps

a Mhps 2

Global Policy

»  Select Policy: Select Global to set the Firewall Profile and Specific Route Profile.

Policy Configuration

Selact Policy: | Glohal = I

Firewall Profile Setting
Specific Route Profile Setting
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»  Firewall Profile: Click the hyperlink of Setting for Firewall Profile, the Firewall Profiles list will appear.
Click the numbers of Filter Rule Item to edit individual rules and click Apply to save the settings. The

rule status will show on the list. Check “Active” to enable that rule.

Prolicy Name:lGlDbal

Firewall Policy

Source
Filter Rule tem  Active  Action Name Protocol MAC
Destination
ANY
1 C Block ALL
ANY
ANY
2 r Block ALL
AMNY
AN
3 O Block ALL
ANY
AN
4 |l Block ALL
ANY
AMY
i) r Block ALL
ANY
Edit Filter Rule
Rule Item: 1
Rule Name: | | [ Enable this Rule
Action: Protocol:
Source MAC Address: | ' (For Specific MAC Address Filter)
Start End
Interface P subnet Mask Bort Bort
Source | ALL vl || 255.265.255.255 (32) v | |
Destination | ALL vl || 255.265.255.255 (32) v | |

Rule Item: This is the rule that you have selected.

Rule Name: The rule name can be changed here.

Enable this Rule: After checking this function, the rule will be enabled.

Action: There are two options, Block and Pass. Block is to prevent packets from passing and Pass is to
permit packets passing.

Protocol: There are three protocols to select, TCP, UDP and ICMP, or choose ALL to use all three

protocols.
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Source MAC Address: The MAC address of the source IP address. This is for specific MAC address
filter.

Source/Destination Interface: There are four interfaces to choose, ALL, WAN1, WAN2, LAN1~4 and
Private LAN.

Source/Destination IP: Enter the source and destination IP addresses.

Source/Destination Subnet Mask: Enter the source and destination subnet masks.
Source/Destination Start/End Port: Enter the range of source and destination ports.

Specific Route Profile: Click the hyperlink of Setting for Specific Route Profile, the Specific Route

Profile list will appear.

Profile Name:|G|Dba| |

Specific Route Profile

Destination Gateway
Route Item
IP Address Subnet Netmask IP Address
1 | | | 255.255.255.255 (32) v | | |
2 | | | 256.266.255.255 (32) v | | |
3 | | | 255.255.255.255 (32) v | | |
4 | | |255.255.266.255 (32) v | | |
5 | | | |256.256.255.255 (32 (v | | |
6 | | |255.255.266.255 (32) v | | |
7 | | | 256.266.255.255 (32) v | | |
8 | | | 255.255.255.255 (32) | | |
9 | | | 255.255.266.255 (3) v | | |
10 | | | |256.266.255.255 (32 (v | | |

Profile Name: The profile name can be changed here.
Destination IP Address: The destination IP address of the host or the network.
Destination Subnet Netmask: Select a destination subnet netmask of the host or the network.

Gateway IP Address: The IP address of the next router to the destination.
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4.2.4.Additional Configuration

Additional Configuration

ldle Tirner:l“iI minutes  “Range: 1-1940)

User Control Multiple Login O (On-demand and RADIUS authantication do NOT support

multiple login.i

Friendly Logout ¥

Session Timeout: 120 *Range: 5-14400

Roaming Out : .
Tiiiar Idle Timeout: |1|:| *Range: 1-120)

Interim Update: |5 *Range: 1-120

Cedificate  Login Page LogoutPage Login Success Page
Login Success Page for On-Demand  Logout Success Page

Upload File

volurme 0 Enable ™ Disahble
Credit Reminder

Tirne " Enable & Disakle

POP3 Message | Edit Mail Message

Enhance Usel

Authentication Permit MAC Address List

* User Control: Functions under this section applies for all general users.
Idle Timer: If a user has been idled with no network activities, the system will automatically kick out the user.
The logout timer can be set in the range of 1~1440 minutes, and the default logout time is 10 minutes.
Multiple Login: When enabled, a user can log in from different computers with the same account. (This function
doesn’t support On-demand users and RADIUS authentication method)
Friendly Logout: When a user logs into the network, a small window will appear to show the user’s information
and there is a logout button for the logout. If enabled. When the users try to close the small window, there will be
a new popup window to confirm the logout in case the users click the logout button by accident.

* Roaming Out Timer
Session Timeout: The time that the user can access the network while roaming. When the time is up, the user
will be kicked out automatically.
Idle Timeout: If a user has been idled with no network activities, the system will automatically kick out the user.
Interim Update: The system will update the users’ current status and usage according to this periodically.

* Upload File
1. Certificate: The administrator can upload new private key and customer certificate. Click the Browse

button to select the file for the certificate upload. Then click Submit to complete the upload process.
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Upload Private Key

Upload Customer Certificate

File Haime Browse... |
_Browse.. |

File Hame Browse. .

Use Default Certificate. |

Click Use Default Certificate to use the default certificate and key.

You just overwrote the setting with default KEY & default CA file

Login Page: The administrator can use the default login page or get the customized login page by setting
the template page, uploading the page or downloading from the specific website. After finishing the setting,
you can click Preview to see the login page.

a. Choose Default Page to use the default login page.

Lagin Page Selection for Users

&% Default Page " Termplate Page
7 Uploaded Page " External Page

Default Page Setting

This is default login page for users.
You could click preview link to preview the defauk login page.
Thanks.

P reviey
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b. Choose Template Page to make a customized login page here. Click Select to pick up a color and then
fill in all of the blanks. You can click Preview to see the result first.

Login Page Selection for Users

& Default Page & Template Page
™ Uploaded Page " External Page

Template Page Setting
Color for Title Backaraund I Select (RGBvalues in hex mode)
Color for Title Text I Select (RGHvalues in hex mode)

Color for Page Backoround I Select (RGHB values in hex mode)

Color for Page Text [ select (RGBvalues in hexmode)
Title |User Login Page

Welcome |We|cume To Lser Login Page

Information |P|ease Enter Your Mame and Password to Sign In
Usernaime |Username

Password |Passwurd

Submit [submit

Clean |Clear

Remaining |Remaining

Copyright |Cumrright (]

Freview |
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c. Choose Uploaded Page and you can get the login page by uploading. Click the Browse button to select

the file for the login page upload. Then click Submit to complete the upload process.

Login Page Selection for Users

" Default Page " Termplate Page
¥ Uploaded Page " External Page

Uploaded Page Setting

File Name I Browsze. . |
Sulirmit |

Existing Image Files:
Total Capacity: 512 K
Now Used: 0 K

Upload Image Files

Upload Images I Browse. . |
Subrmit |

Previgw

After the upload process is completed, the new login page can be previewed by clicking Preview button at

the bottom.

User Login Page

Welcome To User Login Page!

Please Enter Your User Name and Password To Sign In .

®
& User Name;

Password:

&/ submit JRV Clear N JRemaining S
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The user-defined login page must include the following HTML codes to provide the necessary fields for
username and password.

=form action="us erlogin.s htmI” method="post” name="Enter”=

<input ty pe="text” name="myus ername"™>

<input type="password” name="mypassword ">

<input type="submit” name="submit™ value="Enter"-

input type="reset” name="clear” value="Clear”=
= form=

If the user-defined login page includes an image file, the image file path in the HTML code must be the

image file you will upload.

<img src="images/ xx.jpg” =

Then, enter or browse the filename of the images to upload in the Upload Images field on the Upload
Images Files page and then click Submit. The system will show the used space and the maximum size of
the image file of 512K. If the administrator wishes to restore the factory default of the login page, click the

Use Default Page button to restore it to default.

Total Capacity: 512 K
Now Used: 0 K

Upload Image Files

Upload mages l Browze. .. I
Subrnit I

After the image file is uploaded, the file name will show on the “Existing Image Files” field. Check the file
and click Delete to delete the file.

Existing Image Files :
1102474548_T32cn.gif [

In AMG-2000, the end user first gets a login page when she/he opens its web browser right after associating
with an access point. However, in some situations, the hotspot owners or MIS staff may want to display “terms
of use” or announcement information before the login page. Hotspot owners or MIS staff can design a new
disclaimer/announcement page and save the page in their local server. After the agreement shown on the page
is read, users are asked whether they agree or disagree with the disclaimer. By clicking | agree, users are able
to log in. If users choose to decline, they will get a popup window saying they are unable to log in. The basic
design is to have the disclaimer and login function in the same page but with the login function hidden until

users agree with the disclaimer.

Here we will supply the codes for this page. Please note that the blue part is for the login feature, the red part is
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the disclaimer, and the green part can be modified freely by administrators to suit the situation better. Now the
default is set to “| disagree” with the disclaimer. Administrators can change the purple part to set “agree” as the
default or set no default. These codes should be saved in local storage with a name followed by .html, such as

login_with_disclaimer.html.

<html>

<head>

<META HTTP-EQUIV="Pragma" CONTENT="no-cache">

<meta http-equiv="Content-Type" content="text/html; charset=utf-8">
<META HTTP-EQUIV="Cache-Control" CONTENT="no-cache">
<link href="../include/style.css" rel="stylesheet" type="text/css">

<title>Login</title>

<script language="javascript1.2">
var pham = document.cookie;

var disableButton=false;

function getCookie(name)

{
name +="="; /[ append '=' to name string
var i = 0; // index of first name=value pair
while (i < pham.length) {
var offset = i + name.length; // end of section to compare name string
if (pham.substring(i, offset) == name) { // if string matches
var endstr = pham.indexOf(";", offset); //end of name=value pair
if (endstr == -1) endstr = pham.length;

return unescape(pham.substring(offset, endstr));
/ return cookie value section

}
i = pham.indexOf(

, 1) +1; // move i to next name=value pair

if (i == 0) break; // no more values in cookie string

}

return null; // cookie not found

function CodeCookie(str)

{

var strRtn="";

for (var i=str.length-1;i>=0;i--)

{
65



strRtn+=str.charCodeAt(i);
if (i) strRtn+="a";
}

return strRtn;

}

function DecodeCookie(str)
{
var strArr;

var strRtn="",

strArr=str.split("a");

for(var i=strArr.length-1;i>=0;i--)
strRtn+=String.fromCharCode(eval(strArr[i]));

return strRtn;

function MM_swaplmgRestore() { //v3.0
var i,x,a=document.MM_sr; for(i=0;a&&i<a.length&&(x=a[i])&&x.0Src;i++) X.Src=x.0Src;

}

function MM_preloadimages() { //v3.0

var d=document; if(d.images){ if(!d.MM_p) d.MM_p=new Array();

var i,j=d.MM_p.length,a=MM_ preloadimages.arguments; for(i=0; i<a.length; i++)
if (a[i].indexOf("#")!=0){ d.MM_p[jl=new Image; d.MM_pl[j++].src=ali];}}

}

function MM_findObj(n, d) { //v4.01

var p,i,x; if('d) d=document; if((p=n.indexOf("?"))>0&&parent.frames.length) {
d=parent.frames[n.substring(p+1)].document; n=n.substring(0,p);}
if(!(x=d[n])&&d.all) x=d.all[n]; for (i=0;!x&&i<d.forms.length;i++) x=d.formsJ[i][n];
for(i=0;!x&&d.layers&&i<d.layers.length;i++) x=MM_findObj(n,d.layers[i].document);
if('x && d.getElementByld) x=d.getElementByld(n); return x;

}

function MM_swaplmage() { //v3.0
var i,j=0,x,a=MM_swaplmage.arguments; document.MM_sr=new Array; for(i=0;i<(a.length-2);i+=3)
if (x=MM_findObj(a[i]))!=null){document.MM_sr[j++]=x; if(!X.0Src) x.0oSrc=x.src; x.src=a[i+2];}

}
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function init(form)

{
id = getCookie("username");
if(id!="" && id!=null)
{

form.myusername.value = id;

disclaimer.style.display=";

login.style.display="none";

}

function Before_Submit(form)

{

if(form.myusername.value =="")
alert("Please enter username.");
form.myusername.focus();
form.myusername.select();

disableButton=false;

return false;

}

if(form.mypassword.value =="")

{

alert("Please enter password.");
form.mypassword.focus();
form.mypassword.select();

disableButton=false;

return false;

if(disableButton==true)

{
alert("The system is now logging you in, please wait a moment.");
return false;

}

else

{
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disableButton=true;

return true;

}
return true;

}

function reminder_onclick(form)

{
Reminder.myusername.value = form.myusername.value;
Reminder.mypassword.value = form.mypassword.value;
Reminder.submit();

}

function cancel_onclick(form)

{
form.reset();

}

function check_agree(form)

{

if(form.selection[1].checked == true)

{

alert("You disagree with the disclaimer, therefore you will NOT be able to log in.");

return false;

disclaimer.style.display="none’;

login.style.display=";

return true;

</script>

</head>
<body style="font-family: Arial" bgcolor="#FFFFFF"
onload="init(Enter);MM_preloadimages('../images/submit0.gif',"../images/clear0.gif',"../images/remaining0.gif')">
<ilayer width=&{marquee_width}; height=&{marquee_height}; name="cmarquee01">
<layer name="cmarquee02" width=&{marquee_width}; height=&{marquee_height};></layer>

<lilayer>

<form action="userlogin.shtml" method="post" hame="Enter">
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<table name="disclaimer" id="disclaimer" width="460" height="430" border="0" align="center"
background="../images/agreement.gif">
<tr>
<td height="50" align="center" valign="middle"><div align="center" class="style5">Service
Disclaimer</div></td>
</tr>
<tr>
<td height="260" align="center" valign="middle"><table width="370" height="260" border="0" align="center">
<tr>
<td>
<textarea name="textarea" cols="50" rows="15" align="center" readonly>
We may collect and store the following personal information:
e-mail address, physical contact information, credit card numbers and transactional information based on your

activities on the Internet service provided by us.

If the information you provide cannot be verified, we may ask you to send us additional information (such as your
driver license, credit card statement, and/or a recent utility bill or other information confirming your address), or to

answer additional questions to help verify your information.)

Our primary purpose in collecting personal information is to provide you with a safe, smooth, efficient, and
customized experience. You agree that we may use your personal information to: provide the services and customer
support you request; resolve disputes, collect fees, and troubleshoot problems; prevent potentially prohibited or
illegal activities; customize, measure, and improve our services and the site's content and layout; compare

information for accuracy, and verify it with third parties.

We may disclose personal information to respond to legal requirements, enforce our policies, respond to claims that

an activity violates the rights of others, or protect anyone's rights, property, or safety.

We may also share your personal information with:

members of our corporate family to help detect and prevent potentially illegal acts; service providers under contract
who help with our business operations; (such as fraud investigations and bill collection) other third parties to whom
you explicitly ask us to send your information; (or about whom you are otherwise explicitly notified and consent to
when using a specific service) law enforcement or other governmental officials, in response to a verified request
relating to a criminal investigation or alleged illegal activity; (In such events we will disclose name, city, state,

telephone number, email address, User ID history, and fraud complaints)

XXXxX participants under confidentiality agreement, as we in our sole discretion believe necessary or appropriate in
connection with an investigation of fraud, intellectual property infringement, piracy, or other unlawful activity; (In such
events we will disclose name, street address, city, state, zip code, country, phone number, email, and company
name.) and other business entities, should we plan to merge with, or be acquired by that business entity. (Should

such a combination occur, we will require that the new combined entity follow this privacy policy with respect to your
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personal information. If your personal information will be used contrary to this policy, you will receive prior notice.)

Without limiting the above, in an effort to respect your privacy and our ability to keep the community free from bad
actors, we will not otherwise disclose your personal information to law enforcement, other government officials, or
other third parties without a subpoena, court order or substantially similar legal procedure, except when we believe
in good faith that the disclosure of information is necessary to prevent imminent physical harm or financial loss or to

report suspected illegal activity.

Your password is the key to your account. Do not disclose your password to anyone. Your information is stored on
our servers. We treat data as an asset that must be protected and use lots of tools (encryption, passwords, physical
security, etc.) to protect your personal information against unauthorized access and disclosure. However, as you
probably know, third parties may unlawfully intercept or access transmissions or private communications, and other
users may abuse or misuse your personal information that they collect from the site. Therefore, although we work
very hard to protect your privacy, we do not promise, and you should not expect, that your personal information or

private communications will always remain private.

By agreeing above, | hereby authorize xxxxx to process my service charge(s) by way of my credit card.
</textarea>
</td>
<[tr>
</table></td>
</tr>
<tr>

<td height="40"><table width="170" height="20" border="0" align="center" cellpadding="2">

<tr>
<td align="left"><input name="selection" value="1" type="radio"></td>
<td><span class="style4">| agree.</span></td>
</tr>
<tr>
<td align="left"><input name="selection" value="2" checked type="radio"></td>
<td><span class="style4">| disagree.</span></td>
</tr>
</table></td>
</tr>
<tr>
<td height="30"><table width="110" height="20" border="0" align="center" cellpadding="2">
<tr>
<td width="45" align="center" valign="middle"><input name="next_button" type="button" value="Next"
onclick="javascript:check_agree(Enter)"></td>

<[tr>
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</table></td>
</tr>
<tr>

<td height="20">&nbsp;</td>
</tr>

</table>

<div align="center">
<table name="login" id="login" width="497" height="328" border="0" align="center" cellpadding="2" cellspacing="0"
background="../images/userlogin.gif'>
<tr>
<td height="146" colspan="2">&nbsp;</td>
</tr>
<tr>
<td width="43%" height="53">&nbsp;</td>
<td><input type="text" name="myusername" size="20"></td>
</tr>
<tr>
<td height="42">&nbsp;</td>
<td><input type="password" name="mypassword" size="20"></td>
</tr>
<tr>
<td colspan="2">
<div align="center">
<a onclick="javascript:if(Before_Submit(Enter)){Enter.submit();}" onMouseOut="MM_swaplmgRestore()"
onMouseOver="MM_swaplmage('Image3',","../images/submit0.gif',1)">
<img src="../images/submit.gif" name="Image3" width="124" height="38" border="0" >
<la>
<a onclick="cancel_onclick(Enter)" onMouseOut="MM_swaplimgRestore()"
onMouseOver="MM_swaplmage('Image5',","../images/clear0.gif',1)">
<img src="../images/clearl.gif* name="Image5" width="124" height="38" border="0">
</a>
<a onclick="javascript:if(Before_Submit(Enter)){reminder_onclick(Enter);}"
onMouseOut="MM_swaplmgRestore()" onMouseOver="MM_swaplimage('Image4’,","../images/remaining0.qgif',1)">
<img src="../images/remaining.gif* name="Image4" width="124" height="38" border="0">
</a>
</div>
</td>
</tr>

</table>

71



<table>
<tr>
<td width="100%">
<font color="#808080" size="2"><script language="JavaScript">if( creditcardenable == "Enabled" )
document.write("<a href=\"../loginpages/credit_agree.shtml\">Click here to purchase by Credit Card
Online.<a>");</script></font>
</td>
</tr>

</table>

</div>

</form>

<form action="reminder.shtml" method="post" hame="Reminder">
<input type=hidden name=myusername value="">

<input type=hidden name=mypassword value="">

</form>

<br>

<div align="center">

<table>

<tr>

<td width="100%">

<font color="#808080" size="2"><script language="JavaScript">document.write(copyright);</script></font></td>
</tr>

</table>

</div>

</body>

</html>
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If the page is successfully loaded, an upload success page will show up.
Successful!

You just uploaded page:default_login_with_disclaimer.html
Preview

“Preview” can be clicked to see the uploaded page.

We may collect and store the following pecsonal :J
information: _J
e=-mail address, physical contact information,

credit card number=s and transactional information
|bas=d on your activities on the Internet ssrvice
provided by us.

If the information you provide cannot be
verified, we may ask you to send us addicional
information (3uch a3 your driver license, credic
card statement, and/or a recent utilicy bhill or
other information confirming your address), or to
ansver additional questilons to help verify your
information. )

.|
:‘“ | agres

o | disagres

e

If user checks “I agree” and clicks Next, then he/she is prompted to fill in the login name and password.

User Login Page

Welcome To User Login Page!
Please Enter Your User Name and Password To Sign In .

®
&) User Name: ! |

Password: | |

&/ submit JRV Clear N JRemaining S
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If user checks “1 disagree” and clicks Next, a window will pop up to tell user that he/she cannot log in.

2
We may collect and store the following persconal _I
information:

e-mail address, physical contact information,
credit card numbers and transactional information
lbased on your activities on the Internet asrvice
provided by us,

Microsoft Internet Explorer i _,-’_CI

!E Youu disagron with the disclaimer, thersfare you wil NOT be able to log i,

1
A
i [
2 Beors SO,
- | agree
[ | dizagres.
MNad i
L i

d. Choose the External Page selection and you can get the login page from the specific website. Enter the

website address in the “External Page Setting” field and then click Apply.

Lagin Page Selection for Users

" Default Page " Template Page
" Uploaded Page % External Page

External Page Setting

External URL : I

Prewiewy |
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After applying the setting, the new login page can be previewed by clicking Preview button at the bottom

of this page.
) =100 %]
Fle EMt Vew Fyeortes Tock Help o
Fet - Q- (] (2] G| Peed Geromnn @) (5-1p "
Address | 48] htp 110,22, 226 kgrgages logn, shtml | Ele |ins®
)

User Login Fage

Walcoma To User Login Page!
Please Enter Your User Name and Password To Sign In .

[ ]
& Vser Name:

Password:

¥

E)ore R T

Please not that:

=form action="us erlogin.s htmI” method="post” name="Enter”=
<input ty pe="text” name="myus ername"™>

<input type="password” name="mypassword ">

<input type="submit” name="submit™ value="Enter"-

input type="reset” name="clear” value="Clear”=

=/form=

is needed in your HTML code to make sure the page works correctly.

3. Logout Page: The users can apply their own logout page here. The process is similar to that of Logout
Page.

Upload Logout Page

File Name | Brawss,.. |

Submit | Use Default Page |

Existing Image Files :

Total Capacity: 512 K
Now Used: 0 K

Upload mage Files

Upload mages I Browse. . |
Subimit |

Preview

The different part is the HTML code of the user-defined logout interface must include the following HTML
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code that the user can enter the username and password. After the upload is completed, the user-defined
login user interface can be previewed by clicking Preview at the bottom of this page. If want to restore the

factory default setting of the logout interface, click the “Use Default Page” button.

<form action="userdogout.shtml" method="post" name="E nter"-
< input type="text” name="myusemamse">

< input type="pa ssword™ name="ypassword™>

< input ty pe=""submit” name=""submit” v alue="Logout™>

<input type="resat” name="clear” value="Clear"-

< Forme

4. Login Success Page: The administrator can use the default login success page or get the customized login
success page by setting the template page, uploading the page or downloading from the specific website.
After finishing the setting, you can click Preview to see the login success page.

a. Choose Default Page to use the default login success page.

Login Success Page Selection for Users

& Default Page " Termplate Page
 Uploaded Page " External Page

Defaul Page Setting

This is default login success page for users.
You could click preview link to preview the default login success page.
Thanks.

Preview
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b. Choose Template Page to make a customized login success page here. Click Select to pick up a color

and then fill in all of the blanks. You can click Preview to see the result first.

Login Success Page Selection for Users

" Default Page
" Uploaded Fage

Color for Title Background
Color for Title Text

Color for Page Backoround
Color for Page Text

Title

Welcome

Information

Logout

Information2

Login Time

% Template Page
" External Page

Template Page Setting

I— Select (RGHwalues in hex mode)
I— Select (RGHvalues in hex mode)
I— Select (RGH values in hex mode)
I— Select (RGH values in hex mode)

|L0gin Succeed Page

[Hello

|F'Iease click this hutton to

|L0g0ut

|Thanky0u

|L0gin Time

Previemw |

c. Choose Uploaded Page and you can get the login success page by uploading. Click the Browse button

to select the file for the login success page upload. Then click Submit to complete the upload process.

Login Success Page Selection for Users

" Default Page
& Uploaded Page

" Template Page
" External Page

Uploaded Page Setting

File Name | Browse... |

Existing Image Files:

Total Capacity: 512 K
Now Used: 0 K

Submit |

Upload Image Files

Upload Images | Browse... |

Submit |

Prewiaw

After the upload process is completed, the new login success page can be previewed by clicking Preview
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button at the bottom.

Then, enter or browse the filename of the images to upload in the Upload Images field on the Upload
Images Files page and then click Submit. The system will show the used space and the maximum size of
the image file of 512K. If the administrator wishes to restore the factory default of the login success page,
click the Use Default Page button to restore it to default.

Total Capacity: 512 K
Now Used: 0 K

Upload Image Files

Upload mages l Browze. .. I
Subrnit I

After the image file is uploaded, the file name will show on the “Existing Image Files” field. Check the file
and click Delete to delete the file.

Existing Image Files :
1102474548_T32cn.gif [

d. Choose the External Page selection and you can get the login success page e from the specific website.
Enter the website address in the “External Page Setting” field and then click Apply. After applying the

setting, the new login success page can be previewed by clicking Preview button at the bottom of this
page.
Login Success Page Selection for Users

" Default Page " Template Page
" Uploaded Page ¥ External Page

External Page Setting

External URL : |http:is

Preview |

Login Success Page for on-demand: The administrator can use the default login success page for
On-Demand or get the customized login success page for on-demand by setting the template page,
uploading the page or downloading from the specific website. After finishing the setting, you can click

Preview to see the login success page for On-Demand.

78



a. Choose Default Page to use the default login success page for on-demand.

Login Success Page Selection for on-demand Users

@ Default Page i~ Template Page
T Uploaded Page i~ External Page
Default Page Setting

This is default login success page for on-demand users.
You could click preview link to preview the default login success page.
Thanks.

Preview

b. Choose Template Page to make a customized login success page for on-demand here. Click Select to

C.

pick up a color and then fill in all of the blanks. You can click Preview to see the result first.

Login Success Page Selection for on-demand Users

" Default Page ¥ Template Page
T Uploaded Page i External Page
Template Page Setting

Color for Title Background | Select (RGHE values in hex mode)
Color for Title Text I Select (RGHE values in hex mode)

Color for Page Backgroumd I Select (RGB values in hex maoda)

Color for Page Text I— Select (RGE values in hex mode)
Title |Lc|gin Succeed Page for on-demand
Welcome [welcome

Information |Please click this button to

Loggonrt |Lc|gc|ut

Information2 |Thank wou

Remaining Usage |Remaining IJsage

Day |Day

Hour |Hnur

Min [nin

Sec |Sec

Lagin Time |Lc|gin Tirme

Redeem [Redeem

Preview |

Choose Uploaded Page and you can get the login success page for on-demand by uploading. Click the
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Browse button to select the file for the login success page for on-demand upload. Then click Submit to

complete the upload process.

Login Success Page Selection for on-demand Users

" Default Page " Template Page
* Uploaded Page " External Page

Upload Login Success Page for on-demand

File Name | Browse. .. |
Subroit |

Existing lmage Files:
Total Capacity: 512 K
Now Used: 0 K

Upload Image Files

Upload Images Browse. .. |
Submit |

Preview

After the upload process is completed, the new | login success page for on-demand can be previewed by

clicking Preview button at the bottom.

Then, enter or browse the filename of the images to upload in the Upload Images field on the Upload
Images Files page and then click Submit. The system will show the used space and the maximum size of
the image file of 512K. If the administrator wishes to restore the factory default of the login success page for

on-demand, click the Use Default Page button to restore it to default.

Total Capacity: 512 K
Now Used: 0 K

Upload Image Files

Upload mages | Browze. .. I
Subrnit I

After the image file is uploaded, the file name will show on the “Existing Image Files” field. Check the file
and click Delete to delete the file.

Existing Image Files :
1102474548_T32cn.gif [
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d. Choose the External Page selection and you can get the login success page for on-demand e from the
specific website. Enter the website address in the “ External Page Setting” field and then click Apply.

After applying the setting, the new login success page for on-demand can be previewed by clicking
Preview button at the bottom of this page.

Lagin Success Page Selection for on-demand Users

 Default Page " Template Page
" Uploaded Page % External Page

External Page Setting

External URL: |hitp:i

P resi ey |

Logout Success Page: The administrator can use the default logout success page or get the customized
logout success page by setting the template page, uploading the page or downloading from the specific
website. After finishing the setting, you can click Preview to see the logout success page.

a. Choose Default Page to use the default logout success page.

Logout Success Page Selection for Users

& Default Page " Tarmplate Page
" Uploaded Page " External Page

Default Page Setting

This is default logout success padge for Users.
You could click preview link to preview the default logout success page.
Thanks.

Previgwy
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b. Choose Template Page to make a customized logout success page here. Click Select to pick up a color

and then fill in all of the blanks. You can click Preview to see the result first.

Logowt Success Page Selection for Users

" Default Page ¥ Template Page
" Uploaded Page " External Fage
Template Page Setting

Color for Title Backaround | Select (RGBwvalues in hex mode)
Color for Title Text I Select (RGHwvalues in hex mode)

Color for Page Backoground I Select (RGHE values in hex mode)

Color for Page Text | Select (RGHE values in hex mode)
Title |Lugnut8ucceed Page
Information |Lug|:|ut successiully

Freview |

c. Choose Uploaded Page and you can get the logout success page by uploading. Click the Browse

button to select the file for the logout success page upload. Then click Submit to complete the upload

process.

Logowt Success Page Selectionfor Users

" Default Page " Template Page
* Uploaded Page " External Page

Upload Logowut Success Page

File Name I Browsze. . |
Submit |

Existing Image Files:

Total Capacity: 512 K
Now Used: 0 K

Upload Image Files

Upload Images Browsze. . |
Submit |

Preview

After the upload process is completed, the new logout success page can be previewed by clicking Preview
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button at the bottom.

Then, enter or browse the filename of the images to upload in the Upload Images field on the Upload
Images Files page and then click Submit. The system will show the used space and the maximum size of
the image file of 512K. If the administrator wishes to restore the factory default of the logout success page,

click the Use Default Page button to restore it to default.

Total Capacity: 512 K
Now Used: 0 K

Upload Image Files

Upload mages | Browze. .. I
Subrnit I

After the image file is uploaded, the file name will show on the “Existing Image Files” field. Check the file
and click Delete to delete the file.

Existing Image Files :
1102474548_T32cn.gif [

d. Choose the External Page selection and you can get the logout success page from the specific website.
Enter the website address in the “ External Page Setting” field and then click Apply. After applying the
setting, the new logout success page can be previewed by clicking Preview button at the bottom of this
page.

Logowut Success Page Selection for Users

" Default Page i Template Page
" Uploaded Page ¥ External Page

External Page Setting

External URL: |hitp./

Presigwy |
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¢ Credit Reminder: The administrator can enable this function to remind the on-demand users before their credit
run out. There are two kinds of reminder, Volume and Time. The default reminding trigger level for Volume is

1Mbyte and the level for Time is 5 minutes.

volume @ Enabled € Disable
|1 Mbwte  *(Range: 1-10; Default: 1)
Tima & Enabled  Disable

|5 minutes  =Range: 1-30; Default: 5

Credit Reminder

* POP3 Message: If a user tries to retrieve mail from POP3 mail server before login, the users will receive a
welcome mail from AMG-2000. The administrator can edit the content of this welcome mail.

Edit Mail Message

<!DQCTYPE HTML PUELIC "=//W3C//DTD HTHL ﬂ
4.0 Transitional//EN">

<HTHL><HEAD>

<META HTTP=-EQUIV="Content-Type"
CONTENT="text/html; charset=us-ascii™>
</HEAD>

<EODT>

<DIV>

<DIV>

<FCONT face="Times New Roman"™ size=6>
<BTRONG>We loome ' </ 3TRONG:

</ FONT>

</ DIV

<DIV>

<FONT sige=4><STRONG:></STRONG>

</ FONT:> -

Text

* Enhance User Authentication: With this function, only the users with their MAC addresses in this list can log
into AMG-2000. There will only be 40 users allowed in this MAC address list. User authentication is still required
for these users. Please enter the Permit MAC Address List to fill in these MAC addresses, select Enable, and

then click Apply.

MAC Address Control

" Enabled ' Disahled
Item MAC Address Item MAC Adidress
1 l— 2 ]
3 [ 4 ]

(Total40) First Prev Mest Last

Caution: The format of the MAC address is: XX:XX: XX XX XX:XX OF XX-XX-XX-XX-XX-XX.




4.3. AP Management

AMG-2000 supports to manage up to 12 access points (AP), and they can be configured in this section. This section
includes the following functions: AP List, AP Discovery, Manual Configuration, Template Settings, Firmware

Management and AP Upgrade.

System | User i AP P Hetwork

Liilities

. Configuration |

._Management . Configuration

AP Management

. — -
( i = AP Management
( AP Discovery \ The list shows the current AP summary including type, name, IF,
> AP List MAC and online status. It also provide the operation for each AP on
s - — reboot, enable, disable, delete, apply 3 new template, and to do
C Mgtk Eortiguraan ==y further examination ar detailed configuration.
= This discovery function is to detectthe unmanaged AP s within LARS
( Template Settings 3 AP Discovery and assign the dgswed IFs _fo_r the futur_e rmanagement. With the AP
access information,  administrator iz able to manually  or
c FIPTTINU AT e Manauemeiit automatically discover AP on the selected LAM{S).
Administrators who are familiar with the new AP can set it up
R Manual Configuration  manually by filling in the necessary information. There are three
( REFARE: _J templates from the drop-down box that can be chosen.

Administrators can edit template settings here. These templates
Template Settings are saved and can be used in "Manual Configuration” and "AP
Discoveny sections.

This page lets administrators manage firmwares and shows each
firmweare's functions. Administrators can upload new firmwares and
have & choice of deleting or downloading already uploaded
fifrmwares.

Firmware Management

Shows names and wersions of the original firmwares and the time
they were upgraded. Administrators can choose a firmware version
from the drop-down box to upgrade APs. Several AP upgrades can
he processed simultaneously by checking the upgrade boxes.

&0

AP Upgrade

4.3.1.AP List

All of the AP under the management of AMG-2000 will be shown in the list. The AP can be edited by clicking the
hyperlink of AP Name and the AP status can be got by clicking the hyperlink of Status.

AP List
P
I AP Type AP Name Status
MAC

10171.1.129 iRl

O WAP-0006 HEWDEY-00002 AL
S O0:0E:2E- 7 C-AAFE Enabled

104711130 Citdiia

r WAP-0006 MEVDEY-00003 e
= O0:0E:2ETC:BS 1A Enabled

Rehnntl Enabile | Dizsahle | Deletel Apply Template

(Total: 2y First Prev Mext Last

You can check any AP and then click the button below to Reboot, Enable, Disable and Delete the checked AP.

85



AP List

P
r AP Type AP Name Status

MAC
1047111249 Onling
W WAP-0006 HEWDEW-00002 L
O0:0E: 2E:7 C:AAFE Enabled
100171.1.130 Online
O WYAR-01006 HEYYDEW-00003 T
O00E 2ETC:ES 1A Enabled

Reboaot | Enabile | Dizsahle | Delete | Apply Template

(Total: 23 First Prev Mext Last
Click Apply Template to select one template to apply to the AP.
‘2 http://10.2.3.171 - AMG-2000 - Microsoft Internet Explorer |0l =l
|TEru1F'LATE3 vI AFPFPLY CAMCEL
Template: TEMPLATES
SSID aprmaot
Channel 11
Transmisstion Rate | Auto
Security Disahled
|&] Dore I_I_I_I_I_lﬂ Internek 4
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¢ AP Name

Click AP Name and enter the interface about related settings. There four kinds of settings, General Settings,

LAN Interface Setting, Wireless Interface Setting and Access Control Setting. Click the hyperlink to go on
the configuration.

General Settings
Mame HEWDEY-00002
Setting Remark Maone

Firmware 1.20

LAN Interface Setting

P 192.168.2.2

.
=

Maode Static [P

Wireless Interface Setting
SSID | apmot
Wireless LAN Channel | 11

Security Type  Disabled

Access Control Setting

Status | Disabled
Access Control Maode | Allowed

Mumber of MAC
Addresses

» General Setting: Click Setting to enter the General Setting interface. You can revise the AP Name,

Admin Password and Remark. Besides, you can see the firmware information here.

General Settings

Name [NEWDEY-00002

Admin Password !1 234

Remark |

Firmware 1.20
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» LAN Interface Setting: Click LAN to enter the LAN Settings page. Input the data of LAN including IP
Address, Subnet Mask and Default Gateway of the AP.

LAN Settings
IP Address |1 92.168.22 i
Subnet Mask |255.255.255.D i
Default Gateway [0.0.0.0 *

» Wireless Interface Setting: Click Wireless LAN to enter the Wireless Interface Setting page. The data of

Properties and Security need to be filled in.

SsIiD
SSID Broadcast
Channel

Transmission Mode

Transmission Rate
CTS Protection
Properties

Fragment Threshold

FTS Threshold

Beacon Interval {ims)

Preamble Type

1APP

Security Type
Security
WEP

Properties

Wireless

|apmgt

|Enah|e *I

N

|ru1i}{ed vI
|Aum vi

(Drefault: Auto; Range: from 4 to 54 Mbps)

|Disahle vI

(Drefault: Disabile)

|2346
(Drefault: 23458; Range: from 256 to 234687

[2347
(Crefault: 2347; Range: from O to 2347

[100
(Crefault: 100; Range: from 20 to 1024 mseac)

|L|:|ng vI

(Drefault: Long)

|Enah|e *I

(Drefault: Enable)

[Disable =] ™ a02.1x Authentication
Authentication Type IEII::th vI

e SSID: The SSID is the unique name shared among all APs in a wireless network. The SSID must be the

same for all APs in the wireless network. It is case sensitive and has a maximum length of 32 bytes.

e SSID Broadcast: Select this option to enable the SSID to broadcast in your network. When configuring

the network, you may want to enable this function, but make sure to disable it when you finished. With

this enabled, someone could easily obtain the SSID information with the site survey software and get

unauthorized access to your network. With this disabled to increase network security and prevent the

SSID from being seen on networked.

e Channel: Select the appropriate channel from the list to correspond with your network settings; for
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example, 1 to 11 channels are suitable for the North America area.

Transmission Mode: There are 3 modes to select, 802.11b (2.4G, 1~11Mbps), 802.11g (2.4G, 54Mbps)
and Mix mode (b and g).

Transmission Rate: The default is Auto. Available range is from 1 to 54Mbps. The rate of data
transmission should be set depending on the speed of your wireless network. You can select from a
range of transmission speed or you can keep the default setting, Auto, to make the Access Point
automatically use the fastest rate possible.

CTS Protection: The default value is Disable. When select “Enable”, a protection mechanism will
decrease collision probability when many 802.11g APs exist simultaneously. However, performance of
your 802.11g APs may decrease.

Fragment Threshold: Breaking a packet into smaller units when transmitting over a network medium
that cannot support the original size of the packet.

Beacon Interval (ms): Enter a value between 20 and 1000 msec. The default value is 100 milliseconds.
The entered time means how often the beacon signal transmission between the access point and the
wireless network.

Preamble Type: The length of the CRC (Cyclic Redundancy Check) block for communication between
the Access Point and roaming wireless adapters. You can select either Short Preamble or Long
Preamble.

IAPP: Inter Access-Point Protocol is designed for the enforcement of unique association throughout a
ESS (Extended Service Set) and for secure exchange of station’s security context between current

access point (AP) and new AP during handoff period.

Security: There are four kinds of security type, WEP, WPA, WPA2 andWPA2 MIXED for selection.

Disable: Choose this type, there is no any encryption used but 802.1x Authentication and
Authentication Type. For Authentication Type, you can choose Open System, Shared Key or Both
according to the settings of the AP and Client. Check 802.1x Authentication to enable this function and

enter the related data, if necessary.

Security Type |Di55”3|E 'I [T 202 1y Authentication

Security

WEP Authentication Type | Both -]

Qpen Systern
1 Shared Key
J nppy X Clear Boih
security Type  [Disable  ¥] W 802.1x Authentication

WEP Authentication Type IEIDTh -]

Security Radius Server

[= [

s Port [ra12

Secret |

WEP: WEP uses an encryption key that automatically encrypts outgoing wireless data. On the receiving

side, the same encryption key enables the computer to automatically decrypt the information so it can
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be read. Select Authentication Type (Open System, Shared Key or Both), Key Length (64 bits or 128

bits), Key Index (Keyl~Key4) and then input the Key. Check 802.1x Authentication to enable this
function and enter the related data, if necessary.

Security Type |WEF' "I ¥ 202.1xauthentication

Authentication Type |E|Dth 'I
Key Lenath |E4 hits vI

KeyFormat |ASCI =

Key Index |KE¥1 'I
Keyl |key01
Security Key2 Ikeyﬂz

Key3 |key03

Keys [keyld

WEP

Radius Server
P |

802 1%

Port [1812

Secret I

WPA: WPA is Wi-Fi's encryption method that protects unauthorized network access by verifying network

users through a server. Select 802.1x or WPA-PSK security type and enter the related information
below.

Security Type WP = |wra-psk =]
Security
WPA-PSK Passphrase/PEK I
THIP IPaasphraae vl
Security Tvpe WPA j | B021x j
Radius Semer
Security IF |
s Pan [ra12
Secret |
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*  WPA2: Wi-Fi Protected Access version 2. The follow on security method to WPA for Wi-Fi networks that
provides stronger data protection and network access control. Select 802.1x or WPA-PSK security type

and enter the related information below. WPA2 only can use AES encryption type.

Security Type  [WiPAZ x| |wPa-pPsk |

Security I

WPA-PSIL FPassphrase/PSk
AES [Fassphrase =]
Security Type WPA2 S | ELFRE T
Fadius Server
Security IF I
e Port [ra13
Secret I

* WPA Mixed: If you want to use TKIP and AES encryption type at the same time, you can choose this

security type. Select 802.1x or WPA-PSK security type and enter the related information below.

Security Type  [WPA2 Mixed x| [WPA-PSK ¥]

Security I
WPA-PSK Fassphrase/P Sk
IPassphrase vI
Security Type WPAZ Mixed ¥][8021% =]
Fadius Serer
Security IF I
e Port [ra1z
Secret |
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» Access Control Setting: In this function, when the status is “Enabled”, only these clients which MAC
addresses are listed in the list can be allowed to connect AMG-2000. When “Disabled” is selected, all

clients can connect AMG-2000. The default is Disabled.

Access Control

Status |Enadled ~|
Disabled
MAC Adidress List
1 |oo:00:00:00:00:00 1 2 00:00;00:00:00:00 b
3 | loxouooooooon |4 | [00:00:00:00:00:00 |
5 |00:00:00:00:00:00 i B D0:00:00:00:00:00 |
7 |00:00:00:00:00:00 | 8 00:00:00:00:00:00 |
g |00:00:00:00:00:00 ! 10 |00:00:00:00:00:00 |
11 00:00.00:00:00:00 | 12 |00:00:00:00.00:00 |
13 |00:00:00:00:00:00 | 14 |00:00:00:00:00:00 |
15 00:00:00:00:00:00 | 16 |00:00:00:00:00:00 |
17 00-00:00:00:00:00 | 18 |00-00:00:00:00:00 |
19 00:00:00:00:00:00 | 20 |00:00:00:00:00:00 |

Status

After clicking the hyperlink of Status, you can see the basic information of the AP including AP Name, AP Type,
LAN MAC, Wireless LAN MAC, Up Time, Report Time, SSID, Number of Associated Clients and Remark.
In the below of the AP Status Detail, there are the related detailed information, System Status, LAN Status,

Wireless LAN Status, Access Control Status and Associated Client Status.

AP Status Suimmary
AP Name MEWDENM-00002
AP Type WAP-0006
LAN MAC
Wireless LAN MAC
Up Time [
Report Time I
SsID [45A
Numbei af Associated 0
Clients
Remark
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AP Status Detail
System Status
LAN Status

Wireless LAN Status

Access Control Status

Associated Client Status

» System Status: The table shows the information about AP Name, AP Status and Last Reporting Time.

System Information

AP MName MEWDEY-00002
AP Status onling
Last Reporting Time 2006-06-2810:27:37

» LAN Status: The table shows the information about IP Address, Subnet Mask and Gateway.

LAN Interface
IP Address 192.168.2.2
Subnet Mask 2552552550
Gateway 0000

> Wireless LAN Status: The table shows all of the related wireless information.

Wireless lnterface

Up Time Oday.Oh:dm:32s
SS5ID apmot
Beacon Interval (ms) 100
RETS Threshold 2347
Channel 11
Transmission Rate Auto
Preamble Type Long Freamble
IAPP Enabled
Security WEP

» Access Control Status: The table shows the status of MAC of clients under the control of the AP.
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Status

Status

0o:00:00:00:00:01
00:00:00.00:00:03
00:00:00:00:00:05
o0:oo:00:00:00:07
00:00:00:00:00:09
00:00:00:00:00:11
00:00:00:00:00:13
00:00:00:00:00:15
00:00:00:00:00:17
00:00:00:00:00:19

Access Control

Disabled

Access Control

Enahled

Control List

00:00:00:00:00:02
00:00:00:00:00:04
00:00:00:00:00:06
00:00:00:00:00:08
00:00:00:00:00:10
00:00:00:00:00:12
00:00:00:00:00:14
00:00:00:00:00:16
00:00:00:00:00:18
00:40:96:A1:AF:dd

» Associated Client Status: The table shows the clients connecting to the AP and the related information of

the client.
Client List
No MAC User TX Packet REX Packet Rate F'ov\!'e-l Expirmiop
I (5} (5} Saving countdoewn
1 00:02:8afdaaad MA 2 f 11 i [n] 200
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4.3.2.AP Discovery

Use this function to detect and manage all of the APs in the network segments.

AP Discovery
et Private LaM [ Base P[19216821 | pootgizefiz
RN Lar1 -4 7 Baze IPW Fool BizeFQ_
AP Type | WAP-0006
P Addresg StartiP |192.1EB.2.1

AP Access Range  engip| [razies 21 Discaver |

ID fadmin

Passwoaord |1234
Auto-Discovery Status | Disabled Configure |

Discovered AP List

MAC Address Hame IP Address Password Template Add

(Total 0% First Prev Mest Last

* To discover AP manually, please fill in the required data.
» Interface: Check Private LAN or/and LAN1~4 and enter the Base IP and Pool Size (the discovered APs
will be configured to use IP address among the pool).
» AP Access: Input the IP Address Range (the default is 192.168.2.1/192.168.2.1), ID (the default is
admin) and Password (the default is 1234) of the AP.
Then click the Discover button and the APs match the given settings will show in the list below. If the IP address
you set is used, there will be a warning message showing up, please change the IP range on Base IP or Pool
Size and then click Discover again. For the desired AP, input the desired Name and password, if changed for
AP admin, select one template, check it and then click Add to add it under the managed list. (About the template,

please see 4.3.4 Template Settings).

AP Discovery
LAN1~4 T aase|P|192.158.1.1 Pnn|5ize|12
Interface
Private LAM M Base |P|192.1ES.2.1 Fool 5;29!12
AP Type | WAP-0006
P Address Start 1P 1192.168.2.1
Range
AP Access 8 EndIP [162.168.2.1 Discovar |
o |admin
Passward |1234
Auto-Discovery Status  Disabled Conflgure |
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Unavailable IP range. The following IP addresses have been used. Flease change the P
range-on Bage IF or Pool Size,

Interface IP Address MAC Address
Private LAMN 192.168.2.1 0011 6R:30:858:63
AP List
MAC Adidress Mame IP Adidress Password Template Add

(Total: ) First Prev Mext Last

When the matched AP is discovered, it will show up in the list below and be given a new IP address as you set

(ex: 192.168.2.2). Check the Add box to add the AP and it will be listed to the AP list.

AP Discovery
LANT~4 [T Bage P [192.168.1.1 Posisize[12
Interface
Private LAN W Base [P [192.168.2.2 Pool Size |12
AP Type  WWAP-O00R
P Address Start IP |192.1EE.2.1
Range g
AP Access EndIP [192.168.2.1 sk |
D |admin
Pasgword | [1234
Auto-Discovery Status | Disahbled Canfigure |
AP List
MALC Address Hame IP Aildress Passworil Template Add
00:11:6B:30:8563 |NEWDEV—DDD 192.168.2.2 1234 TEMF'LATE1;I I

iTotal: 13 FEirst Prev Mext Last

Last discovery was at 2006 June 28, 13:49:40.

Click Configuring to go on the related configuration. For the details, please refer to 4.3.1 AP List.

AP List
P
O AP Type AP Name Status
MAC
192168.2.2 )
E WirsP-0006 HEWDEY-00001 Configuring

00:11:68:30:85:63

Feboot | Enable | Dizahle | Delete | Apply Template

(Total: 1) First Prev MNext Last

Auto-Discovery: click Configure to enter Auto-Discovery interface to go on related configuration.
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Interface

AP Access

Auto-Discovery

AP Discovery

Private LAN [T Base P |182.168.2.1

LaNT~4 [T Bage P [192.168.1.1
AP Type | WAP-00DB
startIP| [192.168.2.1

IF Address
Range

EndIP [102168.2.1

D |admin

Password | |1234

Status | Disabled

Fool Size |1 2
Fool Size |1 2

Discover |

Coanfigure |

The Interface and AP Access configuration is the same as the settings mentioned above. For the

Auto-Discovery Status, when you enable this function, the system will scan once every 10 minutes or the time

you set. If any AP is discovered and “Auto-Add AP” enabled, it will be assigned an available IP from the IP pool

set within the interfaces and applied with the selected template.

Interface

AP Access

Ato-Discovery

Auto-Discovery

Private LAN T | pase IP [192.168.2.1

LaNT~4 [ Base P [192.168.1.1

AP Type | VWAP-0006

P Address | StatlP | [T92168.21

Range | gngip | [192.168.21
1D |admin

Fasgswaord |1234

& Enable ¢ Disable

|1IZI rminutes vI

Auto-Add AP Enable % Disahle

|TErI.I1F'L.ﬂ-.TE1 vI

Interval
Status

Template
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4.3.3.Manual Configuration
The AP also can be added manually. Input the related data of the AP and select a Template. Then click ADD, the AP

will be added to the managed list.

Manual Configuration

AP Type WAP- 0006
AP Name |
Admin Password [1234
APIP [192.168.2.1
AP MAC |
Remark |

Template |TErI.I1F'Lﬂ-.TE3 Vi

(/ Add ]

4.3.4.Template Settings

Template is a model that you can copy it to every AP and not necessary to configure the AP individually. There are

three templates provided and click Edit to go on configuration.

Template Settings

AP Type WAP-D00E
Editl
Template Settings ITEMPmTE1 'i

TEMPLATE

TEMPLATEZ |
TEMPLATEZ

Before configure the template, you can copy the configuration mode of a AP to the template by selecting a Source

AP, and you don’t have to configure the template from the beginning and can just revise some settings for demand.
If you don’t want to copy, please select NONE. Input the Template Name and Template Remark and click the
hyperlink of Template ID to go on configuration.

Template Edit

Template ID| 1

Template Name |TEMF'LATE1

Source AP |Mone =]

Template Remark |Temp|ate 1
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Template Edit

Template ID| 1

Template Name |TEMF'LATE1

Source AP [Mone

e

Template Remark NED EW-00001

After entering the interface, you can revise the configuration for demand and change administrator’s password.

About other function settings, please refer to 4.3.1 AP List.

Reset |

General
Subnet Mask i255.255.255.ﬂ =
Default Gateway [0.0.0.0 *
Wireless

SSiD

SSID Broadcast Enable =

Channel

Transmission Mode || Mixed D

Auto .
(Drefault: Auto; Range: fram 1 to 54 fbps)

Transimission Rate

!

Disable =
(Drafault: Dizable)

|2346
(Lrefault: 2346; Range: from 256 to 22468)

CTS Protection
Properties

Fragment Threshold

RTS Thieshold 12347

(Default, 2347, Ranga: from O to 2347

{100

(Dafault: 100; Range: from 20 1o 1024 meac)

Preamble Type [Long =]

(Default: Longh

(Default: Enabla)

Security Type |Dlsable '| ™ 802.1% Authentication
WEP Authentication Type [ Both =l

Beacon Interval (ins)

Security
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11

13

15

17

19

Access Control

Status |D|sah|ad 'I

MAC Address List

[no:00:00:00:00:00

{o0:00:00:00:00:00

[oo:00:00:00:00:00

[oo:00:00:00;00:00

{o0:00:00:00:00:00

10

{o0:00:00:00:00:00

Te

{o0:00:00:00:00:00

14

{00:00:00:00:00:00

16

{oo:00:00:00:00:00

18

{00:00:00:00:00:00

4.3.5.Firmware Management

In this function, you can upload the AP’s firmware and also can download the present firmware to the local or delete

it.

AP Type
WA P-0006

20

Preloaded Firmware

Firmware Upload

File Name

[E:m

File Name

Checksum

Firmware List

Version

100

[00:00:00:00:00:00

{00:00:00:00:00:00

[o0.00:00:00:00:00

[00.00:00:00:00:00

{o0:00:00:00:00:00

{00:00:00:00:00:00

{00:00:00:00:00:00

[o0:00:00:00:00:00

{00:00:00:00:00:00

{00:00:00:00:00:00

Yersion

1.22

Drowinload

Size

Delete



File Download N x|

Do pow want to zave thiz file?

"3i Mame: as00_Firmware. rom
Type: Unknown File Type, 670 KB
From: 10.2.3.112

harm your computer. [f you do not truzt the source, do not zave this

@ “while files from the Internet can be uzeful, zome files can potentially
file. "What's the risk?

4.3.6.AP Upgrade

Check the APs which need to be upgraded and select the upgrade version of firmware, and then click Apply to

upgrade firmware.

AP List
AP Hame Current Version Last Upgrading Time Uparade Version  Uparade
AAFR-129 1.20 MR I 'I 3
B51A-130 1.20 PR I 'I | |
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4.4. Network Configuration

This section includes the following functions: Network Address Translation, Privilege List, Monitor IP List,

Walled Garden List, Proxy Server Properties, Dynamic DNS and IP Mobility..

System |

User | ' AP Hetwork
.. Configuration

| Authentication \__Configuration

Network Configuration

ﬁetwork Address Translation |
-

Netwiork Configuration
( EﬁTilege List Network Address AMG-2000 provides 3 types of network address translation: Static
- Translation Assignments, Public Accessible Server and IP/Port Redirect.
( Monitor IP List Privilege List Systerm provides Privilege 1P Address List and Privilege MAC
> Address List Svstern will MOT authenticate those listed devices.

Systermn can maonitor up to 40 network devices online status with an
Manitor IP List aption to add them as public access servers via HTTP ar HTTRPS.
s ——— " Even under MAT mode, after added the devices as public access
( Proxy Server Properties J seners, the devices can be accessed by clicking the hypertext.

Upto 20 hosts' URL could be defined in YWalled Garden List. Clients

( Walled Garden List

( Dynamic DIS Wallled batgentist may access these URL without authentication.
"
AMG-2000 supports up to 10 external proxy servers.
( 1P Mobility ™ p;?g::;::' Systemn can redirect traffic to external proxy server into built-in proxy
- ! sener,
Dymamic DNS AMG-2000 supports dynamic DMNE (DDRS) feature.
IP Mobility System supports [P PRP Configuration.

@0

4.4.1.Network Address Translation

There are three parts, DMZ, Public Accessible Server and Port and IP Redirect, need to be set.

Metwork Address Translation

DMZ {Demilitarized Zone)

Public Accessille Server

Port and IP Bedirect

e DMZ (Demilitarized Zone)
DMZ allows administrators to define mandatory external to internal IP mapping, hence a user on WAN side
network can access the private machine via the external IP (similar to DMZ usage in firewall product). There are
40 sets of static Internal IP Address and External IP Address available. If a host needs a static IP address to
access the network through WAN port, set a static IP for the host. First choose whether to enable Internal IP
Address by checking the box and inputting an Internal IP Address under Automatic WAN IP Assignment. Then
input Internal IP Address and corresponding External IP Address under Static Assignments, and choose an
External Interface from the drop-down menu. These settings will become effective immediately after clicking the

Apply button.
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Automatic WAN IP Assignment

Enable Internal IP Address External IP Address External Interface
u | | 10.2.3.174 VAN
Static Assignments
ftem Internal IP Address External IP Address External Interface
1 | | | | | WANT v

2 | | | | | WANT v

3 | | | | | WANT v

4 | | | | | WANT v

5 | | | | | WANT v

B | | | | | WANT v

7 | | | | | WANT v

8 | | | | | WANT v

9 | | | | | WANT v

10 | | | | | WANT v

Public Accessible Server

This function allows the administrator to set 40 virtual servers at most, so that the computers not belonging to
the managed network can access the servers in the managed network via WAN port IP of AMG-2000. Please
enter the “External Service Port”, “Local Server IP Address” and “Local Server Port”. According to the
different services provided, the network service can use the TCP protocol or the UDP protocol. In the Enable
column, check the desired server to enable. These settings will become effective immediately after clicking the

Apply button.
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Public Accessible Server

ftem 5:32;";';" L°°;':I§:;:§' = Local Server Port Type  Enable
| | | 5y | O
2 || | | oitoe |
s || | | 6 e | O
o | | ::ZE'; m
s | | | 5 1op | ©
o | | | &tom | ©
L | | S | O
o | | | o |
s | | | ek
1w | | :SE; O

(Total 403 First Prev Mext Last

Port and IP Redirect

This function allows the administrator to set 40 sets of the IP addresses at most for redirection purpose. When
the user attempts to connect to a destination IP address listed here, the connection packet will be converted and
redirected to the corresponding destination. Please enter the “IP Address” and “Port” of Destination, and the
“IP Address” and “Port” of Translated to Destination. According to the different services provided, choose

the “TCP” protocol or the “UDP” protocol. These settings will become effective immediately after clicking

Apply.
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Destination Translated to Destination
ftem Type
IP Address Port IP Address Port

TCF
LUDF

TCP
UDP
TCP
LDP
TCP
UDP
TCF
LUDF
TCP
UDP
TCP
LDP
TCP
UDP
TCF
LUDF

TCP
UDP

0| | | |

(Total:40) First Prew Mext Last

h
D000 DD 000D 8 0D

4.4.2.Privilege List

There are two parts, Privilege IP Address List and Privilege MAC Address List, need to be set.
Privilege List

Privileqge IP Address List

Privilege MAC Address List

* Privilege IP Address List
If there are some workstations belonging to the managed server that need to access the network without
authentication, enter the IP addresses of these workstations in this list. The “Remark” blank is not necessary
but is useful to keep track. AMG-2000 allows 100 privilege IP addresses at most. These settings will become

effective immediately after clicking Apply.
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Pivilege IP Address List

tem Privilege IP Addiess Remark
1 I

Warning: Permitting specific IP addresses to have network access rights without going through standard

authentication process at the LAN1~LAN4 port may cause security problems.

* Privilege MAC Address List
In addition to the IP address, you can also set the MAC address of the workstations that need to access the
network without authentication in this list. AMG-2000 allows 100 privilege MAC addresses at most.
List can be created manually-- enter the MAC address (the format is xx:xx:xx:xx:xx:xx) as well as the remark

(not necessary). These settings will become effective immediately after clicking Apply.

Privilege MAC Address List

tem MAC Address Remark

‘I I I

Warning: Permitting specific MAC addresses to have network access rights without going through standard

authentication process at the LAN1~LAN4 port may cause security problems.

4.4.3.Monitor IP List

AMG-2000 will send out a packet periodically to monitor the connection status of the IP addresses on the list. If the
monitored IP address does not respond, the system will send an e-mail to notify the administrator that such
destination is not reachable.

Enter an IP Address, then click Apply and these settings will become effective immediately. Click Monitor to check

the current status of all the monitored IP. The system provides 40 IP addresses at most on the “Monitor IP List”.
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ftem Pratocol IP Address Link ftem Protocol IP Address Link
1 |ntp =] [10471.1.129 Add| 2 |htte x| [10.471.1.130 M
3 . [zza | [add| ¢ [ntto =] | Add
5 | add| & [nte =] | add |
7 fnte x| | add| = |ntp x| | Add
5 [htte =] | add| 10 [rte =] | add
1 |hin x| | Add| 12 |ntte =] | Add
13 [hte =] | add| 14 [nte =] | Add |
15 |nttp x| | Add| 16 |nte x| | Add
17 [nte =] | add| 18 [rte =] | ﬂl
19 [ntp x| | Add| 20 |ntte | | Add

(Totaldly Eirst Prew MNext

Click Monitor to monitor the IP addresses listed in the Monitor IP List. The Monitor IP result page shown as below

—
el

a5

will appear. In the Result column, green light means the IP address is alive and reachable. On the other hand, red

light means the IP address is not reachable now. The administrator can understand the some networking devices by

Monitar IP result

this feature.

Mo IP Address Result
1 10.171.1.129 @
2 10.171.1.130 .
3 1234 @

On each monitored item with a WEB server running, you may add a link for the easy access by selecting a protocol,
http or https, and click the Add button. After clicking Add button, the IP address will become a hyperlink, and then
the administrator can easily access the host when the administrator is from WAN interface and the system is running

in NAT mode by clicking the hyperlink. Click the Del button to remove this link setting.
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ftem Protocol IP Address Link Kem Protocol IP Address Link
1 [htn =] 104711129 Bel|l 2 [ho =] [roa711130 Add
3 |htip j. [1.23.4 (Add| 4 .|http ﬂ-|  add
s [ 5 | ] o [ ] A
7 [htte j'| .ﬂl 8 llhﬂp j.|  add
g [hitp j'| 'M 10 llhttp ﬂ.| 'ﬂ|
11 |http j.|  add 12.|h’rtp ﬂ-|  add
13 [t j'| .M 14 llhﬂp j.| .ﬂ|
15 |hitp j'| add] 18 llhttp j.|  add
17 [htte j.| .M 18 .lh’rtp j-| .ﬂ
19 |http j'| add| 20 llhttp j.|  add
(Totald0) First Prev Next Last
S

4.4.4 \Walled Garden List

This function provides some free services to the users to access before login and authentication. Up to 20
addresses or domain names of the websites can be defined in this list. Users without the network access right can
still have a chance to experience the actual network service free of charge. Please enter the website IP Address or

Domain Name in the list and these settings will become effective immediately after clicking Apply.

tem Adires Item Adilres
1 [ 2 [
3 [ 4 [
5 [ B [
7 [ 8 |
g [ 10 |
1 [ 12 [
13 [ 14 [
15 [ 16 |
17 [ 18 |
18 [ 20 |

Caution: To use the domain name, the AMG-2000 has to connect to DNS server first or this function will not work.
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4.4.5.Proxy Server Properties

AMG-2000 supports Internal Proxy Server and External Proxy Server functions.

External Proxy Server

em Server IP Port

1 | |
: | |

10 | |

Internal Proxy Server

Built-in Proxy Server " Enahle ™ Dizable

* External Proxy Server: Under the AMG-2000 security management, the system will match the External Proxy
Server list to the end-users’ proxy setting. If there isn’'t a matching, then the end-users will not be able to reach
the login page and thus unable to access the network. If there is a matching, then the end-users will be directed
to the system first for authentication. After a successful authentication, the end-users will be redirected back to
the desired proxy servers depending on various situations.

* Internal Proxy Server: AMG-2000 has a built-in proxy server. If this function is enabled, the end users will be
forced to treat AMG-2000 as the proxy server regardless of the end-users’ original proxy settings.

Note: To see more details about setting up proxy servers, please read Appendix 8 and Appendix 9.

109



4.4.6.Dynamic DNS

AMG-2000 provides a convenient DNS function to translate a domain name to the IP address of WAN port that helps
the administrator memorize and connect to WAN port. If the DHCP is activated at WAN port, this function will also

update the newest IP address regularly to the DNS server. These settings will become effective immediately after

clicking Apply.
Dynamic DNS
DDNS  Enable  Disable
Provider | DynDNS org(Dynamic) x|

Host name |

UsernameE-mail |

PasswordHey |

* DDNS: Enabling or disabling of this function.

* Provider: Select the DNS provider.

* Host name: The IP address/domain name of the WAN port.

* Username/E-mail: The register ID (username or e-mail) for the DNS provider.

* Password/Key: The register password for the DNS provider.

4.4.7.1P Mobility

AMG-2000 supports IP PNP function.
IP Mobility

IP PNP " Enahle

At the user end, you can use any IP address to connect to the system. Regardless of what the IP address at the user

end is, you can still authenticate through AMG-2000 and access the network.
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4.5. Utilities

This section provides four utilities to customize and maintain the system including Change Password,

Backup/Restore Settings, Firmware Upgrade and Restart.

System | | User | "li"- AP | | Hetwork s i S
.. Configuration | '\ Authentication / |\ Management / | Configuration AT

E=) Utilities

( Change P.assword

Utilities

t.BackUPJRBS‘DTB Settings _J Change Password  Change the administration password.

= - -, Backup/Restore Backup and restore systemn seftings. Administrator may also reset
( I AT T T S Settings system settings to factary default

= Firmware Upgrade  Update AMG-2000 firrmware,
( Restart |

-
Restart Restart the system.

0

4.5.1.Change Password

AMG-2000 supports three accounts with different access privileges. You can log in as admin, manager or operator.
The default password and access privilege for each account are as follow:
Admin: The administrator can access all configuration pages of the AMG-2000.
User Name: admin
Password: admin
Manager: The manager can only access the configuration pages under User Authentication to manage the user
accounts, but has no permission to change the settings of the profiles for Firewall, Specific Route and Schedule.
User Name: manager
Password: manager
Operator: The operator can only access the configuration page of Create On-demand User to create and print out
the new on-demand user accounts.
User Name: operator

Password: operator

The administrator can change the passwords here. Please enter the current password and then enter the new

password twice to verify. Click Apply to activate this new password.
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Change Admin Password

Old Password | }(
Hew Password | }(
Verify Password | }(

Change Manager Password

Hew Password | Ix

Verify Password | Ix

mm

Change Operator Password

Hew Password | Ix

Verify Password | Ix

mm

Caution: If the administrator’s password is lost, the administrator’s password still can be changed through the text

mode management interface on the serial port, console/printer port.
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4.5.2.Backup/Restore Settings

This function is used to backup/restore the AMG-2000 settings. Also, AMG-2000 can be restored to the factory

default settings here.
[Backup current system settings]

[Restore system settings]

File Hame | Browse... |

[Reset to the factory-default settings]

@

* Backup current system settings: Click Backup to create a .db database backup file and save it on disk.

File Download L x|

Do you want to open or zave thiz file?

“,';] Mame: 20050303.db

Type: Data Base File
From: 10.2.3.70

Open Save | Cancel I

v Always ask before opening this type of file

“wehile files from the Intemet can be uzeful, some files can potentially
harm your computer. If you da not truzst the zource, do not open or
zave thiz file. What's the risk?

* Restore system settings: Click Browse to search for a .db database backup file created by AMG-2000 and
click Restore to restore to the same settings at the time the backup file was created.

* Resetting to the factory-default settings: Click Reset to load the factory default settings of AMG-2000.
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4.5.3.Firmware Upgrade

The administrator can download the latest firmware from website and upgrade the system here. Click Browse to
search for the firmware file and click Apply to go on with the firmware upgrade process. It might be a few minutes
before the upgrade process completes and the system needs to be restarted afterwards to make the new firmware
effective.

Mote: For inaintenance issues, we strongly recommend you backup system settings hefore

upagrading firmware.

Firmware Upgrade

Current Version 1.00.81

File Hame Browse... I

Warning: 1. Firmware upgrade may cause the loss of some of the data. Please refer to the release notes for the
limitation before upgrading the firmware. 2. Please restart the system after upgrading the firmware. Do
not power on/off the system during the upgrade or the restart process. It may damage the system and

cause it to malfunction.

4.5.4 Restart

This function allows the administrator to safely restart AMG-2000 and the process should take about 100 seconds.
Click YES to restart AMG-2000; click NO to go back to the previous screen. If you need to turn off the power, we

recommend you to restart AMG-2000 first and then turn off the power after completing the restart process.

Do you want to Restart AMG-20007?

Caution: The connection of all online users of the system will be disconnected when system is in the process of

restarting.
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4.6. Status

This section includes System Status, Interface Status

, Current Users, Traffic History, and Notification

Configuration to provide system status information and online user status.

Systemn

User
\_Configuration

entication

AP

| |

@ status

System Status

Interface Status System Status

)

-

Glotiﬁcation Configuration 3

Current Users Interface Status

alalals

Traffic History Current Users

Traffic History

Notification
Configuration

\ Mansgement /4

i Network =
AN connguration ) Utilities Status

Status

Display current systerm settings.

Display WAR 1, WAN 2 LANT~4, Private LAMN conflgurations and
status.

Dizplay online user information including: Username, P, MAC,
packet count, byte count and idle time. Administrator may also kick
autany on-line uger from here,

Display detail usage information by day. A minimum of 3 days of
history can be logged in the system volatile mermary.

There are three email accounts available to be set for receiving
Manitar IP report, Trafiic History, On-demand User Log, and AP
status change.

External 8YSLOG server can be configured here.

@0

4.6.1.System Status

This section provides an overview of the system for the

administrator.

System Status

Current Firmware Version
System Name
Home Page
Syslog server-Traffic History
Syslog server-On demand User log
Proxy Server
Friendly Logout
Warning of Iiternet Disconnection
WAN Failover
Remote Management IP

Management
SNMP

1.01.01
AP Management Gateway
hitp:iasane levell coms
Pl EA TR,
RN
Dizabled
Enahled
Dizabled
Dizabled
0.0.0.00.0.00

Disabled
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Retained Days 3 days

History MiA
Email To R
PR,
NTP Server ftock.usno.nawy.mil
Time
Date Time 20081 0/05 14:05:35 +0800
ldle Timer 10 Min{s)
User
IMultiple Login Disahled
Preferred DNS Servel 10.2.3.203
DNS
Alternate DNS Servel 168.95.1.1
The description of the table is as follows:
ltem Description

Current Firmware Version

The present firmware version of AMG-2000

System Name

The system name. The default is AP Management

Gateway

Home Page

The page the users are directed to after initial login

Success.

Syslog server-Traffic History

The IP address and port number of the external Syslog

Server. N/A means that it is not configured.

Syslog server-On demand User log

The IP address and port number of the external Syslog

Server. N/A means that it is not configured.

Proxy Server

Enabled/disabled stands for that the system is currently

using the proxy server or not.

Friendly Logout

Enabled/disabled stands for the setting of
hiding/displaying an extra confirmation window when

users click the logout button.

Warning of Internet Disconnection

Enabled/Disabled stands for the connection at WAN is
normal or abnormal (Warning of Internet
Disconnection) and all online users are

allowed/disallowed to log in the network.

WAN Failover

Show WAN Failover status of WAN1 and WAN2

Remote Management IP

The IP or IPs that is allowed for accessing the

management interface.

Management
SNMP Enabled/disabled stands for the current status of the
SNMP management function.
) ) The maximum number of days for the system to retain the
History Retained Days

users’ information.
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The up to three email addresses that the traffic history,
Email To monitor IP report, on-demand user log, or AP status will be
sent to.
NTP Server The network time server that the system is set to align.
Time
Date Time The system time is shown as the local time.
The number of minutes allowed for the users to be
Idle Timer ) .
inactive.
User
Enabled/disabled stands for the current setting to
Multiple Login ) ) )
allow/disallow multiple logins form the same account.
Preferred DNS Server [IP address of the preferred DNS Server.
DNS
Alternate DNS Server |IP address of the alternate DNS Server.

4.6.2.Interface Status

This section provides an overview of the interface for the administrator including WAN1, WAN2, LAN1~LAN4 Port
and Private Port.

Interface Status
MAC Address 00:90:0B:07 6093
WAN1 IP Address 10.2.3.90
Subnet Mask 255.255.255.0
Modle MAT
MAC Adidress 00:90:0B:07:60:91
LANT-4
IP Address 192.168.1.254
Subnet Mask 285,265,205
Status Enabled
WINS IP Address IR
DHIi_ijll?N'E;‘lnl?.I:tfel Start IP Addvess 18216811
End IP Address 1921681100
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Lease Time 1440 Min{s)

Mode MAT
MAC Address 00:90:0B:07 D92
Private LAN
IP Address 192.168.2.254
Subnet Mask 2652552550
Status Enabled
WINS IP Address PIA
Dﬂ?ﬁ“&'}i‘: Start IP Address 192.166.2.1
End IP Address 192.168.2.100
Lease Time 1440 Min{s)
Item Description
MAC Address The MAC address of the WAN1 port.
WAN1 IP Address The IP address of the WANL1 port.

Subnet Mask

The Subnet Mask of the WANL port.

MAC Address

The MAC address of the WAN2 port.

WAN2 IP Address

The IP address of the WAN2 port.

Subnet Mask

The Subnet Mask of the WAN2 port.

Mode The mode of the LAN1~4 port.
MAC Address The MAC address of the LAN1~4 port.
LAN1~4
IP Address The IP address of the LAN1~4 port.
Subnet Mask The Subnet Mask of the LAN1~4 port.
Enable/disable stands for status of the DHCP server on
Status
the LAN1~4 port.
The WINS server IP on DHCP server. N/A means that it is
WINS IP Address ]
LAN1~4 not configured.

DHCP Server Start IP Address

The start IP address of the DHCP IP range.

End IP address

The end IP address of the DHCP IP range.

Lease Time Minutes of the lease time of the IP address.
Private LAN Mode The mode of the private port.
MAC Address The MAC address of the private port.
IP Address The IP address of the private port.
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Subnet Mask The Subnet Mask of the private port.

Enable/disable stands for status of the DHCP server on
Status ]
the private port

WINS IP Add The WINS server IP on DHCP server. N/A means that it is
i ress
Private LAN not configured.

DHCP Server Start IP Address  |The start IP address of the DHCP IP range.

End IP address The end IP Address of the DHCP IP range.

Lease Time Minutes of the lease time of the IP address.

4.6.3.Current Users

In this function, each online user’s information including Username, IP, MAC, Pkts In, Bytes In, Pkts Out, Bytes
Out, Idle, Source AP and Kick Out will be shown. Administrator can force out a specific online user by clicking the
hyperlink of "Logout”,, and check the user access AP status by click the hyperlink of the AP name for “Source AP”. .

Click Refresh is to update the Current Users List page.

Current Users List

Lisernaime Pkis In Byies In Sowmce AP
ltem Idle
IP MAC Pkts (it Bytes Cat Kick Ot
07 s1 ey 338553 AAFE-129
1 72
10.171.1.2449 00:40:96A1:AF:0D 733 TH3T3 Logout

Click the Source AP to get the information of all associated client of the source AP.

Client List
No MAC User ID TX Packet | BX Packet Rate ow'er Expirﬂticr!I
(s} (s} Saving countdown
1 0040:96:81 afdd 02gs 138 422 54 Yes 266

4.6.4.Traffic History

This function is used to check the history of AMG-2000. The history of each day will be saved separately in the
DRAM for 3 days.
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[rate

Traffic History

2007-01-05

Size (Byte)

sl

Date

Date

[Date

On-demand User Log

Roaming Out Traffic History

2007-01-05

2007-01-0%

Roaming In Traffic History

2007-01-05

Size (Byte)

Size (Byta)

Size (Byte)

234

106

112

Caution: Since the history is saved in the DRAM, if you need to restart the system and also keep the history, then

please manually copy and save the information before restarting.

If the History Email has been entered under the Notification Configuration page, then the system will

automatically send out the history information to that email address.

* Traffic History

As shown in the following figure, each line is a traffic history record consisting of 9 fields, Date, Type, Name, IP,

MAC, Pkts In, Bytes In, Pkts Out, and Bytes Out, of user activities.

2005-03-22
2005-03-22
2005-03-22
2005-03-22
2005-03-22

24
]
132

+0B00
+0B00
+0B00
+0E00
+0800

* On-demand User Log

Type
LOGIN
LOGOUT
LOGIN
LOGOUT
LOGIN

Traffic History 2005-03-22

Name

userl@local .
userl@local .
user2@local .
uzer@local .
userl@local .

tw
tw
tw
tw
tw

192
192
192
192
192,

IF
168.
168,

168.
168,

1
il
168.1.
.
1

.143
.142

143

.143
2L

Phis In Bytes In Pkts Out Bytes Out

oW oW o

1]
252
1]
252
0

(=1

1]
252
1]
252
1]

As shown in the following figure, each line is a on-demand user log record consisting of 13 fields, Date, System

Name, Type, Name, IP, MAC, Pkts In, Bytes In, Pkts Out, Bytes Out, Expiretime, Validtime and Remark, of

user activities.
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On-demand User Log 2005-03-22

Date Sﬁ;ﬁﬁgﬂ Type Mame P hAC PES Bylfrt]es %ktu? B%’;is Expiretime Validtime Remark
EE;EEDEQH MY ico Create_OD_UserP4SP (0.0.0.000:00:00:00:00:000 O (R 2N feme RISV
EEZEEDSEH Y vice Create_OD_User&2H6 0.0.0.000:00:00:00:00:000 O (R 20020325 Wome: P 2=
EEZEEDSEE Y ioe Create_OD_User886D 0.0.0.000:00:00:00:00:000 O 00 IONEAEY lhene Bl

* Roaming Out Traffic History
As shown in the following figure, each line is a roaming out traffic history record consisting of 14 fields, Date,
Type, Name, NSID, NASIP, NASPort, UserMAC, SessionlD, SessionTime, Bytes in, Bytes Out, Pkts In,
Pkts Out and Message, of user activities.

Roaming Qut Traffic History 200503-22
Date Type Name MNASID MASIE NASPort UsertdAC sessionlD sessionTime Bytes In Bytes Out Pkis In Pkis Qut Message

. Roaming In Traffic History
As shown in the following figure, each line is a roaming in traffic history record consisting of 15 fields, Date,
Type, Name, NSID, NASIP, NASPort, UserMAC, UserlP, SessionID, SessionTime, Bytes in, Bytes Out,
Pkts In, Pkts Out and Message, of user activities.

Roaming In Traffic History 2005-03-22
Date Type Name NASID MASIF NASPort LsertAC UserlP SessionlD SessionTime Bytes In Bytes Out Plds In Pkts Out Message

4.6.5.Notify Configuration

AMG-2000 can automatically send the notification of Monitor IP Report, Traffic History, On-demand User Log
and AP Status to up to 3 particular e-mail addresses. Enter the related information and select the desired items and

then apply the settings.
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E-miail Notification Configuration

send To Monitor IP Traffic Cn-demand AP
Feport History User Log Status
|casper.wu@yahnn.cnm.hﬁx ™l r I
| felix@armail.com W r v -
| | | [=] ]
Interval |1 Hour ;| |1 Hour j |1 Haur ;‘ A,
Send Test Email Send I Send | Send I Send |
Send From |casper.wu@vahuu.cnm.hﬁr
SMTP |smtp.mai|.vahnn.cnm.hﬁx

Aurth Method I Mone *"I

Syslog Configuration

Traffic History Ip [10.2.3.219 Port |514

On-demand User Log  |F |1D.2.3.2I]3 Port |514

Send To: You can set up to 3 e-mail addresses to receive the notification. These are the receivers’ e-mail
addresses. There are four kinds of notification to selection -- Monitor IP Report, Traffic History, On-demand
User Log and AP Status, check which notification you want to receive.

Interval: The time interval to send the e-mail report.

Send Test Email: To test the settings immediately.

Send From: The e-mail address of the administrator in charge of the monitoring. This will show up as the
sender’s e-mail.

SMTP: The IP address of the sender’'s SMTP server.

Auth Method: The system provides four authentication methods, Plain, Login, CRAM-MD5 and NTLMv1, or
“None” to use none of the above. Depending on which authentication method you select, you have to enter
the Account Name, Password and Domain.

NTLMv1 is not currently available for general use.

Plain and CRAM-MD5 are standardized authentication mechanisms while Login and NTLMv1 are Microsoft
proprietary mechanisms. Only Plain and Login can use the UNIX login password. Netscape uses Plain.
Outlook and Outlook express uses Login as default, although they can be set to use NTLMv1.

Pegasus uses CRAM-MD5 or Login but you are not able to configure which method to use.
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E-mail Notification Configuration

Monitor IP Traffic On-demand AP
fend.To Feport History User Log Status
|casper.wu@vahuu.cnm.w | " m W
|felix@ornail.com e C 3 C
| | [ [ [
Interval |1 Hour j |1 Huour j |1 Hour j FliA
Send Test Email Send | Send I Send | Send |
Send From lcasper.wu@yahuu.cnm.hﬁx
SMTP |5mtp.mai|.yahnn.cum.hﬁx
Auth Method
Sy|Login 1]
CRAM-MD5
Traffic History P [10.2.3 [NTLA1 Part (514
On-demand User Log IP |1D.2.3.2E|3 FPart |514

Syslog Configuration: Enter the IPs and Ports of the Syslog server to receive system events including Traffic

History and On-demand User Log.

Sysleg Configuration
Traffic History Ip [10.2.3.218 Part |514
Cin-demand User Log = |1D.2.3.2I]3 Faort |514
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4.7. Help

On the screen, the Help button is on the upper right corner.

Click Help to the Online Help window and then click the hyperlink of the items to get the information.

Online Help

Overview
System Configuration
System Information
WAN Configuration
LANT & LANZ Configuiation
LANT & L AN4 Configuration
Wireless Configuration
Security (Wireless Security Configuration - WEP)
Advance {(Advanced Wireless Configuration)
User Authentication
Authentication Configuration
802.1x authentication configuration
802.1x
WPA w/B02.1x
WPA PSK
Authentication Server configuration
Local User Setting
POP3 Configuration

RADIUS Configuration
LDAD ¢ anfiimation
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5. Appendix A -- Console Interface

Via this port to enter the console interface for the administrator to handle the problems and situations occurred

during operation.

1. To connect the console port of AMG-2000, you need a 2] %
console, modem cable and a terminal simulation Fort Settings |

program, such as the Hyper Terminal.

2. If you use Hyper Terminal, please set the parameters
as 9600,8,n,1.

Bitz per zecond: | 3600 Ll

Drata bits: I a LI

Parity: lNone ;i
Stop bt .
Flows contral; INDne LI

Festore Defaults |

] I Cancel | Apply |

Caution: the main console is a menu-driven text interface with dialog boxes. Please use arrow keys on the

keyboard to browse the menu and press the Enter key to make selection or confirm what you enter.

3. Once the console port of AMG-2000 is connected properly, the console main screen will appear automatically. If
the screen does not appear in the terminal simulation program automatically, please try to press the arrow keys,
so that the terminal simulation program will send some messages to the system and the welcome screen or the
main menu should appear. If you are still unable to see the welcome screen or the main menu of the console,

please check the connection of the cables and the settings of the terminal simulation program.

LevelOne AMG-2Z000 Basic Configuration
FPlease select funhctions:

Utilities for network debugging
IFss=worcd Change admin password

Beset Feload factory default

Bestart Festart LevelCOne AMG-Z000
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Utilities for network debugging

The console interface provides several utilities to assist the Administrator to check the system conditions

and to debug any problems. The utilities are described as follow:

YV V V V

>

LevelOne AMG-Z2000 Configuration Ucility
Please select utility:

I3 ING Fing host [(IF)

race Trace routing path

EhowlF Display interface settings
whowRT Display routing table
whowiREP Display ARP table

WnTime Display system up time
Ertatus Check service status

Eatfe et device into 'zafe mode!
ITE Synchronize clock with NTP server
IEMESZ Frint the kernel ring buffer
hiain Main menu

Ping host (IP): By sending ICMP echo request to a specified host and wait for the response to test
the network status.

Trace routing path: Trace and inquire the routing path to a specific target.

Display interface settings: It displays the information of each network interface setting including the
MAC address, IP address, and netmask.

Display the routing table: The internal routing table of the system is displayed, which may help to
confirm the Static Route settings.

Display ARP table: The internal ARP table of the system is displayed.

Display system up time: The system live time (time for system being turn on) is displayed.

Check service status: Check and display the status of the system.

Set device into “safe mode”: If administrator is unable to use Web Management Interface via the
browser for the system failed inexplicitly. Administrator can choose this utility and set AMG-2000
into safe mode, then administrator can management this device with browser again.

Synchronize clock with NTP server: Immediately synchronize the clock through the NTP protocol
and the specified network time server. Since this interface does not support manual setup for its
internal clock, therefore we must reset the internal clock through the NTP.

Print the kernel ring buffer: It is used to examine or control the kernel ring buffer. The program helps
users to print out their bootup messages instead of copying the messages by hand.

Main menu: Go back to the main menu.

Change admin password

Besides supporting the use of console management interface through the connection of null modem, the

system also supports the SSH online connection for the setup. When using a null modem to connect to

the system console, we do not need to enter administrator’s password to enter the console management

interface. But connecting the system by SSH, we have to enter the username and password.

The username is “admin” and the default password is also “admin”, which is the same as for the web
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management interface. You can use this option to change the administrator’s password. Even if you
forgot the password and are unable to log in the management interface from the web or the remote end of

the SSH, you can still use the null modem to connect the console management interface and set the

administrator’s password again.

Caution: Although it does not require a username and password for the connection via the serial port, the same
management interface can be accessed via SSH. Therefore, we recommend you to immediately change the

AMG-2000 Admin username and password after logging in the system for the first time.

. Reload factory default
Choosing this option will reset the system configuration to the factory defaults.

. Restart LevelOne AMG-2000
Choosing this option will restart AMG-2000.

127




6. Appendix B -- Network Configuration on PC

After AMG-2000 is installed, the following configurations must be set up on the PC: Internet Connection Setup and
TCP/IP Network Setup.

* Internet Connection Setup

If the Internet Connection of this client PC has been configured as use local area network already, you can skip

this setup.

. =181
4 Windows 9x/2000 Fle Edt View Favortes Tools Help |

. a=pack - = - (2] | Qisearch Folders (BHstory | 5 05 K w0 | -

1. Choose Start > Control Panel > Internet Options. | jasrss [ coralrane =l 0w |

v B @ @ 7

[ Accessbiity  Add/Remove  AddjRemove Administrative  Date/Time
Control Panel Options Hardware Programs

o @ A q

Folder Options  Fonts

and connections settings

R

Internet Options
Configures your Internet display

Display

Controllers
windows Update
Windowss 2000 Support T
windows 2000 Support =5 @
Keyboard Mouse  Metworkand  Phone and  Power Options
Dikup Co...  Madem ..,
® a2 4
Printers Regional  Scanners and  Scheduled  Sounds and
Options Cameras Tasks Multimedia
System Usersand  WMware Tools pr
Pacsiminn s =

|cConfigures your Internet display and connections settings 1L My Computer

Internet Properkties 21l

General I Security I Content  Conneckions IPrograms I Advanced I

-
E ’El Use the Internet Connection Wizard ko
== conneck your compuker bo the Internet,

— Dial-up settings

2. Choose the “Connections” label, and then click

Setup.

Add...

Remove |
Sethings. .. |

= Dial whenever a network conmection is nob present
= plways dial rmy. defaulk conmeckion

CUrrEnE [Hore Sek Drefault I

% ever dial & connection

—Local Area Metwork (LAM) settings

L&M Settings. .. |

ok I Cancel I Apply I

Internet Connection Wizard ﬂ

Welcome to the Internet
Connection Wizard

3. Choose “l want to set up my Internet connection

manually, or | want to connect through a local

The Internet Connection wizard helps you connect your computer
to the Intemet. You can use this wizard to set up a new or
existing Intemet account.

Area network (LAN)", and then click Next.

| want to sign up for a new Intemet account. [My telephone line
iz connected to my modem. )

7 | want to transfer my existing Intermet account ta this computer
[My telephone line is connected ta my modem.)

| want to et up my Intemet connection manually, or | want to
connect through a local area network, [LAN],

Ta leave your Intermet settings unchanged. click Cancel

Tolearn more about the Intemet. click Tutarial Tutarial

128 <Back‘i Next > I’ Cancel
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“
4. Choose “I connect through a local area network S X

Setting up your Internet connection

(LAN)” and click Next.

If pou have an Intemnet service provider account, pou can uge pour phone line and a modem
ta connect tait. |f pour computer is connected to a local area network (LA&M], you can gain
access to the Internet over the LAN

How do pou connect ta the Intemnet?

| connect thraugh a phane line and a modem

% | connect through a local area netwark, [LAN)

<Back‘| Next > I’ Cancel |

TS

5. DO NOT choose any option in the following LAN ]

Local area network Internet configuration

window for Internet configuration, and just click Next.

Select the method pou waould like to use ta configure wour prosy settings. If you are not
sure which option to select, select automatic discovery or contact your network,
administiator. Automatic configuration may overide marual sstfings. To ersurs the use
of manual gettings, disable automatic configuration.

Automatic Configuration
[~ Autamatic discoven of prow server [recommended]

™ Use automatic configuration script

pdess |

[~ Manual Prosy Server

< Back (INexl ﬁl Cancel |

e —

ard x|

Set Up Your Internet Mail Account

ternet Connection

6. Choose “No”, and click Next.

An Internet mail program is installed on pour computer, Internet mail allows you to
receive and send e-mail messages.

To successfully set up your Internet mail account, you must have sieady signed up for
an e-mail account with an Internet service provider and obtained important connection
information. |f you are migzing any information the wizard asks pou to provide, contact
your Internet service provider

Do you want ko gt up an Intemet mail account now?

e

ternet Connec x|

Completing the Internet Connection
Wizard

7. Finally, click Finish to exit the Internet Connection
‘You have successfully completed the Intemet Connection wizard.
Your computer is now configured to connect to your Intemet
account,

Wizard. Now, the set up has been completed.

After you close this wizard, you can connect to the
Internet at any time by double-clicking the Internet
Explorer icon on your desktop.

O To connect to the Intemet immediately, select this box and then
click Finish.

To elose the wizard, click Finish
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4 Windows XP

2. Choose Start > Control Panel > Internet Option.

3. Choose the “Connections” label, and then click

Setup.

4. Click Next when Welcome to the New Connection

Wizard screen appears.

5. Choose “Connect to the Internet” and then click

Next.
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B Control Panel

File Edit Wiew Favorites Toos Help

=]
'lfl

Address |3 Control Panel

7

B Swicch ko Categary View

See Also

& ‘windows Update
@) Help and Support

T D s [ rlders ]

& = W P

Accessibility  Add Hardware  Addor  Administrstive Date and Time
Options Remav...

)

Control Panel

B\ v @ e

Display  Folder Options Farits

Contrallers

D @ b
= O @ §
Keyboard Mouse Metyaork Phone and  Power Options

Connections Modem ...

e @ 8B B 9

Printers and  Regional and  Scannersand  Scheduled  Sounds and
Faxes Language ...  Cameras Tasks  Audio Devices

¥ O e @

Speech System  Taskbar and User Accounts YMware Tools

v B

~

Internet Properties

To set up an Internet connection, click

Setb
Lo

Drial-up and Virtual Private Metwaork, zettings

Choose Settings if vou need to configure a proxy
servet For a connection,

Local Area Metwork, [LAN] zettings

LAM Settings do not apply ta dial-up connections.
Choose Settings abowe for dial-up settings.

LaM Settings...

[ % ] [ Cancel ]

New Connection Wizard

Welcome to the New Connection
Wizard

This wizard helps vou:

* Connect to the Intemet.

* Connect to a private network, such as pour workplace
network.

* Setup a home or small office network.

To continue, click Nest.

New Connection Wizard

Hetwork Connection Type

' Cancel

what do you want to do? @

0u can browse the Web and read email.

() Connect to the network at my workplace
Connect to a business network [uzsing dial-up or YPM] 20 pou can work from home,
a field office, or another location

() Set up a home or small office network
Connect to an existing home or small office network or et up a new one.

(O Set up an advanced connection

Connect directly to anather computer using your senal, parallel, or infrared port, or
et up this computer g0 that other computers can connect to it

T —
[ <ﬁac( ” Mext » ]D Cancel
—




6. Choose “Set up my connection manually” and

then click Next.

7. Choose “Connect using a broadband
connection that is always on” and then click

Next.

8. Finally, click Finish to exit the Connection

Wizard. Now, you have completed the setup.
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New Connection Wizard

Getting Ready
The wizard iz preparing ta zet up vour Intemet connection.

How do you want to connect ta the Intermet?

ternet service providers [I5Pz]

will need your account name, password, and a
phione number for pour ISP. For a broadband account, you won't need a phone
number.

() Use the CD | got from an ISP

P ———
[ <ﬁacl( ” Mest » ]D Cancel
——

New Connection Wizard

Internet Connection
How da you want to connect to the Intemet?

() Connect using a dial-up modem
Thiz type of connection uses a modem and a regular or ISDM phone line.

dhand b

(") Connect using a b that

password

a uger name and

Thisz is a high-speed connection uging either a DSL or cable modem. Your ISP may
refer to this type of connection as PPPoE.

15 T T ;
connection. |t is always active, and doesn't require you to sign in.

e
[ < Back (” Mest » l) Cancel
I

New Connection Wizard

)

Completing the New
Connection Wizard

YYour broadband connection should already be configured
and ready to use. If your connection is not working
properly, click the following link.

Learn mare about

To cloze thiz wizard, chick Finizh.

[ < Back ” Finizh l} Cancel
v




TCP/IP Network Setup

In the default configuration, AMG-2000 will assign an appropriate IP address to a client PC which uses DHCP to
obtain IP address automatically. Windows 95/98/2000/XP configures IP setup to “Obtain an IP address

automatically” in default settings.

If you want to check the TCP/IP setup or use a static IP to connect to AMG-2000 LAN port, please follow the

following steps:

€ Check the TCP/IP Setup of Window 9x/ME

1. Choose Start > Control Panel > Network.

2. Choose “Configuration” label and select “TCP/IP >
AMD PCNET Family Ethernet Adapter (PCI-ISA)”,
and then click Properties. Now, you can choose to

use DHCP or specific IP address.

3-1. Using DHCP: If you want to use DHCP, please
choose “Obtain an IP address automatically” on
the “IP Address” label and click OK. This is also
the default setting of Windows. Then, reboot the

PC to make sure an IP address is obtained from
AMG-2000.
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E3 Control Panel =[=]
JE\\E Edit  Wiew Go Favorites Help |
L R 2 K .
ol Forvard Up Cut Copy  Paste Undo | Delete Fropeties | Views
JAngEss I@ Control Panel j
Accesshilty  AddNew  Add/Remove  Date/Time
Options Hardware Programs
Control
Panel ) -'.al ; % &
- = (2}
Display Fants Game Intemst
Network Cantrallers Optians
Canfigures netwark
hardware and software, @ %) @
. Keyboard Modems Mouse Multimedia
Wicrosoft Horme
Technical Support s
ODECData  Passwords Fower
Sources (32bit] Management
S W) il H
|Configures network hardware and sol| [SJ My Camputer
Metwork K E3

Configuration I |dentification I Access Control I

The following network components are installed:

Client for Microsoft Metworks

S5 AD PCHET Family Ethernst Adapter [PE1-154)
O R Sdapter

> Sk

PCHET Family Ethernet Adapter [PCI-154)

Remove I Froperties I
— ———
Primary Mebwork Logorn:
ICIient for bicrozoft Metworks ;I
Fil= and Print Sharing... |

D escription

TCPAIP iz the protocol pou use ta connect bo the Internet and
wide-area networks.

e | Eozel
TCP/IP Properties .2 ]
Eindings | Advanced | MetBI0S

DMS Configuration I G ateway I WMS Configuration 1P Address

An IP address can be automatically assigned to this computer.
IF wour netwsork, does not automatically azsign IP addresses, ask
wour netweork, administrator for an address, and then tppe it in
the space below.

@1 an |IP address autc\m
—

 Specify an IP address:

B Addiess: | H | H |

Submet bastk: | H . H |




3-2.

TCP/IP Properties 1 E3

NetBIOS

Bindings ] Advanced |
IF Address

Using Specific IP Address: If you want to use DNS Configurstion | Gateway | WINS Configuration

An IP addiess can be automatically assngned to lhns : computer,
I your network. does not autc icall an |IP ask

specific IP address, you have to ask the network

your network administrator for an addless and then type it i in
the space below.

administrator for the information of AMG-2000: IP
address, Subnet Mask, New gateway and DNS

P address automatically

server address.

Subnet Mask: | Z : & |

* Please choose “ Specify an IP address” and

enter the information given by the network
administrator in “IP Address” and “Subnet

Mask” on the “IP Address” label and then click

OK.

oD coen |

TCP/IP Properties 2]

Bindings | Advanced | NetBIOS

DMS Configuration
° “ ”
Choose GateW ay Iabel and enter the gateway The firgt gatewmay in the [nstalled G ateviay list will be the default.
The address order in the list will be the arder in which these
rachines are used.

address of AMG-2000 in the “New gateway:” and
then click Add and OK.

HMHew gatewaw
[T . ] ] Add

Inztalled gateways:

Bindings | Advanced | MelBI0S

G ateway I w5 Configuration I IF &ddress

TCP/IP Properties 2]

DMS Configuration I G atewsay I WwMS Configuration I IF Address

i Dj

e Choose “DNS Configuration” label. If the DNS

Server column is blank, please click Enable DNS

Host: I Domain: I
DHS Server Search Order

—
Eemove I

and then enter the DNS address(es) provided by
your network administrator. Then, click Add and

click OK.

Dromain Suffiz Search Order

| E]

£l Control Panel

Ho G Y Fowilce wEs  Gdm |

4mbeck - = - 2] | Qisearch [LFolders CHistory | B OE X o | -

Connections
Connects ko other computers,

networks, and the Internet

‘WWindows Update
Windows 2000 Suppart
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Regional
Options

-

System

Printers
@i
Sounds and
Multimedia

Y

Phone and  Power Options
Modem ...

& @

Scanners and Schedulad
Cameras Tasl

€ B

Usersand  ¥Mware Tools

Address [ control panel =l pw ‘
=1 [ Diate/Time Display  Folder Options Fants ;I
=
i
Control Panel % @ @ @
Game Internet Keyboard Mouse
Network and Dial-up Controllers  Options

| I

(Connects to other computers, netwarks, and the Internet

[ [\=) My Computer




€ Check the TCP/IP Setup of Window 2000

1. Select Start > Control Panel > Network and Dial-up Connections.

9 Network and Dial-up Connections.

NEIE
| Fle Edt Wew Favorkes Took Advanced Help |
| 4Back - = - @] | Qsearch [LFolders (BHistory | B5 W X e | E-
1 1 “
2. Click the right button of the mouse on “Local Area | atess [ 1 etk ot i Conmectors = e |
o ERL:
: ” o3 “ : ” =] ="
Connection” icon and then select “Properties”. 5
Network and Dial- Connection
up Connections Disable
Status
Local Area Connection e
Type: LAN Connection Delete:
Status: Enabled
AMD PCHET Farily PCI Ethernat
Adapter
{53 Displays the properties of the selected connection,
Local Area Connection Properties il |

Select “Internet Protocol (TCP/IP)” and then click
Properties. Now, you can choose to use DHCP or

specific IP address, please proceed to the following
steps.

General I

Connect using:

I BE& AMD PCMET Family PCl Ethernet Adapter

Components checked are used by thiz connection:
Client for Microzoft Metworks

Microzoft Netwark s

Install

— Dezcription

Tranzmission Control Protocol/nternet Protocaol. The default
wide area network protocal that provides communication
acrogs diverse interconnected networks.

I Show icon in taskbar when connected

Internet Protocol (TCP/IP) Properties

General I

4-1. Using DHCP: If want to use DHCP, please choose
“Obtain an IP address automatically” and click OK. :

This is also the default setting of Windows. Then,

reboot the PC to make sure an IP address is obtained
from AMG-2000.

“r'ou can get IP zettings aszigned automatically if your network, supports
thiz capability. Othenize, you need to azk pour network. administrator for

(& {btain an IP address automaticallé >

ke appropriate |IF settings

" Usge the following IF address:
1B address:

Subret mask:

Liefault gateway:

|

Internet Protocol [TCP/IP] Properties i

General |

r'ou can get IP settings assigned automatically if pour network supports
thiz capability. Otherwize, pou need to azk pour network. administrator for
the appropriate |P settings.

4-2. Using Specific IP Address: If you want to use

specific IP address, you have to ask the network

= Obtain DNS server address automatically

" Use the following DMNS server addresses:

Ereferred NS server: I . . .

g o4

= Optai utomatic ally
1+ Lge the following IP address;
IF addiesz:

Subnet mask:

Default gateway:

administrator for the information of the AMG-2000: IP

address, Subnet Mask, New gateway and DNS
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(% Use the following DMNS server addiesses,

Frefered ST

Alternate DMS server

ok Cancel




server address.

* Please choose “Use the following IP address” and enter the information given from the network

administrator in “IP address”, “Subnet mask” and DNS address(es) and then click OK.

€@ Check the TCP/IP Setup of Window XP

1. Select Start > Control Panel > Network Connection.

2. Click the right button of the mouse on the “Local Area

Connection” icon and select “Properties”

3. Select “General” label and choose “Internet Protocol
(TCP/IP)" and then click Properties. Now, you can
choose to use DHCP or specific IP address, please

proceed to the following steps.

3-1. Using DHCP: If want to use DHCP, please choose
“Obtain an IP address automatically” and click OK.
This is also the default setting of Windows. Then,
reboot the PC to make sure an IP address is obtained
from AMG-2000.

135

® Control Panel E\@[’Xl

File Edit View Favorites Tocks Help

Q @ - [F| Pseuch [Zyrooers [
address | Control Panel "‘ Be

ﬂ Control Panel x
Accessibiity  Add Hardweare Add or Administrative Date and Time
B Switchto Category View Options Remov... Toals

S @ = P

Display  Folder Options  Fonts Game Intermet

Controllers Options
& ) &
Keyhoard Mose

Phone and  Power Options
Madem ...

2 9

Printers and  Regional and  Scannersand  Scheduled  Sounds and

¥

4 Windows Update
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Fle Edt Wew Favortes Tooks Advanced  Help
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Qo - ©Q - F | P [ Folders
Address | & Network Connections B> E

#| LANor High-Speed Internet
Network Tasks

Create anew

connection

£ 56t up & home o small Disable
office network
Status
@ Disable this network o
device epar
& Repair this connection Bridge Connections

i Rename this connection
€ View status of this
connection

Change settings of this
connection

Create Shorteut

Rl

Other Places

B control Panel
3 My Network Places
5} My Documents

—- Local Area Connection Properties

General | Authentication || Advanced |

Connect using:

| EE AMD PCMET Family PCI Ethemet &dapter |

Thiz connection uzes the following items:

g Cliett for Microsoft Networks

g Filz and Prinker Sharing for Microsoft Metworks
T nP=a=] = =

Internet Protocol [TCPAP]

Irngtall... Urinztall '
e et

Crescription

Tranzmizzion Control Protocol/Intemet Protocol. The default
wide area network, protocol that provides communication
acrozs diverse interconnected networks.

[ Show icon in notification area when connected

Internet Protocol {TCPJIP) Properties

General | Alkernate Configuration|

Ok Cancel

“rou can get IP settings assigned automatically if vour network. supparts
thiz capability. Othenwize, you need to ask your network. administrator for
the appropriate |P settings.

(%) Obtain an IF address automaticall
{0 Use tRe Tolowmmg 17 agdress:

T
]

*) Obtain DMNS server address automatically
) Usze the following DMS server addresses:

]
]

Ok ] [ Carcel

]




3-2.

Using Specific IP Address: If want to use specific
IP address, you have to ask the network
administrator for the information of the AMG-2000:
IP address, Subnet Mask, New gateway and
DNS server address.

* Please choose “Use the following IP
address” and enter the information given from
the network administrator in “IP address”,
“Subnet mask” and the “DNS address(es)”
and then click OK.
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Internet Protocol (TCP/IP) Properties

General

“You can get IP settings assigned automatically if vour network. supporks
this capability. Otherwise, pou need o ask your network. administrator for
the appropriate |P settings.

1P address:

Subnet maszk: | . ” . |
l—,

Default gateway:

() Use the fallowing DHS sewel@
Freferred ZEIWEL | - - |

Alternate DMS zerver:

P

OF. ] [ Cancel
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7. Appendix C - Windows Server 2000/2003 AD

AD environment mode can be supported by
AMG-2000. For example, the domain,
2k3lab.idv.tw, is controlled by Window
2000/2003 sever and please make sure you
have enabled the Active directory Service on the

Windows Server.

When the AMG-2000 is set up, Windows Server
should be also ready by the MIS in your
company. Then, you can add new user and

group under the OU.

Right-click on the OU to add a new user. OU—

New—User.

Enter the user name in the necessary fields,
“First name” and “User logon name”, and click
Next.
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Enter the Password and enter it again for confirmation.
The password must be six characters or more. Depend
on the request to check the four selections below. .Then,

click the Next.

MNew Object - User

Create ine 2k3labidy. bw/OL

Pazsword: quu

Confirm password: qu..

™ User must change password at nest logan

[~ Wser cannot change password

[ Account is dizabled

< Back | Mest I

Cancel |

The new user, ccc, is created successfully under the OU.

MNew Object - User

g Create ine 2k3labidy. bw/OL

First name: |cc:c: Initials: |

Last name: I

Full harme: Icc:c:

User logon name:

[eed | @2k 3labidv.tw =]
Uzer logon name [pre-wWindows 2000);
i2K3L.&B\ |ccc
< Back | Mest I Cancel |

MNew Object - User

g Create in: 2k3labidy. bw/OLI

“Wihen you click Finish, the following object will be created:

Full name: ccc
Usger logon name: coc(@2lk3lab.idyw. b

The pazsword never expires.

< Back
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Right-click on ccc to view the properties. ccc—

Properties.

Click the Account label and you will see the account information

about ccc.

Then, you can get the information to fill in the
fields of LDAP Server. For example, Server
IP: www.2k3lab.idv.tw; Port: 389; Base DN:
ou=0U,dc=2k3lab,dc=idv,dc=tw;

Account Attribute: CN

£ Active Dienctory sess aeed Computers

G fton Pew Endow e

Server P
Port
Base DM

Account Attribute

Server P
Port
Basze DM

Account Attribute

-+ OB IBXFIE P DBTEE

ccc Properties

Remate contral I
Member O I
General I Address

Terminal Services Profile I

Dialin I Enviranment I

User logon name;

COr+
Sessions

Account | Frofile I Telephones I Organization

=

Jeed | @2k Nabiche.tw
User logon name [pre-windows 2000
|2K3LABY |oco

Logon Hours. . LogOn To... |

I~ | Boeount iz locked out

Account options:

[ User must change password at nest logon
[ User cannot change password
¥ Password never expires

I Store password using reversible encryption LI
—Account expires
& MNever
O Endot  [Wednesday,  May 24,2008 =
(1] I Cancel | Apply |
Primary LDAP Server

I FDomain MamelF)
I TDefault: 3890
I FCMH=,do=,de=])
I (Drefault: uid)

Secondary LDAP Server

|
—

Note: Usually, the users are created under the CN=users, and the Base DN will be

“CN=users,dc=2k3lab,dc=idv,dc=tw”. The Account Attribute of Windows Server will only be CN and that of Linux
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could be CN or uid.
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8. Appendix D - Proxy Setting for Hotspot

HotSpot is a place such as coffee shops, hotels, or other public areas where provide Wi-Fi service for mobility users.
HotSpot is usually implemented without complex network architecture and using some proxy server which provide

by Internet Service Providers.

ADSL / Cable Modem

Cipherium Gateway

(ZS)
Access Point

! Notebook

In Hotspots, mobility users usually enable their proxy setting of the browsers such as IE, Firefox, or the others, so

Wt

ISP Proxy Server

we need to set some proxy configuration in the Gateway. Please follow the steps to complete the proxy
configuration :

1. Login Gateway by using “admin”.

2. Click the Network Configuration from top menu and the homepage of the Network Configuration will

appear.
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System nh User | AP b Network )

| Configuration /! | Authentication / '\ Management /| | Configuration |

MNetwork Configuration

E:twurk Address Translatiul:l]

Network Configuration
( Privilege List J NetTwork A(!{Iress AMG—?_EIDE! provides 3 tgtples aof nEMnrk address translation:lDMZ
ranslation (Demilitarized Lane), Public Aczcessible Server and IPIPort Redirect.
( Monitor IP List .] il SO Egztrirgs Eirzlsjt\.rig\?sste fnri:\ir:ﬁ?\leo]rpa upt‘r?g r:‘taiiztel_tirfésgr]?st: dr i\élinlaiigcee ST.MC
L SR i R Wi eyl

Ewen under MAT mode, after added the dewices as public access

(_ Proxy Server Properties _] servers, the devices can he accessed by clicking the hypertest.
. Upto 20 hosts' URL could be defined inVWalled Garden List. Clients
( Dynamic DHS J Walled Garden List may access these URL without authentication.
AMG-2000 supports up to 10 external proxy Servers.
Proxy Server ) . -
( IP Mobility J Properties g;?\t;rm can redirect traffic to external proxy sener into built-in prosy

Dynamic DNS AMG-2000 supports dynamic DME (DDME) feature.

IP Mohility System supports IP PMP Configuration.

3. Click the Proxy Server Properties from left menu and the homepage of the Proxy Server Properties will

External Proxy Server

tem Server IP Port

appear.

10 | | |

Internal Proxy Server

Built-in Proxy Server 2 Enahled @& Dizahled

4. Add your ISP’s proxy Server IP and Port into External Proxy Server Setting.
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External Proxy Server

ftem Server IP Port

1 110.2.3.203 | 6553

10 | |

mernal Proxy Senver

Built-in Proxy Server () Enable & Disable

5. Enable Built-in Proxy Server in Internal Proxy Server Setting.

Exdernal Prooy Server

Item Server IP Port
1 1023203 | [6588
2 | '
3 L
4 ' |
5 I
6 [
7 I
g |
g |
10 |
Internal Proxy Server
Built-in Proxy Server ;:Ciizname O Disable

6. Click Apply to save the settings.
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9. Appendix E - Proxy Setting for Enterprises

Enterprises usually isolate their Intranet and Internet by using a complex network architecture. Many enterprises

have their own proxy servers which are usually at intranet or DMZ under the firewall protection.

% Desktop

Router

>

&%

ore Switch

((5) (B)

Access Point Access Point

A

Notebook Notebook .
Proxy Server Web Server Mail Server

In enterprises, network manager or MIS maybe usually ask their users to enable their proxy setting of the browsers

such as IE, Firefox, or others to reduce the internet access loading, so we need to set some proxy configuration in

the Gateway.

Caution : Some enterprises will automatically redirect packets to proxy server by using core switch or Layer 7
devices. By the way, the clients don’t need to enable their proxy setting of browsers, and you don’t need to set any

proxy configuration in the Gateway.

Please follow the steps to complete the proxy configuration :

B Gateway setting

1. Login Gateway by using “admin”.
2. Click the Network Configuration from top menu and the homepage of the Network Configuration will

appear.
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System 1 User Network |
|_ Configuration | '\ Authentication / | Management / | Configuration |

Network Configuration

cetwurk Address Translation Network Configuration

( Privilege List _] Network Address AMG-2000 provides 3 types of network address translation: DZ
Translation (Demilitarized Zone), Public Accessible Server and IPPort Rediract.
Monitor IP List Privilege List System p_rnvides Priui!ege IP Addre_ss List an!j Privilege WA
Address List Systern will WOT authenticate those listed devices.
- Systerm can monitor up to 40 network devices online status with an
( e Monitor [P List | CPlion 10 add them as public access servers via HTTP of HTTPS.

Even under RAT mode, after added the devices as puhlic access

‘ Proxy Server Properties servers, the devices can be accessed by clicking the hypertext

Walled Garden List Upto 20 hosts' URL cnuld_ he defined |n_ ngled Garden List. Clients
( vnamic DHS J may access these URL without authentication.

Proxy Server AMG-2000 supports up to 10 external proxy servers.

( IP Mobility J Properties Ezﬁgrn can redirect traffic to external prosy sener into builkin progy

Dynamic DNS AMG-2000 supports dynamic DS (DOMS) feature.

IP Mobility System supports IP PRP Configuration.

3. Click the Proxy Server Properties from left menu and the homepage of the Proxy Server Properties will

External Proxy Server

tem Server IP Port

1 | | |

appear.

10 | | |

Internal Proxy Server

Built-in Proxy Server 2 Enahled @& Dizahled

4.  Add your proxy Server IP and Port into External Proxy Server Setting.
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External Proxy Server

ftem Server [P Port

588

1 10.2.3.203

|
|
|
|
5|
|
|
|
|

10

Wmernal PToxy Senver

Built-in Proxy Senver (C Enable @ Disable

5. Disable Built-in Proxy Server in Internal Proxy Server Setting.

External Proxy Server

tem Server IP Port

1 110.2.3.203

2

|
|
|
|
6 |
|
|
|
|

10

Internal Proxy Server

Built-in Proxy Server () Enahled & Disahled
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6. Click Apply to save the settings.

Warning : If your proxy server is down, it will make the user authentication operation abnormal. When users open

the browser, the login page won't appear because the proxy server is down. Please make sure your proxy server is

always available.

B Client setting

It is necessary for clients to add

default gateway IP address into

proxy exception information. By

the way, user login successful

page will appear normally.

1. Use command “ipconfig”
to get Default Gateway IP
Address.

2. Open browser to add default gateway IP address (e.g.

v CAWINDOWShsystem 32w md exe -
oft | ’ [h A1

yr-ight

uments

L indows

Et hernet adapt

Connec
IP Add
Subnet
Def aul

adapt

Et hernet

Media

er

and Setti

IPF Conf iguration

tion—speci

t Ge

e

State .

192.168.1.254) and logout page IP address “1.1.1.1"

into proxy exception information.

® Forl.E

® [or firefox
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ft Corp.

& . hung >i

: Media dis

Proxy Settings

Servers

1
=]

Type Proxy address to use Part

HTTP: 10,2,3,203 1 |6585
Secure:

ETF:

Gopher:

Socks:

[#]Use the same prosy server for all protocoks

Exceptions

] Do not use proxy server For addresses beginning with:
Lad

© 192.168.1.254;1.1.1.1

Use semicolons ;) to separate entries,

[ ok | [ Cancel

)

Configure Froxdes to Access the Intemet
() Direct commection to the Intermet
() Auto-detect proxy settings for this network
() Manual proxy configuration:
HTTP Progy: | 10.2.3.203 Pout: | 6588

Use this proxer server for all protocols

Connection Sethngs E

Ma Proser for: | 192.168.1.254,1.1.1.1)

Example: mozilla.org, netnz, 192.168.1.0/24
() Avtomatic prosgy eonfiguration TRL:

OK ][ Cancel ][ Help




10. Appendix E - Glossary

802.11 standard
A family of wireless Local Area Network specifications. The 802.11b standard in particular is seeing widespread
acceptance and deployment in corporate campuses as well as commercial facilities such as airports and coffee

shops that want to offer wireless networking service to their patrons.

802.11a

An |IEEE specification for wireless networking that operates in the 5 GHz frequency range (5.725 GHz to 5.850 GHz)
with a maximum of 54 Mbps data transfer rate. The 5 GHz frequency band is not as crowded as the 2.4 GHz
frequency, because the 802.11a specification offers more radio channels than the 802.11b. These additional

channels can help avoid radio and microwave interference.

802.11b
International standard for wireless networking that operates in the 2.4 GHz frequency range (2.4 GHz to 2.4835 GHz)
and provides a throughput up to 11 Mbps. This is a very commonly used frequency. Microwave ovens, cordless

phones, medical and scientific equipment, as well as Bluetooth devices, all work within the 2.4 GHz frequency band.

802.11g
Similar to 802.11b, but this standard provides a throughput up to 54 Mbps. It also operates in the 2.4 GHz frequency

band but uses a different radio technology in order to boost overall bandwidth.

VLAN

Defines changes to Ethernet frames that will enable them to carry VLAN information. It allows switches to assign
end-stations to different virtual LANs, and defines a standard way for VLANS to communicate across switched
networks.

Four bytes have been added to the Ethernet frame for this purpose, causing the maximum Ethernet frame length to
increase from 1518 to 1522 bytes. In these 4 bytes, 3 bits allow for up to eight priority levels and 12 bits identify one
of 4,094 different VLANs. 802.3ac will define the specifics of these changes for Ethernet frames.

802.1x

802.1x is a security standard for wired and wireless LANS. It encapsulates EAP processes into Ethernet packets
instead of using the protocol's native PPP (Point-to-Point Protocol) environment, thus reducing some network
overhead. It also puts the bulk of the processing burden upon the client (called a supplicant in 802.1x parlance) and
the authentication server (such as a RADIUS), letting the "authenticator" middleman simply pass the packets back
and forth. Because the authenticator does so little, its role can be filled by a device with minimal processing power,

such as an access point on a wireless network.

148



802.3ad

802.3ad is an IEEE standard for bonding or aggregating multiple Ethernet ports into one virtual interface (also
known as trunking). The aggregated ports appear as a single IP address to your computer and applications. This
means no application changes are required. The advantages of aggregation are that the virtual interface provides
increased bandwidth by merging the bandwidth of the individual ports. The TCP connection load is then balanced
across the ports. In addition to load balancing, 802.3ad provides automatic fail-over in the event any port or cable
fails. All traffic that was being routed over the failed port is automatically re-routed to use one of the remaining ports.

This fail-over is completely transparent to the application software using the connection.

Access Point
A device that allows wireless-equipped computers and other devices to communicate with a wired network. It is also

used to expand the range of a wireless network.

Bandwidth

The amount of transmission capacity that is available on a network at any point in time. Available bandwidth
depends on several variables such as the rate of data transmission speed between networked devices, network
overhead, number of users, and the type of device used to connect PCs to a network. It is similar to a pipeline in that
capacity is determined by size: the wider the pipe, the more water can flow through it; the more bandwidth a network
provides, the more data can flow through it. Standard 802.11b provides a bandwidth of 11 Mbps; 802.11a and
802.11g provide a bandwidth of 54 Mbps.

Baud Rate
A measure of the number of times per second a signal in a communications channel changes state. The state is

usually voltage level, frequency, or phase angle.

Beacon Interval

The frequency interval of the beacon, which is a packet broadcast by a router to synchronize a wireless network.

Bit
A binary digit.

Boot

To start a device and cause it to load executing instructions.

Bridge
A product that connects a local area network (LAN) to another local area network that uses the same protocol (for

example, wireless, Ethernet or token ring). Wireless bridges are commonly used to link buildings in campuses.

Broadband
A comparatively fast Internet connection. Services such as ISDN, cable modem, DSL and satellite are all considered

broadband as compared to dial-up Internet access. There is no official speed definition of broadband but services of
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100Kbps and above are commonly thought of as broadband.

Browser
A browser is an application program that provides a way to look at and interact with all the information on the World
Wide Web.

Cable Modem
A kind of converter used to connect a computer to a cable TV service that provides Internet access. Most cable

modems have an Ethernet out-cable that attaches to the user's Wi-Fi gateway.

Client devices

Clients are the end users. Wi-Fi client devices include PC Cards that slide into laptop computers, mini-PCI modules
embedded in laptop computers and mobile computing devices, as well as USB radios and PCI/ISA bus Wi-Fi radios.
Client devices usually communicate with hub devices like access points and gateways.

CTS

Clear To Send. A signal sent by a device to indicate that it is ready to receive data.

Database

A collection of data that is organized so that its contents can easily be accessed, managed, and updated.

DDNS
Dynamic Domain Name System. The capability of having a website, FTP, or e-mail server with a dynamic IP

address using a fixed domain name.

Default Gateway

A device that forwards Internet traffic from your local area network.

DHCP

A utility that enables a server to dynamically assign IP addresses from a predefined list and limit their time of use so
that they can be reassigned. Without DHCP, an IT Manager would have to manually enter in all the IP addresses of
all the computers on the network. When DHCP is used, whenever a computer logs onto the network, it automatically

gets an IP address assigned to it.

DHCP Servers

Dynamic Host Configuration Protocol Servers. PCs and other network devices using dynamic IP addressing are
assigned a new IP address by a DHCP server. The PC or network device obtaining an IP address is called the
DHCP client. DHCP frees you from having to assign IP addresses manually every time a new user is added to your
network.

A DHCP server can either be a designated PC on the network or another network device, such as the Router. By
default, the Router’s DHCP server function is enabled.

If you already have a DHCP server running on your network, you must disable one of the two DHCP servers. If you
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run more than one DHCP server on your network, you will experience network errors, such as conflicting IP

addresses.

Diversity Antenna
A type of antenna system that uses two antennas to maximize reception and transmission quality and reduce

interference.

DMZ

Demiilitarized Zone. A computer or small subnetwork that sits between a trusted internal network, such as a
corporate private LAN, and an distrusted external network, such as the public Internet.

Typically, the DMZ contains devices accessible to Internet traffic, such as Web (HTTP) servers, FTP servers, SMTP
(e-mail) servers and DNS servers.

The term comes from military use, meaning a buffer area between two enemies.

DNS

A program that translates URLSs to IP addresses by accessing a database maintained on a collection of Internet
servers. The program works behind the scenes to facilitate surfing the Web with alpha versus numeric addresses. A
DNS server converts a name like mywebsite.com to a series of numbers like 107.22.55.26. Every website has its

own specific IP address on the Internet.

Domain Name
The unique name that identifies an Internet site. Domain Names always have 2 or more parts, separated by dots.
The part on the left is the most specific, and the part on the right is the most general. A given machine may have

more than one Domain Name but a given Domain Name points to only one machine.

DoS Attack

A type of attack on a network that is designed to bring the network to its knees by flooding it with useless traffic.
Many DoS attacks, such as the Ping of Death and Teardrop attacks, exploit limitations in the TCP/IP protocols. For
all known DoS attacks, there are software fixes that system administrators can install to limit the damage caused by

the attacks. But, like viruses, new DoS attacks are constantly being dreamed up by hackers.

Download

To receive a file transmitted over a network.

DTIM

Delivery Traffic Indication Message. A message included in data packets that can increase wireless efficiency.

Dynamic IP Address

A temporary IP address assigned by a DHCP server.

Encryption

Encoding data to prevent it from being read by unauthorized people.
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Encryption key

An alphanumeric (letters and/or numbers) series that enables data to be encrypted and then decrypted so it can be
safely shared among members of a network. WEP uses an encryption key that automatically encrypts outgoing
wireless data. On the receiving side, the same encryption key enables the computer to automatically decrypt the

information so it can be read.

ESSID
The identifying name of an 802.11 wireless network. When you specify your correct ESSID in your client setup you
ensure that you connect to your wireless network rather than another network in range. (See SSID.) The ESSID can

be called by different terms, such as Network Name, Preferred Network, SSID or Wireless LAN Service Area.

Ethernet
International standard networking technology for wired implementations. Basic 10BaseT networks offer a bandwidth
of about 10 Mbps. Fast Ethernet (100 Mbps) and Gigabit Ethernet (1000 Mbps) are becoming popular.

Firewall
A system that secures a network and prevents access by unauthorized users. Firewalls can be software, hardware
or a combination of both. Firewalls can prevent unrestricted access into a network, as well as restrict data from

flowing out of a network.

Firmware
1. In network devices, the program that runs the device.
2. Program loaded into read-only memory (ROM) or programmable read-only memory (PROM) that cannot be

altered by end-users.

Fragmentation
Breaking a packet into smaller units when transmitting over a network medium that cannot support the original size

of the packet.

FTP
File Transfer Protocol. A standard protocol for sending files between computers over a TCP/IP network and the

Internet.

Full Duplex

The ability of a networking device to receive and transmit data simultaneously.

Gateway
In the wireless world, a gateway is an access point with additional software capabilities such as providing NAT and

DHCP. Gateways may also provide VPN support, roaming, firewalls, various levels of security, etc.
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Half Duplex

Data transmission that can occur in two directions over a single line, but only one direction at a time.

Hardware

The physical aspect of computers, telecommunications, and other information technology devices.

Hotspot

A place where you can access Wi-Fi service. This can be for free or for a fee. HotSpots can be inside a coffee shop,
airport lounge, train station, convention center, hotel or any other public meeting area. Corporations and campuses
are also implementing Hot Spots to provide wireless Internet access to their visitors and guests. In some parts of the
world, Hot Spots are known as Cool Spots.

HTTP

HyperText Transport Protocol. The communications protocol used to connect to servers on the World Wide Web.

IEEE
Institute of Electrical and Electronics Engineers, New York, www.ieee.org. A membership organization that includes
engineers, scientists and students in electronics and allied fields. It has more than 300,000 members and is involved

with setting standards for computers and communications.

Internet appliance

A computer that is intended primarily for Internet access is simple to set up and usually does not support installation
of third-party software. These computers generally offer customized web browsing, touch-screen navigation, e-mail
services, entertainment and personal information management applications. An Internet appliance can be Wi-Fi

enabled or it can be connected via a cable to the local network.

Infrastructure

Currently installed computing and networking equipment.

Infrastructure Mode

Configuration in which a wireless network is bridged to a wired network via an access point.

IP

Internet Protocol. A set of rules used to send and receive messages at the Internet address level.

IP address
A 32-bit number that identifies each sender or receiver of information that is sent across the Internet. An IP address
has two parts: an identifier of a particular network on the Internet and an identifier of the particular device (which can

be a server or a workstation) within that network.

IPsec

IP Security. A set of protocols developed by the IETF to support secure exchange of packets at the IP layer. IPsec
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has been deployed widely to implement Virtual Private Networks (VPNSs).

IPsec supports two encryption modes: Transport and Tunnel. Transport mode encrypts only the data portion
(payload) of each packet, but leaves the header untouched. The more secure Tunnel mode encrypts both the
header and the payload. On the receiving side, an IPSec-compliant device decrypts each packet.

For IPsec to work, the sending and receiving devices must share a public key. This is accomplished through a
protocol known as Internet Security Association and Key Management Protocol/Oakley (ISAKMP/Oakley), which

allows the receiver to obtain a public key and authenticate the sender using digital certificates.

ISDN
Integrated Services Digital Network. A type of broadband Internet connection that provides digital service from the
customer's premises to the dial-up telephone network. ISDN uses standard POTS copper wiring to deliver voice,

data or video.

ISP

Internet Service Provider. A company that provides access to the Internet.

LAN
Local Area Network. A system of connecting PCs and other devices within the same physical proximity for sharing
resources such as an Internet connections, printers, files and drives. When Wi-Fi is used to connect the devices, the

system is known as a wireless LAN or WLAN.

LDAP

Lightweight Directory Access Protocol. A set of protocols for accessing information directories. LDAP is based on
the standards contained within the X.500 standard, but is significantly simpler. And unlike X.500, LDAP supports
TCP/IP, which is necessary for any type of Internet access. Because it's a simpler version of X.500, LDAP is
sometimes called X.500-lite.

Although not yet widely implemented, LDAP should eventually make it possible for almost any application running
on virtually any computer platform to obtain directory information, such as email addresses and public keys.

Because LDAP is an open protocol, applications need not worry about the type of server hosting the directory.

Local User
A user that has signed up for an account from a specific ezboard community, enabling the user to participate only in
that ezboard as a registered user. Global user registration from the ezboard home page is recommended for full

access to all ezboard communities and the Control Center.

MAC
Media Access Control. Every wireless 802.11 device has its own specific MAC address hard-coded into it. This

unigue identifier can be used to provide security for wireless networks. When a network uses a MAC table, only the
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802.11 radios that have had their MAC addresses added to that network's MAC table will be able to get onto the

network.

Mbps

Megabits Per Second. One million bits per second; a unit of measurement for data transmission.

NAT

Network Address Translation. A network capability that enables a houseful of computers to dynamically share a
single incoming IP address from a dial-up, cable or xDSL connection. NAT takes the single incoming IP address and
creates new IP address for each client computer on the network.

Network

A series of computers or devices connected for the purpose of data sharing, storage, and/or transmission between

users.

Node

A network junction or connection point, typically a computer or work station.

Packet

A unit of data sent over a network.

Passphrase
Used much like a password, a passphrase simplifies the WEP encryption process by automatically generating the

WEP encryption keys for the company products.

POP

Post Office Protocol. Short for Post Office Protocol, a protocol used to retrieve e-mail from a mail server. Most e-mail
applications (sometimes called an e-mail client) use the POP protocol, although some can use the newer IMAP
(Internet Message Access Protocol).

There are two versions of POP. The first, called POP2, became a standard in the mid-80's and requires SMTP to

send messages. The newer version, POP3, can be used with or without SMTP.

POP3

Post Office Protocol 3. A standard protocol used to retrieve e-mail stored on a mail server.

Port
1. The connection point on a computer or networking device used for plugging in a cable or an adapter.

2. The virtual connection point through which a computer uses a specific application on a server.

PPPoE
Point-to- Point Protocol over Ethernet. PPPoE relies on two widely accepted standards: PPP and Ethernet. PPPoE

is a specification for connecting the users on an Ethernet to the Internet through a common broadband medium,
155



such as a single DSL line, wireless device or cable modem. All the users over the Ethernet share a common
connection, so the Ethernet principles supporting multiple users in a LAN combine with the principles of PPP, which

apply to serial connections.

PPTP

Point-to-Point Tunneling Protocol. A new technology for creating Virtual Private Networks (VPNSs), developed jointly
by Microsoft Corporation, U.S. Robotics, and several remote access vendor companies, known collectively as the
PPTP Forum. A VPN is a private network of computers that uses the public Internet to connect some nodes.
Because the Internet is essentially an open network, the Point-to-Point Tunneling Protocol (PPTP) is used to ensure
that messages transmitted from one VPN node to another are secure. With PPTP, users can dial in to their

corporate network via the Internet.

Plug and Play
A computer system feature that provides automatic configuration of add-ons and peripheral devices such as

wireless PC Cards, printers, scanners and multimedia devices.

Proxy server
Used in larger companies and organizations to improve network operations and security, a proxy server is able to
prevent direct communication between two or more networks. The proxy server forwards allowable data requests to

remote servers and/or responds to data requests directly from stored remote server data.

RADIUS

Remote Authentication Dial-In User Service. An authentication and accounting system used by many Internet
Service Providers (ISPs). When you dial in to the ISP you must enter your username and password. This
information is passed to a RADIUS server, which checks that the information is correct, and then authorizes access
to the ISP system.

Though not an official standard, the RADIUS specification is maintained by a working group of the IETF.

Range
Most Wi-Fi systems will provide a range of a hundred feet or more. Depending on the environment and the type of

antenna used, Wi-Fi signals can have a range of up to mile.

RJ-45
Standard connectors used in Ethernet networks. Even though they look very similar to standard RJ-11 telephone

connectors, RJ-45 connectors can have up to eight wires, whereas telephone connectors have only four.

Roaming

Moving seamlessly from one AP coverage area to another with no loss in connectivity.

Router
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A device that forwards data packets from one local area network (LAN) or wide area network (WAN) to another.
Based on routing tables and routing protocols, routers can read the network address in each transmitted frame and
make a decision on how to send it via the most efficient route based on traffic load, line costs, speed, bad

connections, etc.

RTS
Request To Send. A packet sent when a computer has data to transmit. The computer will wait for a CTS (Clear To

Send) message before sending data.

Server
Any computer whose function in a network is to provide user access to files, printing, communications, and other

services.

SMTP

Simple Mail Transfer Protocol. The standard e-mail protocol on the Internet.

SNMP

Simple Network Management Protocol. A set of protocols for managing complex networks. The first versions of
SNMP were developed in the early 80s. SNMP works by sending messages, called protocol data units (PDUS), to
different parts of a network. SNMP-compliant devices, called agents, store data about themselves in Management

Information Bases (MIBs) and return this data to the SNMP requesters.

Software

Instructions for the computer. A series of instructions that performs a particular task is called a "program".

SOHO
Small Office/Home Office. A term generally used to describe an office or business with ten or fewer computers

and/or employees.

SSID

Service Set Identifier. A 32-character unique identifier attached to the header of packets sent over a WLAN that acts
as a password when a mobile device tries to connect to the BSS. (Also called ESSID.) The SSID differentiates one
WLAN from another, so all access points and all devices attempting to connect to a specific WLAN must use the
same SSID. A device will not be permitted to join the BSS unless it can provide the unique SSID. Because an SSID
can be sniffed in plain text from a packet, it does not supply any security to the network. An SSID is also referred to

as a Network Name because essentially it is a name that identifies a wireless network.

SSH
Developed by SSH Communications Security Ltd., Secure Shell is a program to log into another computer over a

network, to execute commands in a remote machine, and to move files from one machine to another. It provides
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strong authentication and secure communications over insecure channels. It is a replacement for rlogin, rsh, rcp,
and rdist.

SSH protects a network from attacks such as IP spoofing, IP source routing, and DNS spoofing. An attacker who
has managed to take over a network can only force ssh to disconnect. He or she cannot play back the traffic or
hijack the connection when encryption is enabled.

When using ssh's login (instead of rlogin) the entire login session, including transmission of password, is encrypted;
therefore it is almost impossible for an outsider to collect passwords.

SSH is available for Windows, Unix, Macintosh, and OS/2, and it also works with RSA authentication.

SSL

Secure Sockets Layer. Commonly used encryption scheme used by many online retail and banking sites to protect
the financial integrity of transactions. When an SSL session begins, the server sends its public key to the browser.
The browser then sends a randomly generated secret key back to the server in order to have a secret key exchange

for that session.

Static IP Address

A fixed address assigned to a computer or device that is connected to a network.

Subnet Mask

An address code that determines the size of the network.

Subnetwork or Subnet
Found in larger networks, these smaller networks are used to simplify addressing between numerous computers.
Subnets connect to the central network through a router, hub or gateway. Each individual wireless LAN will probably

use the same subnet for all the local computers it talks to.

Switch
A type of hub that efficiently controls the way multiple devices use the same network so that each can operate at
optimal performance. A switch acts as a networks traffic cop: rather than transmitting all the packets it receives to all

ports as a hub does, a switch transmits packets to only the receiving port.

TCP

A protocol used along with the Internet Protocol (IP) to send data in the form of individual units (called packets)
between computers over the Internet. While IP takes care of handling the actual delivery of the data, TCP takes care
of keeping track of the packets that a message is divided into for efficient routing through the Internet. For example,
when a web page is downloaded from a web server, the TCP program layer in that server divides the file into
packets, numbers the packets, and then forwards them individually to the IP program layer. Although each packet
has the same destination IP address, it may get routed differently through the network. At the other end, TCP

reassembles the individual packets and waits until they have all arrived to forward them as a single file.

TCP/IP
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The underlying technology behind the Internet and communications between computers in a network. The first part,
TCP, is the transport part, which matches the size of the messages on either end and guarantees that the correct
message has been received. The IP part is the user's computer address on a network. Every computer in a TCP/IP
network has its own IP address that is either dynamically assigned at startup or permanently assigned. All TCP/IP
messages contain the address of the destination network as well as the address of the destination station. This

enables TCP/IP messages to be transmitted to multiple networks (subnets) within an organization or worldwide.

TFTP
Trivial File Transfer Protocol. A version of the TCP/IP FTP protocol that uses UDP and has no directory or password

capability.

UDP
User Datagram Protocol. A network protocol for transmitting data that does not require acknowledgement from the

recipient of the data that is sent.

Upgrade

To replace existing software or firmware with a newer version.

Upload

To transmit a file over a network.

URL

Uniform Resource Locator. The address of a file located on the Internet.

VolP
Voice transmission using Internet Protocol to create digital packets distributed over the Internet. VoIP can be less

expensive than voice transmission using standard analog packets over POTS (Plain Old Telephone Service).

VPN

Virtual Private Network. A type of technology designed to increase the security of information transferred over the
Internet. VPN can work with either wired or wireless networks, as well as with dial-up connections over POTS. VPN
creates a private encrypted tunnel from the end user's computer, through the local wireless network, through the

Internet, all the way to the corporate servers and database.

Walled Garden

On the Internet, a walled garden refers to a browsing environment that controls the information and Web sites the
user is able to access. This is a popular method used by ISPs in order to keep the user navigating only specific
areas of the Web, whether for the purpose of shielding users from information -- such as restricting children's access
to pornography -- or directing users to paid content that the ISP supports. America Online is a good example of an

ISP that places users in a walled garden.
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Schools are increasingly using the walled garden approach in creating browsing environments in their networks.
Students have access to only limited Web sites, and teachers need a password in order to leave the walled garden
and browse the Internet in its entirety.

The term walled garden also commonly refers to the content that wireless devices such as mobile phones have

access to if the content provided by the wireless carrier is limited.

WAN

Wide Area Network. A communication system of connecting PCs and other computing devices across a large local,
regional, national or international geographic area. Also used to distinguish between phone-based data networks
and Wi-Fi. Phone networks are considered WANs and Wi-Fi networks are considered Wireless Local Area Networks
(WLANS).

WEP

Wired Equivalent Privacy. Basic wireless security provided by Wi-Fi. In some instances, WEP may be all a home or
small-business user needs to protect wireless data. WEP is available in 40-bit (also called 64-bit), or in 108-bit (also
called 128-bit) encryption modes. As 108-bit encryption provides a longer algorithm that takes longer to decode, it

can provide better security than basic 40-bit (64-bit) encryption.

Wi-Fi
Wireless Fidelity. An interoperability certification for wireless local area network (LAN) products based on the

Institute of Electrical and Electronics Engineers (IEEE) 802.11 standards.

WLAN
Wireless Local Area Network. Also referred to as WLAN. A type of local-area network that uses high-frequency radio

waves rather than wires to communicate between nodes.

WPA-Enterprise (Wi-Fi Protected Access)
Stands for Wi-Fi Protected Access — Enterprise. It is Wi-Fi's encryption method that protects unauthorized network

access by verifying network users through a server.

WPA-Personal
Stands for Wi-Fi Protected Access — Personal. It is Wi-Fi's encryption method that protects unauthorized network

access by utilizing a set-up password.
WPA2

Wi-Fi Protected Access version 2. The follow on security method to WPA for Wi-Fi networks that provides stronger

data protection and network access control.
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