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 Level1 router IPSec VPN vs. SSH Sentinel 1.3.2 
 
 

Level1 router is applicable to FBR-1407, FBR-1409TX, FBR-1417TX, WBR-2401, WBR-3403TX, 
WBR-3404TX and WBR-3402 

 
 
Information: 
SSH Sentinel IPSec VPN Client:                   WBR-3403 IPSec Dynamic VPN Server: 

                     WAN IP: 61.31.189.162 
                                                                        LAN IP: 192.168.123.0 
                                                                        LAN IP Subnet mask: 255.255.255.0 
 
SSH Sentinel Version 1.3 Setting Procedures 
 
1. Right click on the SSH icon and click “Run Policy Editor” 
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2. Select “Key Management” and click "Add". 
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3. Select “Create a preshared key” and click “Next”. 
 

 
 
4. Type the same preshared key (Must be the same from WBR-3403 Preshare key) exl. 

12345678 (you can change it) and name it then click "Finish". 
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5. You will see the 12345678(for example) key under My Keys and click "Apply". 
 

 
 
6. Select “Security Policy” and Under VPN Connections click "Add". 
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6. Click "IP" button and type the Remote Gateway IP Address.   Select 12345678 as 

Authentication key, check Use legacy proposal.  Click "..." button next to Remote 
Network will bring up Network Editor screen. 

 

 
 
7. Click New and type Network name, the remote Intranet Network IP address and 

subnet mask.( In our example WBR-3403 network address is 
192.168.123.0/255.255.255.0) 
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8. Back to Rule Properties page click on IPSec/IKE proposal “Setting”. 
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9. Configure your IKE and IPSec proposal, be sure it’s the same from WBR-3403. Click 

“OK” when Done. 
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WBR-3403 Dynamic VPN Server Configuration 
 
1. Enable VPN and set Max. number of tunnels, click on “Dynamic VPN setting”. 
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2. Configure IKE as below, you can alter the setting as long as they are the same from 
SSH setting.  

 

 
 
3. Configure IPSec as below, you can alter the setting as long as they are the same from 

SSH setting. 
 

 
 
Establish VPN Connection  
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1. Right click on the SSH icon and click on "Select VPN" and choose the one just 
configured. 

 

 
2. Establish the tunnel. 
 

 
 
 
3. Ping test successful from SSH client to WBR-3403 server.  
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