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Levell router IPSec VPN vs. SSH Sentinel 1.3.2

Levell router is applicable to FBR-1407, FBR-1409TX, FBR-1417TX, WBR-2401, WBR-3403TX,
WBR-3404TX and WBR-3402

Information:

SSH Sentinel IPSec VPN Client: WBR-3403 IPSec Dynamic VPN Server:
WAN IP: 61.31.189.162
LAN IP: 192.168.123.0
LAN IP Subnet mask: 255.255.255.0

SSH Sentinel Version 1.3 Setting Procedures

1. Right click on the SSH icon and click “Run Policy Editor”
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@ Help...
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2. Select “Key Management” and click "Add".

®2 SSH Sentinel Policy Editor EH

Security Policy I

=-[£] Trusted Policy Servers
=& Trusted Certificates
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(@] Directory Services
ElIEI by Kepsz
=% hiost key
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Dezcription
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k. Cancel Apply




3. Select “Create a preshared key” and click “Next”.

New Authentication Key |

Thiz wizard quides wou through the generation of a new
authentication ke,

YWhat kind of an authentication key would you like ta
create?

™ Create an authentication key pair and a certificate

™ Enroll for a certificate

iCreate & preshared ke

% Back I Mest > I Cancel |

4. Type the same preshared key (Must be the same from WBR-3403 Preshare key) exl.
12345678 (you can change it) and name it then click "Finish".

Preshared Eey Information . x|

Create Pre-Shared Key
Tape in the shared secret.

Grive the pre-shared ke a name that 1= for your reference only. Type the shared secret
turice to avoid tpos. Tze the fingerprint to werify the secret with the ather party tnvalved
in the communication withowt revealing the actnal secret.
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by

Confirm shared scret: |

Fingerprint (SHA-1):
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5. You will see the 12345678(for example) key under My Keys and click "Apply".
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6. Select “Security Policy” and Under VPN Connections click "Add".



"2 55H Sentinel Policy Editor

ecurity Policy 3 Key Management I
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[#-1#] Pre-IPSec Filter
=1-[#] WPM Connections
&#1-[#] Secured Connections
F#1-[%a] Secured Metworks
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Add... Eemaye Eraperties,.. [NrEanasics,.
Dezcription
Add a rule.
ok, I Cancel Apply
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6. Click "IP" button and type the Remote Gateway IP Address. Select 12345678 as
Authentication key, check Use legacy proposal. Click "..." button next to Remote

Network will bring up Network Editor screen.

Add ¥PN Connection ) i

B Gateway IF address: I
r | r
= R te networlk: vII

EITI0TE et 0L IB.'I'.I.}" [\\
Authentication key: o= JREEETE -l
[ Use legacy proposal

Disgnostics... | Properties.. | [ 0K | Comeel |

7. Click New and type Network name, the remot

e Intranet Network IP address and

subnet mask.( In our example WBR-3403 network address is

192.168.123.0/255.255.255.0)



Network Editor _ 2] x|

R, Grive networks and subnetworks custom names. Yo can
| ‘-EI later 1122 the names when creating mles.

— Defined networks

Name | IF address | Subnetmask |
Ay 0000 0000

Femote Network (92 108 1230 255 UL HEE

Mew Eemove |

e lRemJ:ute Wetwork

TP addess: | 192 . 168 . 122 . 0 ﬂ
St I 255 . 255 . 255 . 0

0K | Comcel |

8. Back to Rule Properties page click on IPSec/IKE proposal “Setting”.

Rule Properties B3 T
(General I Advanced |

Eemote endpoint
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[PRec ! IEE proposl
Avthenticstion bey:  [e 12345678 -]
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"Des:riptinn
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9. Configure your IKE and IPSec proposal, be sure it’s the same from WBR-3403. Click
“OK” when Done.

W et the prefemed walue of each parameter of the IEE and

[PRec proposal.
—IEE proposgal
Encrptinn
Tnte grity |SHA-1 |
IKE mode: | main mode =]
IEE {MODE 768 { gronp 1) -]
—IP3ec proposal
Encryption |3DES =l
Tinte grity [HMAC-SHA-1 x|
[P3ec mode: | tonne] =
FEs gromp: IHDHB ll

[~ Attach only the selected walues to the proposal

ok | e |




WBR-3403 Dynamic VPN Server Configuration

1. Enable VPN and set Max. number of tunnels, click on “Dynamic VPN setting”.

level

Status! Wizard! Basic Setting/ Forwarding Rules! Security Sefling! Advanced Seffing! Toolbox O LOgOLIt
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S Security Settig ]
I Packet Filters VPN Settings
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[ URL Blocking
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I %Pr
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|
|
[ 1] o
|

Tunnel Name

A05E4E1H o 125332

<< Previous




2. Configure IKE as below, you can alter the setting as long as they are the same from
SSH setting.

level
one Status/ Wizards Basic Setting/ Forwarding Rules/ Security Setlings Advanced Sefling! Toolhox O Logout
< Security Settig VPN Settings - Dynamic VPN Tunnel - Set IKE Proposal

[ Packet Filters
> Domain Filters
[* URL Blocking

[ MAC Control ~ |KE Pro ndex a
I WPM
[ Miscellaneous

algorithm Auth. algorithm Life Tirme Life Time Unit

0544 F1H £4 126404

3. Configure IPSec as below, you can alter the setting as long as they are the same from
SSH setting.

level

one Status/ Wizards Basic Setting/ Forwarding Rules/ Security Setlings Advanced Sefling! Toolhox O Logout
O Security Settig VPN Settings - Dynamic VPN Tunnel - Set IPSec Proposal

> Packet Filters

[ Domain Filters ltem Setting

I URL Blocking e

& MAC Contral 3e posal index b

[ PN

> Miscellaneaus

DH Group Encap. protocol Encrypt. algorithm Auth. alganthm Life Time  Life Time Lnit

20054 H1H B 12:54:20 _

Establish VPN Connection



1. Right click on the SSH icon and click on "Select VPN" and choose the one just
configured.

= Yiew Statistics._.
B Run Policy Editor...
Avditing

zer Eew & gent

Select Active Policy
f1.31.189.162 (Femote Network) I delect VPN

g Stect Policy Manager

@ Stop Policy Manager

@ Help. ..

me

SSH Sent

Cinline Support
% Ahout
i Hide Trax
2. Establish the tunnel.
¥PN Connection Statos ) x|

3. Ping test successful from SSH client to WBR-3403 server.
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