Levell router IPSec VPN vs. FreeswWan

Levell router is applicable to FBR-1407, FBR-1409TX, FBR-1417TX,
WBR-2401, WBR-3403TX, WBR-3404TX and WBR-3402

192.168.0.x---LevelOne VPN router---Linux with FreesWan---192.168.111.x
LevelOne Router LAN IP :192.168.0.1 WAN [P :192.168.123.104

Linux FreesWan internal 1P:192.168.111.1 external 1P:192.168.123.103

LevelOne router status:
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1. enabled VPN and set Max.number of tunnel.
2. enter Tunnel name and press “More” button.
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4.Set the IKE Proposal as below.
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Configuration for Freeswan as below:
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[etc/ipsec.conf

# letc/ipsec.conf - FreeS/WAN IPsec configuration file

# More elaborate and more varied sample configurations can be found
# in FreeS/WAN's doc/examples file, and in the HTML documentation.

# basic configuration

config setup
# THIS SETTING MUST BE CORRECT or almost nothing will work;
# %defaultroute is okay for most simple cases.
interfaces=%defaultroute
# Debug-logging controls: "none™ for (almost) none, "all" for lots.
klipsdebug=none
plutodebug=none
# Use auto= parameters in conn descriptions to control startup actions.
plutoload=%search
plutostart=%search
# Close down old connection when new one using same 1D shows up.
uniqueids=yes

# defaults for subsequent connection descriptions
# (these defaults will soon go away)
conn %default
keyingtries=0
disablearrivalcheck=no
#authby=rsasig
#authby=secret
#leftrsasigkey=%dnsondemand
#rightrsasigkey=%dnsondemand

conn ike-with-DDC3404TX-esp-3des-md5



left=192.168.123.104

leftsubnet=192.168.0.0/24

leftnexthop=192.168.123.103

right=192.168.123.102

rightsubnet=192.168.111.0/24

rightnexthop=192.168.123.103

authby=secret

pfs=yes

auto=add
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[root@earth]# ipsec auto --up ike-with-DDC3404TX-esp-3des-md5

104 "ike-with-DDC3404T X-esp-3des-md5™ #1: STATE_MAIN_I1: initiate

106 "ike-with-DDC3404TX-esp-3des-md5" #1: STATE_MAIN_I2: sent MI2,
expecting MR2

108 "ike-with-DDC3404TX-esp-3des-md5" #1: STATE_MAIN_I3: sent MI3,
expecting MR3

004 "ike-with-DDC3404T X-esp-3des-md5" #1: STATE_MAIN_14: ISAKMP SA
established

117 "ike-with-DDC3404TX-esp-3des-md5" #2: STATE_QUICK _I1: initiate

004 "ike-with-DDC3404TX-esp-3des-md5"” #2: STATE_QUICK _12: sent QI2, IPsec
SA established
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Please edit “ipsec.secrets: file of freeswan for Pre-share Key setting as same as
LevelOne router.
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# Thi=z file holds shared secrets or R3L priwvate keys for inter-FPluto
# authentication. dee ipsec pluto(d) manpage, and HTHL docuwentation.

R34 priwvate key for this host, authenticating it to any other host
which knows the public part. Suitable pubhlic keys, for ipsec.conf, DN3,
or configuration of other implementations, can be extracted convenientl
with "ipsec showhostkey™.

R34

{

# B3L 2192 hits earths Tue Apr 22 03:01:53 2003

# for signatures only, TN3IAFE FOR ENCRYPTICHN
Hpubkey=0sAQ00TFyLA6g0Q0rVEQh4wRUNF I0uHgMRfnwo3 VO3 YTHrZwesSp,/ W/ Lv09:
#IN EEYT O0x4zZ00 4 1 AQOOYFyLegOQOrVECQh4wREUNF IOUHGMREnwO3VOITHrEZ w65
# (0x4200 = auth-only host-level, 4 = IP3ec, 1 = R3A4)

Modulus: 0x90605c8bhealdlidib5da421e30454545254b837a5045£9E043 754
PublicExponent: 0x03

# evervthing afrter this point is sSecret

PrivateExponent: O0x15100f6ca?022d78738c605a5d60e08hi5elebfl7a0fett
Primel: Oxdalz205f08edffzafil7?20a8caida24bdidecaabiefleef2cdbScads
Primed: 0xa9896kb7ecbh?E5f10b00bL25c1d7££01581£900fa3acE3 6ddealhietedd!
Exponentl: 0x9156aeal5Lf3ff71f64c07056091b6Ad55e4571ef4a08 0592 5c
ExponentZ: 0x710647a8f24ealb6676ed13aaall0ls0ab517c8579e331b25et:
Coefficient: 0x9aa051508f71f1582086e27e332hbeall?8c019087915342d09!
H

#zany 192.168.123.102 : P3K "12345678"

B3h /fetoc/ipsec.d/private/myEey.pem "freeswan"
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