Levell router IPSec VPN vs. FBR-2000 IPSec VPN

Levell router is applicable to FBR-1407, FBR-1409TX, FBR-1417TX,
WBR-2401, WBR-3403TX, WBR-3404TX and WBR-3402

Information:

FBR-1417TX IPSec VPN: FBR-2000 IPSec VPN:

WAN IP: 192.168.1.1 WAN IP: 192.168.1.2

LAN IP: 192.168.123.254 LAN IP: 192.168.10.1

LAN IP sub mask: 255.255.255.0 LAN IP sub mask: 255.255.255.0
Setup:

FBR-1417 IPSec VPN Configuration
1. FBR-1417TX VPN setting
Tunnel name : eg. 123
Method : IKE
Click on More
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2. Please configure as below
Click on Select IKE proposal
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3. Please configure IKE proposal as below. Save and Reboot.
Both FBR-1417TX and FBR-2000 need to have the same IKE proposal.
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4. Back to previous page, click on IPSec Proposal
Configure IPSec proposal as below, save and reboot.
Both FBR-1417TX and FBR-2000 need to have the same IPSec proposal.
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FBR-2000 IPSec VPN Configuration
5. IPSec Autokey for FBR-2000, Click New Entry

Address [&] hitp:/f192.168,10.1/ =] B3 | nks | Norton Internet Security @ -

level

o R Y IPSec Autokey

one -\‘: %F:&-r

[Name|Gateway IP | Destination Subnet | Algorithm | Status | Configure |

123 192.168.1.1 192.168.123.0 HMAC_MD5 Connect | | Madiiy ) (Remove

IPSec Autokey
PPTP Server
PPTP Client

Log

Alarm
Statistics

[&] Done 1 i !ETl‘;terqat

6. Please configure FBR-2000 IPSec Autokey as below
Both FBR-1417TX and FBR-2000 need to have the same configuration.
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Please remember to turn on the outgoing policy of FBR-2000.
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8. Ping Test from the computer (192.168.123.123) connected to FBR-1417
(192.168.1.1) to computer (192.168.10.3) connected to FBR-2000(192.168.1.2)



D:\WINDOWS\system32\cmd.exe - ping 192.168.10.3 -t

192.168.108. time=3ms TTL=126
192.168.18. time=3ms TTL=126
192 .168. time=3ms TTL=126
192.168. time=3ms TTL=126
192 .168. time=3ms TTL=126
192.168. time=3ms TTL=126
192 .168. time=3ms TTL=126
192 .168. time=3ms TTL=126
192.168. time=3ms TTL=126
192 .168. time=3ms TTL=126
192.168. time=3ms TTL=126
192 .168. time=3ms TTL=126
192.168. time=3ms TTL=126
192.168.18. time=3ms TTL=126
192.168.164. 32 time=3ms TTL=126
192.168.10. bytes=32 time=3Ims TTL=126
192.168.10. hytes=32 time=3Ims TTL=126
192.168.10. hytes=32 time=3Ims TTL=126
192.168.10. hytes=32 time=3Ims TTL=126
192.168.10. hytes=32 time=3Ims TTL=126
192.168.10. hytes=32 time=3Ims TTL=126
192.168.10. hytes=32 time=3Ims TTL=126
192.168.10. hytes=32 time=3Ims TTL=126
192.168.10. hytes=32 time=3Ims TTL=126
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9. Ping Test from computer (192.168.10.3) connected to FBR-2000(192.168.1.2) to
the computer (192.168.123.123) connected to FBR-1417(192.168.1.1).

AWINDO WS veystem3I2cmd exe - ping 192 168

J168.123.123: bhytes=32 time=2ms TTL=127
168123123 hytes=32 time=2ms TTL=127
168.123.123: bytes=32 time=2ms TTL=127
J168.123.123: bytes=32 time=2ms TTL=127
168.123.123: bytesz=32 time=2msz ITL=127
J168.123.123: bytes=32 time=2ms TTL=127
168123123 hytes=32 time=2ms TTL=127
168.123.123: bytes=32 time=2ms TTL=127
J168.123.123: bytes=32 time=2ms TTL=127
168.123.123: bytesz=32 time=2msz ITL=127
J168.123.123: bytes=32 time=2ms TTL=127
168123123 hytes=32 time=2ms TTL=127
168.123.123: bytes=32 time=2ms TTL=127
J168.123.123: bytes=32 time=2ms TTL=127
168.123.123: bytesz=32 time=2msz ITL=127
J168.123.123: bytes=32 time=2ms TTL=127
168123123 hytes=32 time=2ms TTL=127
168.123.123: bytes=32 time=2ms TTL=127
J168.123.123: bytes=32 time=2ms TTL=127
168.123.123: bytesz=32 time=2msz ITL=127
J168.123.123: bytes=32 time=2ms TTL=127
168123123 hytes=32 time=2ms TTL=127
168.123.123: bytes=32 time=2ms TTL=127
J168.123.123: bytes=32 time=2ms TTL=127




