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How to establish an IPSec VPN Tunnel with 2 FBR-4000 using DDNS
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Dynamic IP Dynamic IP

For this scenario we used the free Dynamic DNS service provided by
www.dyndns.org. We have created an account with two domain names on which
each unit updates:

1. FBR-4000(1) =>ivenue.dyndns.org
2. FBR-4000(2) => ddctt.dyndns.org

To configure the respective FQDNSs into each FBR-4000 perform the
following:

Login into the GUI of the FBR-4000

Click on Advanced Configuration

Click on Dynamic DNS

Once on this page for the service select DynDNS.org from the drop down

menu

Server Name leave as default “members.dyndns.org”

For the User Name, input the username you had registered

For the Password, input your “dyndns” password

10 For the Verify Password, re-enter your password

11.For the Domain Name, input the domain name for the respective unit
(Refer step 1 & 2 above)

12.O0mit the Additional Settings (Let all be blank)

13. Select the WAN1 or WANZ2 as the WAN port to update its IP to the
Dyndns.org servers

14.Click Submit
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FBR-4000(1) Setup

1. Login into the GUI of the FBR-4000(1) and click on VPN Configuration
then on IKE Global Setup to set the primary settings.

2. Once on this page input the following parameters:

a. Enable Setting: select the check mark to enable the Global
Parameters

b. ISAKmp Port: Input 500 in the text box

c. Phase 1 DH Group: select from the drop down menu DH Group 2
(DH1024-bit)

d. Phase 1 Encryption Method: select from the drop down menu
3DES

e. Phase 1 Authentication Method: select from the drop down menu

MD5

Phase 1 SA Lifetime: input in the text box 28800 seconds

Retry Counter: enter in the text box 5 retries

Retry Interval: enter in the text box 10 seconds

Maxtime to complete Phase 1: input 180 seconds

Maxtime to complete Phase 2: input 120 seconds

Count Per Send: input 1 in the text box

NAT Traversal Port: input port 4500

m. Log Level: set the log level to Information/Debug

—x T T Te o

Created by IVENUE Solutions Sdn Bhd

Enginer: Lai Yit Hua Page 2/10 9/23/2008



=
B B How to establish an IPSec VPN Tunnel with 2 FBR-4000 using DDNS
ne
Global Parameters WAN 1
Enable Setting
ISAKmp Port 500
Phase 1 DH Group DH Group 2 (1024-bit) |+
Phase 1 Encryption Method 3DES °
Phase 1 Authentication Method MDE  |¥
Phase 1 54 Lifetime 28300 Seconds
Retry Counter 5
Retry Interval 10 Seconds
Maxtime to complete Phase 1 130 Seconds
Maxtime to complete Phase 2 120 Seconds
Count Per Send 1
MNaT Traversal Port 4500
Log Level
Log Lewvel Debug hd
Tunnel Action
All Tunnels Enable | Disable Delete | Reload |
Update | Submit and Reboot | Cancel |

IPSec Policy Setup Page

3. Policy Entry, Traffic Binding and Local Identity Option:

a. Name: input a generic name in the text box, for this example we

used VPN

State: select the ENABLED check box
Interface: select from the drop down box WAN 1
Session: leave as defaulted

Local Identity type: set to None

® 0T

4. Traffic Selector
a. Protocol Type: select from the drop down menu ANY

b. Local Security Network: these settings apply to the local subnet

on the FBR-4000(1)

c. Local Type: select Subnet IP Address: input the local subnet ID.

ex. 192.168.100.0

d. Subnet Mask: input the local subnet mask. ex. 255.255.255.0

e. Port Range: leave all ZEROs (0 ~ 0)

f. Remote Security Network: these settings apply to the local subnet
of the FBR-4000(2)

g. Remote Type: select Subnet IP Address: input the remote subnet
ID. ex. 192.168.1.0

h. Subnet Mask: input the remote subnet mask. ex. 255.255.255.0

i. Port Range: leave all ZEROs (0 ~ 0)

j. Remote Security Gateway:

k. ldentity Type: select Domain Name and on the text box input the

domain name of the FBR-4000(2). ex. ddctt.dyndns.org

5. Security Level
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a. Encapsulation Format: leave as defaulted ESP
b. Encryption Method: select from the drop down menu 3DES
c. Authentication Method: select from the drop down menu MD5

6. Key Management
a. Key Type: select from the drop down menu AUTOKEY (IKE)
b. Phase 1 Negotiation: select from the drop down menu
Aggressive MODE
c. Perfect Forward Secrecy: select from the drop down menu DH
Group 2 (1024-bit)
d. Preshared Key: input in the text box the word test (lower case)
e. Key Lifetime:
i. In Time: input in the textbox 28800 seconds
ii. In Volume: input in the textbox 0 Kbytes

7. Click the ADD button to save the policy.

IPSec Policy Setu g

Help
Policy Entry Traffic Binding Local Identity Option
New Policy Mame State Interface Session Type
WPN2 [“]Enabled | WAN 1 |v None v

Traffic Selector
Protocol Type Any |

Local Type 1P Address Subnet Mask Port Range
Local Security Network

Subnet - 192.168.100.0 255.255.255.0 0 ~ 0

Remote Type IP Address Subnet Mask Port Range
Remote Security Network

Subnet i 192.168.1.0 255.255.255.0 0 ~ |0

Identity Type

Remote Security Gateway
Domain Name hd ddctt.dyndns.org Resolve and update
Security Level
Encapsulation Format
Encryption Method DES 7
Authentication Method MD5 v
Key Management
Key Type Autokey (IKE) |v
Phase 1 Negotiation Aggressive Mode | v
Perfect Forward Secrecy DH Group 2 (1024-bit) |+
Preshared Key test Characters / Hex:0x
In Time 28800 Seconds Note : 0 for no expiry
Key Lifetime
In Volume 0 Kbytes
Action

Disconnect Flush Tunnel Reload Policy Tunnel Status .. Set Options ..

Add Delete | Update | Refresh |
Tunnel List
State Name Security Gateway Remote Metwork Security Level Key Type Interface Neg:;:\it;on
WAN 1 Responder
Enabled VPN antiv.dyndns.org 192.168.0.0/255.255.255.0 DES/MD5 Autokey (IKE) (Aggressive)
Connected 15t

WAN 1 Responder

Enabled  VPN2 ddctt.dyndns.org 192.168.1.0/255.255.255.0 DES/MD5 Autokey (IKE) (Quick) :
BrriiEn astahlishad
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IPSec Policy Setup — Set Options

8. Set Options Page

a. After adding the policy on the same page, click on the Set Options

button
b. At the Dead Peer Detection Feature
I. Check enabled the Detection check mark

Check Method: select DPD (RFC 3706)
Check After Idle, and Retry Times: leave as is
Action: select Keep Tunnel Alive
Click on the SET button
Click on the Update button on the IPSec Policy Setup screen.

@~ooao

PSec Policy options Q

Help

Tunnel attributes
Hegotiation
Status

WaN 1 Initiator]Quick)
Connected  : established

State Marme Security Gateway Remote Network Security Level Key Type Interface

Enahled WPN 218.208.236.134 192.168.0.0/255.255.255.0 DES/MDS autokey (IKE)

Dead Peer Detection Feature

Detection Enabled

Check Method O Heartheat (O ICMP Host 0.0.0.0 G)DPD (RFC 3706)
Check after Idle 50 Seconds

Retry Times 10

Action O Failaver O remove Tunnal @ Keep Tunnel alive
Logging Enabled

NAT Traversal Feature

NAT Traversal [JEnabled

Keep Alive Interval 0 Seconds UDP Checksum Enabled
Options

NetBIOS Broadcast [“] Enabled Check ESP Pad Jenabled
Auto Triggered [l Enabled allow Full ECH [JEnabled
anti Replay Cenabled Copy DF Flag Clenatled
Passive(Responder) Mode [JEnabled Set DF Flag [JEnabled

Set Cancel Go Back |

FBR-4000(2) Setup

1. Login into the GUI of the FBR-4000(2) and click on VPN Configuration
then on IKE Global Setup to set the primary settings.

2. Once on this page input the following parameters:

a. Enable Setting: select the check mark to enable the Global
Parameters

b. ISAKmp Port: Input 500 in the text box

c. Phase 1 DH Group: select from the drop down menu DH Group 1
(DH768-bit)

d. Phase 1 Encryption Method: select from the drop down menu
3DES
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Phase 1 Authentication Method: select from the drop down menu
MD5

Phase 1 SA Lifetime: input in the text box 28800 seconds

Retry Counter: enter in the text box 5 retries

Retry Interval: enter in the text box 10 seconds

Maxtime to complete Phase 1: input 180 seconds

Maxtime to complete Phase 2: input 120 seconds

Count Per Send: input 1 in the text box

NAT Traversal Port: input port 4500

. Log Level: set the log level to Debug/Information

Global Parameters WAN 1
Enable Setting
ISAKmp Port 500

Phase 1 DH Group DH Group 2 (1024-hit) |+

Phase 1 Encryption Method 3DES 2
Phase 1 Authentication Method MDE  |»

Phase 1 Sa Lifetime 28800 Seconds
Retry Counter 5

Retry Interval 10 Seconds
Maxtime to complete Phase 1 180 Seconds
Maxtime to complete Phase 2 120 Seconds
Count Per Send 1

MNAT Traversal Port 4500

Log Level

Log Lewvel Debug ~

Tunnel Action

&ll Tunnels Enable | Disable Delete | Reload |

Update | Submit and Reboot | Cancel |

IPSec Policy Setup Page

3. Policy Entry, Traffic Binding and Local Identity Option:

a.

® Q0T

Name: input a generic name in the text box, for this example we
used VPN

State: select the ENABLED check box

Interface: select from the drop down box WAN 1

Session: leave as defaulted

Local Identity type: set to None

4. Traffic Selector

a.
b.

Protocol Type: select from the drop down menu ANY

Local Security Network: these settings apply to the local subnet
on the FBR-4000(2)

Local Type: select Subnet IP Address: input the local subnet ID.
ex. 192.168.1.0

Subnet Mask: input the local subnet mask. ex. 255.255.255.0
Prot Range: leave all ZEROs (0 ~ 0)
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f. Remote Security Network: these settings apply to the local subnet
of the FBR-4000(1)

AT T oa@

Remote Type: select Subnet IP Address: input the remote subnet
ID. ex. 192.168.100.0
Subnet Mask: input the remote subnet mask. ex. 255.255.255.0
Port Range: leave all ZEROs (0 ~ 0)
Remote Security Gateway:
Identity Type: select Domain Name and on the text box input the

domain name of the FBR-4000(1). ex. ivenue.dyndns.org

5. Security Level
a. Encapsulation Format: leave as defaulted ESP
b. Encryption Method: select from the drop down menu 3DES
c. Authentication Method: select from the drop down menu MD5

6. Key Management
a. Key Type: select from the drop down menu AUTOKEY (IKE)

b. Phase 1 Negotiation: select from the drop down menu
Aggressive MODE
c. Perfect Forward Secrecy: select from the drop down menu DH
Group 2 (1024-bit)
d. Preshared Key: input in the text box the word test (lower case)
e. Key Lifetime:
i. In Time: input in the textbox 28800 seconds

ii. In Volume: input in the textbox 0 Kbytes

7. Click the ADD button to save the policy.

IPSec Policy Setu g

Policy Entry

New Policy |Name

WPN2

Traffic Selector
Protocol Type

Local Security Network
Remote Security Network

Remote Security Gateway

Security Level

Encapsulation Format
Encryption Method
Authentication Method

Traffic Binding
State Interface Session

[“]Enabled | WAN 1|

Any | v
Local Type 1P Address
Subnet b 192.168.1.0
Remote Type 1P Address
Subnet v 192.168.100.0
Identity Type
Domain Name A ivenue.dyndns.org
DES )
MD5 X
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Local Identity Option
Type
None v

Subnet Mask
255.255.255.0
Subnet Mask
255.255.255.0

Help

Port Range
0 ~ 0
Port Range
0 ~ 0

Resolve and update
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Key Management

Key Type Autokey (IKE) |+
Phase 1 Negotiation Aggressive Mode | v
Perfect Forward Secrecy DH Group 2 (1024-bit) |~
Preshared Key test Characters / Hex:0x
. In Time 23800 Seconds Note : 0 for no expiry
Key Lifetime
In Volume ] Kbytes
Action
Disconnect Flush Tunnel Reload Policy | Tunnel Status .. ‘ Set Options ..
Add Delete ‘ Update Refresh |
Tunnel List
State Name Security Gateway Remote Network Security Level Key Type Interface Negg:zt;on
WAN 1 Initiator
Enabled  VPNZ ivenue.dyndns.org 192.168.100.0/255.255.255.0 DES/MD5 Autokey (IKE) (Quick) :
TETEEE established

IPSec Policy Setup — Set Options

8. Set Options Page

a. After adding the policy on the same page, click on the Set Options

button
b. At the Dead Peer Detection Feature
I. Check enabled the Detection check mark
Check Method: select DPD (RFC 3706)
Check After Idle, and Retry Times: leave as is
Action: select Keep Tunnel Alive
Click on the SET button
Click on the Update button on the IPSec Policy Setup screen.

@~ooao

PSec Policy options g

Tunnel Attributes

Help

State Name  Security Gateway Remote Network Security Level Key Type Interface Negg‘tﬂ"”
WAN 1 Initiator
Enabled VPN2 60.54.118.173 192.168.100.0/255.255.255.0 DES/MD5 Autokey (IKE) {Quick) :
Connected
established
Dead Peer Detection Feature
Detection []Enabled
Check Method (IHeartheat () ICMP Host 0.0.0.0 ()DPD (RFC 3706)
Check After Idle 60 Seconds
Retry Times 10
Action i Failover ) Remove Tunnel () Keep Tunnel Alive
Logging [¥]Enabled

NAT Traversal Feature

NAT Traversal [JEnabled

Keep Alive Interval 0 Seconds UDP Checksum Enabled
Options

NetBIOS Broadcast [¥]Enabled Check ESP Pad [JEnabled
Auto Triggered [“]Enabled Allow Full ECN [JEnabled
Anti Replay [CJEnabled Copy DF Flag [enabled
Passive(Responder) Mode [JEnabled Set DF Flag [IEnabled
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Set Cancel Go Back

To establish the VPN tunnel on the Advance Settings page click the
connect button below. You will see this message:

Fle Edit wiew History Bookmarks Tools Help
¢E- - @ & [0 httpyiioz 1880,y k] % |G-

P Getting Started [ Latest Headines [ Ivenue.com.my [ And mare... [ Sales Experience

FBER-4000
MULTI-WAN VPN ROUTER

Basic Configuration
Advanced Port Success

Advanced Configuration
PP T —— YPM Tunnel WPN is establishing

VPN Configuration Click to go back
2y IKE Global Setup
2y IPSec Policy Setup
&y Mesh Group
&y YPH Logs
Bandwidth Management

Management Assistant
Network Info

Once the VPN tunnel has been established, proceed to test the VPN
connectivity by pinging the internal IP address of the FBR-4000(1) from the FBR-
4000(2) network or vice versa.

Ex. Ping 192.168.100.1 —t

If you get replies from 192.168.100.1 (LAN IP address of the FBR-4000(1),
in our example), then the VPN Connectivity has been configured properly.
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Microsoft Windows XP [Uersion 5.1.26881 MR’ [Cl-
<C> Copyright 1985-2881 Microsoft Corp.
C:\Docunments and Settings\lvenue notehookdping 192.168.1608.1 —¢ 1) Wireloss Network Connection Status B[]
Pinging 192.168.188.1 with 32 bytes of datas: General| Suppon
fron 192.168.168. 2 TTL=254 Connection status
fron 192.168.160. 2 TTL=254
from 192.168 .1 2 N, Adchess Type: Assigned by DHCP Help 1~
fron 192.168.11 2 =7 P Addess 192.168.0.90
fron 192.168.160. 2 TTL=254
from 192.168.160. 2 TTL-254 Subnet Mask: 256,266.265.0 et
fron 192.168.108.1: 2 TTL=254 Defaul Gatoway: 132.168.0.1 erface Status
fron 192.168.11 2 TTL=254
from 192.168.180. 2 TTL=254 B AL (@)
from 192.168.100. 2 nected i established
fron 192.168.11 2
From 192.168.1 2 TTL=254 ‘windows did not detect problems with this
connection. If you cannot connect. click
Repail.
DPD (RFC 3706)
B/ Ction @ Failover keep Tunnel Alive
Management Assistant Logging Clenabled
Network Info
NAT Traversal Feature
NAT Traversal Cenabled
Keep alive Interval 0 Seconds UDP Checksum Enabled
options
NetBIOS Broadcast [Clenabled Check ESP Pad [JEnabled
Auto Triggered [lEnakled Allaw Full ECH enabled
Anti Replay Oenabled Copy DF Flag [JEnabled
Passive(Responder) Mode [lenabled Set DF Flag [lEnabled
v
Done
N JE =y = = = = -
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