PPTP client information

Type: Windows 2000/XP PPTP client

IP: 192.168.10.107(issued by the broadband router)
Gateway IP: 192.168.10.1(IP of the broadband router)
WAN IP of the broadband router: 218.167.16.222

PS. The broadband is capable of PPTP pass thru

PPTP server information

Type: FBR-1411TX PPTP server
IP: 218.167.13.93
Test Firmware version: R1.00c3v

Win2000/XP PPTP VPN client setting:

(1) Network connections setting

My Bluetooth Places

@ Set Program Access and Defaults

Eﬁ ‘Windows Catalog
“ ‘Windows Update
IL Programs

j=  Settings
,/") Search

QI Help and Suppart B, Taskbar and Start Menu

#=J Run...

@ Log OFf Winson...

« | Windows XP Professional




(2) Network connections page

"8 Network Connections

File Edit Yew Favorites Tools Advanced Help

J Barl > ] ? /.-\‘ Search Folders '

_Llﬂﬂor High-Speed Internet

MNetwork Tasks

= 2 : B ] Local Area Connection
|3| Create s new connection | -] Connected
£ Setup & home or smal | T 8 3Com Gigahit LOM (30940
= office network ]Start the Mew Connection Wizard, which helps you create a connection to the Internet, to another computer, or ko your workplace ne
& Change Windows Fireveal ||'|'|
sekkings

See Also

_j.) Metwork Troubleshooter

Other Places

[ Control Panel
13 My Mebwork Places
.'_] My Docurmnents

-} My Compuker

Details

MNetwork Connections
Swstem Folder

(3) Create a new connection by wizard
Mew Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helps you;

* Connect o the Internet,

* Connect ko a private netwaork, such as wour work place
network.

* Setup a home ar zmall office netwark.

To continue, click Mest,

MEHU |[ Cancel




(4) Selecting “Connect to the network at my workplace” then go next

Mew Connection Wizard

Metwork Connection Type
What do you want bo do’?

(") Connect to the Intemnet
Connect ta the Internet 20 vou can browse the \Web and read email.

{(*)Connect to the network at my workplace

Connect to a buginess netwark [uzing dial-up or ¥PMH] 5o wou can wark from home,
a field affice, or anather location.

() 5et up a home or small office network
Connect to an exizting home or zmall office network, or 22t up a new one.

(") Set up an advanced connection

Connect directly to another computer using vour zenal, parallel, or infrared poart, or
zet up thiz computer 2o that other computers can connect to it

< Back ” Mest » l[ Cancel

(5) Selecting “Virtual Private Network connection” then go next

Mew Connection Wizard

Metwork Connection
How do pou want bo connect to the nebwork, at your work place?

Create the following connection:

(") Dial-up connection

Connect uzging a modem and a regular phone line or an Integrated Services Digital
Metwark [1S0M] phone line.

(%) ¥irtual Private Network connection

Connect to the network, using a wirtual private network fYPH] connection aver the
Interriet.

< Back ” Mest » l[ Cancel




(6) Having a name for this connection then go next
Mew Connection Wizand
Connection Hame
Specify a name for thiz connection ta your workplace.

Type a name for thiz connection in the fallowing box.

Compaty Mame

PPTPTEST]

Far example, you could type the name of vaur warkplace or the name of a server yau
will connect to.

< Back ” Mest » l[ Cancel

(7) Inputting the PPTP VPN server’s IP you are going to connect with

Mew Connection Wizard

¥PH Server Selection
YWhat iz the name or address of the WVPM zerver?
Type the host name or Internet Pratocal [IF] address of the computer to which pou are
connecting.

Hoszt name or P address [for eRample, microsoft.com or 1575407 1

218167.13.93

< Back ” Mest » l[ Cancel




(8) Finish

Mew Connection Wizard

Completing the New Connection
Wizard

Y'ou have successfully completed the steps needed to
create the following connection:;

PPTPTEST

* Share with all uzers of this computer

The connection will be zaved in the MNetwark
Connections folder.

[ ]isdd a shortcut to this connection bo my deskiog

To create the connection and cloze this wizard, click Finish.

< Back ” Finizh l[ Cancel

(9) Clicking the properties button of this connection

Connect PPTPTEST

Uszer name: |

Pazzword: |

[ ] Save this user name and passward far the following users:

Connect H Cancel H Froperties ][ Help




(10) Selecting security tab and go into advanced setting

& PPTPTEST Properties

| General | Dptiu:uns| Security | Metworking | Advanced |

Securnty optionz
() Typical [recommended settings]

Valdate my identity as follows
e S R e bt st el
HUrormat I LERE TR S IR00E [0gorn Rame and

pazzword [and domain if any]

Fequire data encreption [disconnect if nane]

IJzing these setting: requires a knowledge -
aof zecurity protocolz. Zettings...

[ |PSec Settings... ]

L OF. ] [ Cancel




(11) Setting the data encryption to be “Optional encryption (connect even if no
encryption) then click OK button

Advanced Security Settings

Data encryption:

Optional encryption [connect even if no encryption) W

Mo encriphion allowed [zerver will disconnect if it requires encroption

Require encryption [disconnect F server declines)
b adinium gtrength enciyption [disconnect if server declines)

(%) Allow these protocals
[] Unencrypted paszword [PAP)
[] Shiva Passward Authentication Protocal [SPAP)
[ ] Challenge Handshake Authentication Pratocal [CHAP)
Microzoft CHAP [#5-CHAR)
[ ] Allaw older M5-CHAR version for Windaws 95 servers
icrozoft CHAP Yerzion 2 [M5-CHAP w2]

[ ] Ear M5-CHAP based protocals, automatically use my
YWindows logon name and pazzward [and domain if any]

[ Ok, ][ Cancel ]




FBR-1411TX PPTP VPN server setting:

(1) System status of FBR-1411TX

2 FBR-1411TX Broadband NAT Router Web-Console - Microsoft Internet Explorer

File Edit W“iew Favorites Tools Help

(3 Back ~ x| [@ #h O searh
24 | 7

3

Address | @] http:/f192.168.123.254] v B ks >
level’
one Statuss Wizards Basic Sefting! Forwarding Rulesi Secuity Sefting/ Advanced Sefting/ Toolbox O LOgOUt
< Status

System Status

Wednesday, Movernber 24,
2004 11:52:43 AM

&) B Internet




(2) Setting virtual IP for PPTP server, IP range, user name, password and
authentication protocol then enable VPN-PPTP

© Security Settig
[» Packet Filters PIEE

[* Domain Filters
[ URL Blocking
[ MAC Address Control
[ YPM-IPSEC

b %PMH-L2TP Client PPTP Server

b WEN-LITR Server Server Conficuration
[ %PMN-PPTP Client B

b VPN-PPTP Server G erver virtual TP - 192 165 ESEEN AN

* WPN-PPTP Enable

[ Miscellaneous

Authentication Protocol :
B PAP E CHAF EMS CHAFP EMS _CHAFv2

Wednesday, Movember 24,
2004 11:53:41 Ak




Testing

(1) Win2000/XP PPTP client enables the PPTP connection then inputting same user
name and password as PPTP server set for establishing PPTP VPN tunnel.

Connect PPTPTEST 7 X

Uzer namme: |tESt |

Pazzword: | seesl |

[ ] Save this user name and passward far the following users:
e only

Anuone who uses thiz comptér

[ Connect H Cancel H Froperties ][ Help

(2) Connecting

Connecting PPTPTEST...

Hg“ Yerfying uzername and paszword...

Cancel

(3) PPTP VPN connection established successfully

;1‘) PPTPTEST is now connected =

Click. here For more infarmation, .

QECR>EC W us0am



(4) Pinging PPTP VPN server successfully

FAWINDOWS\system 32\cmd.exe

F-~>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

IP Address. . . . . . . . . . 192 _168.18._187
Subnet Mask . . . . . . . . 255.255.255.8
Default Gateway . . . . . . . . 192 _168.18.1

PPF adapter PPTPTEST:

Connection—specific DNS Suffix

IP Address. . . . . . 1922 _168_38.11
Subnet Mask . . . . 255 255 _255 255
Default Gateway . . . 192 _168.38.11

F:“>ping 192 _.168.123_254
Pinging 192_168.123_.254 with 32 hytes of data:

Heply from 192.168.123.254: hytes=32 time=8B6mz TTL=64
Heply from 192.168.123.254: hytes=32 time=88ms TTL=64
Heply from 192.168.123.254: hytes=32 time=8%m=z= TTL=64
Heply from 192.168.123.254: bhytes=32 time=8%ms TTL=64

Ping statistics for 192_.168.123.254:

Packets: Sent = 4, Received = 4, Lost = B <Bx loss).
pproximate round trip times in milli—seconds:

Minimum = 86ms,. Maximum = 8%ms, Average = #8ns

Fzs>

(5) Checking the PPTP connection status of FBR-1411TX( A PPTP connection from
218.167.16.222 is on-line)

ghion Status




